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Cybersecurity Behaviors and Influences

The study Software Security in Practice: Knowledge and Motivation, published in the
Journal of Cybersecurity, looks into the behavioral, organizational, and educational factors that
influence software engineers' security practices. The researchers investigated how developers
learn about security and what encourages or discourages them from utilizing secure coding
practices. The authors conducted semi-structured interviews with 13 software professionals from
diverse companies to identify trends in "how developers learn about software security and what
factors motivate or discourage them from adopting secure development practices."(Assal et al.,
2025). The study highlights the role of human behavior and motivation in guaranteeing digital
safety, which is consistent with broader social science perspectives on individual agency and
group dynamics.

Social Science Relations

The study relies significantly on social science theory, namely psychological and
sociological frameworks. The study's data interpretation is based on two important theories:
self-determination theory (SDT) and activity theory. "Self-determination theory (SDT) explores
how different types of motivation ranging from external regulation to intrinsic motivation relate
to individuals' behavior and well-being."(Assal et al., 2025). It focuses on the psychological
requirements for "competence, autonomy, and relatedness." In this case, developers who feel
empowered and competent are more likely to adopt security procedures. Activity Theory
enhances this by explaining how team responsibilities, shared goals, and cultural norms influence
collaborative work. The work describes software security "as not only a technical concern, but
also a social and behavioral process."(Assal et al., 2025). Furthermore, while the paper does not

go into great detail about underrepresented groups, it does state that "developers who were not
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part of security teams or who were early in their careers often lacked the knowledge and
confidence to fully engage with security practices."(Assal et al., 2025) This parallels broader
concerns in the social sciences about unequal access, support, and voice inside institutions.
Research Questions

The research's core research questions are: "How do developers learn about software
security, and what drives or inhibits them from implementing secure practices?"(Assal et al.,
2025). These themes guided the authors' investigation of the educational and psychological
aspects of secure software development. The study aims to explain why some developers
embrace security techniques proactively while others do not by addressing both information
acquisition and motivational factors underlying behavior.

Methodologies

To investigate these topics, the authors used qualitative research methods, conducting
"semi-structured interviews with 13 software developers"(Assal et al., 2025) from various firms.
The interviews were then examined using "Grounded Theory methods, applying open and
selective coding to identify recurring themes."(Assal et al., 2025). The researchers used the data
to establish information categories and a motivational framework based on Self-Determination
Theory's autonomy-control continuum. This empirical approach shed light on both individual
experiences and bigger organizational impacts, illustrating how developers learn about security
in real-time work contexts and what factors influence their behavior.

PowerPoint Relations

The article is more directly related to Module 10 on Social Cybersecurity, as it focuses on

the social and behavioral aspects of safe software development. The study's use of

Self-Determination Theory to investigate motivation among developers is consistent with the
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module's emphasis on how human behavior, social dynamics, and organizational culture
influence cybersecurity practices. Developers' reliance on peer learning, mentorship, and
workplace standards is consistent with the module's explanation of communication, teamwork,
and critical thinking in cybersecurity. Furthermore, the article's findings on team relationships
and marginalized voices align with the module's emphasis on social behaviors expected of
cybersecurity professionals, such as trust, clear communication, and resilience. This confirms the
premise that technical skills alone are insufficient; the efficacy of cybersecurity also depends on
comprehending and negotiating complicated human and social networks.
Contributions and Findings

The research benefits society by emphasizing the importance of human behavior,
motivation, and organizational culture in software security. It provides a more comprehensive
approach to cybersecurity by shifting the focus away from solely technological solutions and
toward the social and psychological variables that drive secure development. This viewpoint
encourages firms to invest in supportive learning environments and intrinsic motivation,
resulting in more effective and sustainable security measures. Finally, the study encourages a
better knowledge of how safe systems are constructed not just through code, but also through

people.

Conclusion

In conclusion, the study provides a thorough and socially grounded examination of
software security practices, emphasizing the significance of internal motivation, learning
settings, and team dynamics. By framing safe growth as both a technological and social duty, the
authors emphasize the importance of human-centered cybersecurity techniques. Their findings

provide value to both the cybersecurity and social science literatures by providing practical,
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theory-based insights into how secure behavior might be encouraged in real-world development
situations. This viewpoint not only broadens our understanding of secure software development,

but it also promotes more inclusive, behaviorally aware techniques for improving digital safety.
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