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Task A 

Step 1: 

 

Used the “nmap” command to run a check through attacker kali ensuring that port 445 

was open. 

Step 2: 

 

Used the command “msfconsole” to open up the Metasploit function which I then executed 

the command “search ms08_067_netapi” to confirm the exploit module was there. 

 

Step 3: 
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I executed the command “use exploit/windows/smb/ms08_067_netapi” to check if the 

exploit module had set parameters, as such it did not thus, I set the parameters given to me. 

Step 4: 

 

I executed the commend “exploit” to start the exploit module against windows XP. 

Step 5-9: 
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In the above screenshot I executed the commands; screenshot, getuid, getpid, sysinfo, and 

localtime. The command screenshot takes a screenshot of the exploit if it was successful. 

For the getuid command it tells me the server name. For getpid command it tells me the 

current pid which is the current process ID. The command sysinfo tells me the system that 

was exploited information. Lastly the command localtime tells me the date and time when 

it occurred. 

Task B 

Step 1-11: 

 

Like in the previous task I used the Metasploit program by the command “msfconsole” and 

tried to repeat the same steps trying to exploit the eternalblue module within Windows 

2022 server instead of Windows XP. This was done by setting a payload, the host of the 

payload, the port it was going through, and the receiving host. The results showed that the 

exploit was trying and made some connection but was unable to reverse the tcp connection 

since it was not vulnerable thus failing as a result. 

Task C 
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Step 1: 

 

The command “msfvenom….” generated a meterpreter payload named my MIDAS ID that 

connects back to the kali machine being a reverse shell 

Step 2: 

 

I used the command “sudo service apache2 start” starting the program apache to allow 

windows 7 to download the payload I created through Http. 

Step 3: 
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I used the command “certutil” and “urlcache” through the apache2 program to download 

the payload onto the Windows 7 VM. In addition, I used the command “dir jwhit216.exe” 

to locate the payload and ensure it was successfully downloaded. 

Step 4: 

 

By using the command “msfconsole” lauching the Metasploit program I used the command 

“use exploit/mulit/handler” to set a name for the exploit and set the payload, host of the 

payload, and the port in which it will process through. 

 

Step 5: 
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Step 6: 
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Including the step 4 of Task C I completed the hashdump command after putting the 

session into background through meterpreter. This was done by entering “background” 

keeping the session Id in this case being “ 1 “, then by entering “search uac” helped my 

locate the exploit needed to upgrade my priviliages to admin being 

“exploit/local/bypassuac”. After which I entered the command “set session 1” to confirm 

the session that will be given admin which I backgrounded. Then enter exploit 

 

By using the commands “net user /add” I was able to add two new users one I name my 

midas ID the other a test for myself. Then I executed the command “rdesktop -u name -p 

password Target IP” to gain remote persistent access to windows . 


