Assignment: Lab 2 — Traffic Tracing and Sniffing
By Justin White
CYSE 301
Professor Vatsa

June 16™, 2025
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Task A

E‘ Attacker Kali - Bternal Workstation on CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help
@O np|k o B

[~ 25 13 ol

The Wireshark Network Analyzer

File File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODOA® s BE@ a2 « >0 «>BE oe o @

'] All interfaces shown~

ethQ

ethl

any

Loopback: lo
bluetooth-monitor
nflog

nfqueue
dbus-system
dbus-session

User's Guide - Wiki - Questionsand Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.2.2 (Git v4.2.2 packaged as 4.2.2-1).

E Ready to load or capture Mo Packets Profile: Default

I launched wireshark on external kali and started capturing packets on the eth( interface
to monitor network traffic.

Step 2-3:

BB Attackes Kal - Extemal Worksta 01-JWHIT216 - Virtual Machine Connection - o x
Fle Adion Meda View Hep
@O N O By

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAGOcRBR a2 c>n«>MHEoso @l

File Actions

Time Source Destination Protocol  Length
1 6.860000860 0 9

877864860

897335200 192.

879563000 192

.883202600 192.

881663900 192

.883561300 192

882970000 192

889821900 192

907873700 192

® b etho: <live capturen progress>
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GETKALU BLOG  DOCUMENTATION COURSES v DEVELOPERS v  ABOUT

For this step I used the ping command from external kali to ubuntu to generate ICMP
traffic that wireshark could capture for analysis as well as opened a web browser to trigger
DNS and HTTP requests, simulating normal user behavior and increasing traffic for
capture.

File Edit View Go Capture Analyze Statistics Telephony Wi Tools Help
ADMAOG S RER a « » n < oo ol
Th p < I - L
Protocol Length Info
ICNPVE 62 Router

File Actions Edit View Help

For the last step for task A I stopped wireshark from capturing after interactions were
complete to analyze any and all collected data for further detail.
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QI Answer: The number of packets sent and received were 13 packets however when

pinged in wireshark it was 28 packets.

Q2: Answer: When pining Ubuntu while having wireshark up and having the ICMP display
applied the amount of packets were 38 and the amount displayed were 38.

Q3 Answer: The ICMP echo reply selected with source/destination IP, sequence number,
and data size.

tackes Kol - Exterl CY3OI-MHITZI6 - Vetual Machine Connection - o

ction Media

yze Statistics Telephony Wireless Tools Help
Q¢ »n0 «>»rME ool
B+

Destination Protocol Length Info
ICHP 98 €c!

192.108.217.3 1020418, $6q=11/2810, TU1=63 (request in 23)

Q4 Answer: Displayed DNS packets are 8 in total
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I“:" Attacker Kali - External Workstation on CY301-JWHIT216 - Virtual Machine Connection
File Action Media View Help

OO nw > g
N | ', Y 4 - O (genmon)XXX 4) A 02 | @& ©

o Capturing from ethO
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAG s BRB@ 2 ¢c»>»n<«>PE ool

Source Protocol Length Info

24 10.022740400 g 3 i reply id=0xddi8, seq=11/2816,

25 11.018006000 a . i request i seq=12/3072,

26 11.026061900 Z . i 1 seq=12/3072,

27 12.019410800 e : . . i i seq=13/3328,

28 12.075580000 s = A . i i , seq=13/3328,
.3701669600 2 % 5 S & 3 78 Standard 0x495f A plugins.nessus.org
.370181500 > A 5 > 3 X 78 Standard 0x57ad AAAA plugins.nessus.org
.375988500 - % # : o X 54 Standard response 0x495f Refused
.375992600 : % - L . : 54 Standard response 0x57ad Refused
.375333000 5 % . . s . 78 Standard 0x495f A plugins.nessus.org
.375347700 % § 3 2 < 5 78 Standard 0x57ad AAAA plugins.nessus.org
.389731200 . . 2 i % 2 54 Standard response 0x495f Refused
.389733600 4 . s . . . 54 Standard query response 0x57ad Refused
.417447500 Microsoft_40:57:27 Microsoft_40:57:38 42 Who has 192.168.217.2? Tell 192.168.217.3

38 198.418120900 Microsoft_40:57:38 Microsoft_40:57:27 ARP 42 192.168.217.2 is at 00:15:5d:40:57:38

3 (request in 27)

Q5 Answer: The DNS query packet showing the domain name and source/destination IP
shown within the domain name section

5 Attacker Kol - Estermal Warkstation o CY301-JWHIT2)

Virtusl Machine Connection o x
Fle Acton Meds View Help
@O u» 2 g

3

File Edit View Wireshark - Packet 30 - eth0

sd

Packets: 38 - Displayed: 38 (100.0%) Profile: Default

Q6 Answer: The source from the query is shown to have the same IP destination but
received a denial is a reply.

—+

e )
y in 26)
est in 25)
y in 28)
best in 27)

OHelp

Profie: Defauit
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Task B

Step la:

B Kali - Internal Workstation on CY301-JWHIT216 - Virtual Machine Connection

File Action Media View Help
D@0 nw | f o B

Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AOAG s BR@ a « »n«>BEE ool

Time Source Destination Protocol Length Info

15 81.500372500 192.168. 192.168.10.18 ICMP 98 Echo (ping) 1
16 81.514437300 .168.10. .168.217. (ping)
17 82.490484500 .168. .168. (ping)
18 82.490733500 .168. .168. (ping)
19 83.492400800 .168. .168. (ping)
20 83.514746700 .168. .168.217. (ping)
21 84.489413500 .168.217. .168.10. (ping)
22 84.489726000 .168.10. .168.217. (ping)
23 85.366905900 .168.217. .168.160. (ping)
24 85.367182600 .168. .168. (ping)
25 85.491521200 i

» Frame 15: 98 bytes on wire (784 bits), 98 by
» Ethernet II, Src: Microsoft_40:57:29 (00:15
» Internet Protocol Version 4, Src: 192.168.2:
» Internet Control Message Protocol

® E  ethO: <live capture in progress> Packets: 86 - Displayed: 70 (81.4%) : Profile: Default

1 Attacker Kak - External Workstation o WHIT216 - Virtual Machine Connection
de A Meda Vien e

200 np» B> B

“mPY 12

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® sBB@ac>n«>WEoco@

File Actions Edit View Help File Actions Edit View Help

I started on wireshark on internal kali with a filter to capture general ICMP traffic
between the two hosts being external kali and ubuntu within the LAN.
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Step 1b:

5 Kal - Intemal Werlstation cn CY301-IWHIT216 - irtusl Machine Connection

File Action Media View Help

@O un k> B

Capturing from eth0

File Edit View Go Capture An: File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R AREAdDMAOcREB@ 2 ¢« >0« >MEoeol
mp [Wicmp &8 ip.src == [extemnal_kali_ip] 8& ip.dst = [ubuntu_ip]
No. ime. Source No. Time Source Destination
15 81.500372560 92, 1€ 218243 192.168.217.3 192
1514437300 g 218276508 192.168.10.13 192
496484560 3 235217100 192.168.217.3 192
490733500 3 235247800 192.168.18.13 192
1492400800 346.236915168 192.168.217.3 192
514746706 346.236946000 192.168.16.13 192
489413500 347.224262600 192.168.217.3 192 3 98 Echo (ping)
1489726600 347.224285300 192.168.10.13 92 98 Echo (ping)
366905900 348.236427200 192.168.217.3 192 3 98 Echo (ping) 1
367182660 348.236457700 192.168.16.13 192.168.217.3 1 98 Echo (ping)
491521000
29 00 15
5 9 e8 01
r Datagram P 2 0 o 7 78 6c 75 67 69 Ge
ain Name (query) 7375 73 03 6f 72 67 69 00 01 00

Intern

e capture In progre: B *[* was unexpected in this context. 120 - Displayed: 120 (100.0%) | Profile: Default

¥ Astacker Kot - Exernal Workstaton on CY301-IWHIT216 - Vinual Machine Connection

e Acon Meds Viw Hep
©@0 upHd> Ba
amPoOH 2 3 genmonpOX €) A

Fle Edit View Go Capture Analyze Statstcs Telephony Wireless Tools Help
ADAG cRAB@ ae¢»>n«>»MWHEOoool

File Actions Edit View Help File Actions Edit View Help

I applied for an ICMP filter to isolate the packets specifically from external kali to ubuntu,
to simulate what targeted traffic monitoring looks like.

Step 2a:

¥ Attacker Kl - Esteal Workstation on CY301-JWHITZIG - Vitual Machine Connection
We Adion Meda View Hep

@0 un B> Eg

“m PO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADAO s BER c c>n<«>W=rnnom
=

File Acti Edit View Help
No. Source Destination

165 1837.8614134. 19: 17
166 1837.861443

167 1837 .861676;

168 1837.8652653.

169 18378655436,

170 1837. 8666553

171 1837.8666594.

172 1837.8667877

173 18378672827

174 1837.9887736.

Ethernet S
Internet Protos
User Datagram Pr
Domain Name S

® B ethO: <live capture in progress> Packets: 17

I initiated FTP connection from external kali to ubuntu using the provided credentials
which generated the FTP login traffic for the simulated interception of the traffic.
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*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Destination Protocol Length
192.168.217.3 FTP 86 Response: (vsFTPd 3.0.5)
81 Request:
100 Response: Please specify the password.
80 Request: student
Response: Login incorrect.
Request:
Response: Goodbye.
Response: (vsFTPd 3.0.5)
Request: student
Response: Please specify the password.
81 Request: word

Frame 126: 86 bytes on wire (688 bits), 86 t
Ethernet II, Src: Microsoft_40:57:32 (00:15
Internet Protocol Version 4, Src: 192.168.1¢
Transmission Control Protocol, Src Port: 21,
File Transfer Protocol (FTP)
[Current working directory: ]

® E File Transfer Protocol (FTP): Protocol Packets: 164 - Displayed: 18 (11.0%) : Profile: Default

In this step I intercepted and inspected FTP control traffic on internal kali to reveal login
credentials in the plaintext using the FTP display filter.

root@kali: ~

Analyze Statistics Telephony Wireless Tools Help
Edit View

Protocol Length

who has 192.168.10.137 Tell 192.168.18.
192.168.10.13 is at 00:15:5d:40:57:24
Request: USER jwhit216

21 - 60420 [ACK] Seq=21 Ack=16 Win=6528(
Response: 331 Please specify the passwo
60420 — 21 [ACK] Seq=16 Ack=55 Win=6548
Request: PASS 01268718

21 . 60420 [ACK] Seq=55 Ack=31 Win=6528(

Response: 530 Login incorrect.
60420 — 21 [ACK] Seq=31 Ack=77

15
11
2c
00 ¢ 07 70
73 75 73 6f 72

For the final step I repeated the FTP login using personal credentials to demonstrate how
sensitive information is exposed over unencrypted protocols.



