Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Kaur, G., Bonde, U., Pise, K. L., Yewale, S., Agrawal, P., Shobhane, P,, ... & Gangarde, R.
(2024). Social Media in the Digital Age: A Comprehensive Review of Impacts, Challenges and
Cybercrime. Engineering Proceedings, 62(1), 6.

Summary: This review explores the nexus of social media and cybercrime in the modern
digitized era. The authors discuss how social media platforms have increasingly become
breeding sites for different manifestations of cybercrime that exact both direct and indirect costs
on their users and society. Notably, the study highlights the concealed psychological and social
impacts of cybercrime on users through social media; these include the trauma of identity thefft,
cyberbullying, and privacy breaches. The authors discuss how the continuously growing usage
of social media opens up new vulnerabilities to be exploited by criminals, thereby contributing to
unrecorded and/or unrecognized economic losses. They also assess how the continuous fast
transformation of platforms continuously sets up new security challenges, for which protection
measures need to be constantly updated, thereby leading to ongoing hidden costs for
individuals and organizations.

Evaluation:This paper has been published in the Engineering Proceedings by many researchers
hailing from different fields. The date of publication also being very recent, that is 2024, the
review encompasses all the latest current trends in social media as well as current methods of
cybercrimes. The review thus is a contribution highly valued because it amalgamates
information from a number of contributions to produce a unified picture of the cybercrimes
related to social media. While the engineering focus perhaps makes one think of a technical
bias, it is remarkably balanced by the authors in terms of technical versus social and
psychological effects. The multi-author approach provides strong credentials for the research,
even if it occasionally leads to some inconsistency in the depth of analysis from one section to
another.

Reflection: This particular source contributed much to my understanding of how social media
sites serve as vectors of cybercrime and their concomitant hidden costs. An argument
developed in such a manner helped me gain a deeper appreciation of the complex interplay of
social media usage with patterns of vulnerability to cybercrime; it showed costs well beyond any
immediate financial loss. This has been particularly valuable in understanding the full scope of
cybercrime costs in the social media era, through a critical review of the psychological impacts
and social consequences of such an article. This will be useful in developing the arguments
about how the ubiquity of social media creates new categories of cybercrime costs that might
not be captured in traditional crime impact assessments. The recent date of the source also
ensures that my research reflects the present state of social media-related cybercrime, therefore
making the research highly relevant to understand the emerging threats and the costs involved.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Fissel, E. R., & Lee, J. R. (2023). The cybercrime illusion: Examining the impact of cybercrime
misbeliefs on perceptions of cybercrime seriousness. Journal of Criminology, 56(2-3), 150-169.

Summary: The article discusses the issue of cybercrime based on some misconceptions that
people have about the severity and impact. Fissel and Lee investigate what they call the
"cybercrime illusion," in which most people consider digital crimes less serious and not harmful
compared to traditional crimes. This paper assesses how these misconceptions influence both
individual and organizational reactions to cybersecurity threats; concealed costs might emanate
from lousy prevention measures. The findings are then presented to indicate how these fallacies
may lead to the relatively low reporting of cybercrimes and reduced investment in cybersecurity,
hence creating other indirect costs for society. Specifically, their research has pointed out that
intangibility, one of the characteristics of cybercrime, often leads to its underestimation despite
its huge financial and psychic consequences.

Evaluation: Because it was published in a peer-reviewed academic journal, the Journal of
Criminology, the article carries a high level of credibility into the discussion of cybercrime. The
authors in this paper are established researchers in criminology; therefore, their analysis is
grounded in sound methodology and supported with empirical data. Its recent publication date
of 2023 helps to ensure findings on current trends in cybercrime and attitudes of society. The
research methodology was sound because it looked fully at public perceptions and the
consequences that result thereof. Although indirect in relation to the main focus on perceptual
aspects, cost analysis really uncovers a plethora of reasons as to why cybercrime costs are
often not perceived or estimated at all.

Reflection: This has really helped me understand how public perceptions drive the hidden costs
of cybercrime. As shown, from the view that people have about the severity of cybercrime,
prevention practices and reporting are directly set to invoke a spiral of hidden costs maybe not
readily captured through a traditional cost analysis approach. This has been particularly useful
in understanding the "cybercrime illusion" and why organizations and people would underinvest
in cybersecurity measures because of greater vulnerability and potential future costs. This
research will be of particular use in developing the arguments about the psychological and
social factors contributing to the hidden costs of cybercrime, supplementing more technical or
financial analyses in my research.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Nautiyal, R. (2023). Artificial Intelligence Indulgence in Protection of Cybercrime. 2023 3rd
International Conference on Pervasive Computing and Social Networking (ICPCSN), 518-522.
IEEE. https://doi.org/10.1109/ICPCSN58827.2023.00090

Summary: The following conference also discusses the growing influence Artificial Intelligence
is having on the field of cybercrime prevention, as well as the cost for implementation. Nautiyal
looks into how Al technologies are already being put in place to counter cyber threats and
assesses the high investments that are needed to yield effective security systems based on Al.
The research especially underlines the hidden costs accompanying Al implementation: from
infrastructure requirements and specialized personnel training to ongoing system maintenance.
He has given equal attention to different benefits and drawbacks of using Al-based solutions for
cybersecurity, underlining the widely underestimated costs of maintaining such systems up to
date with evolving threats. The research also touches upon indirect expenses that come with Al,
namely continuous data gathering and algorithm refinement, not to mention the possibility of
false positives in threat detection.

Evaluation: Published through IEEE, a highly respected technical professional organization, this
conference paper represents current thinking in the field of Al-based cybersecurity. Its author
demonstrates technical expertise in both Al and cybersecurity domains for credible analysis of
the emerging technologies and their applications. While the conference paper format does not
carry the same level of peer review as that expected from a journal article, IEEE's rigorous
standards will ensure that the work is technically accurate and relevant. Because it is published
in 2023, the paper gives very current information about Al applications in cybersecurity. The
technical focus provides a great deal of valuable detailed information on implementation costs,
although this may underestimate wider organizational impacts.

Reflection: This source has greatly contributed to my awareness of what might be called hidden
costs relevant to the utilization of modern cybersecurity prevention technologies. It helped me
understand the big investments called for in carrying out Al-based security solutions, which
perhaps were not clearly seen in conventional studies in cybersecurity. The analysis of
challenges in Al implementation has contributed a great deal to the consideration of ongoing
operational expenses and resource requirements for effective systems. Although the paper is
more or less technically oriented, it has helped me understand how technological advances in
cybersecurity come up with their costs and challenges. This will be a useful source, particularly
in developing arguments for the changing nature of cybersecurity costs in an Al-driven world by
underlining how the adoption of advanced technologies comes with new categories of expenses
that organizations must consider in their cybersecurity budgets.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Fereshteh Momeni. (2024). The impact of social, cultural, and individual factors on cybercrime.
Educational Administration: Theory and Practice, 30(5), 10152—-10159.
https://doi.org/10.53555/kuey.v30i5.4716

Summary:This paper covers the less-discussed sociocultural dimensions of cybercrime and
their financially costly aspects to society. Momeni looks at how many social and cultural factors,
both at a personal and collective level, contribute to the perpetration of cybercrime and also its
impact on victims. This work, in particular, highlights the previously invisible societal costs of
cultural and social vulnerabilities to cybercrime. These include a loss of confidence in digital
systems, changes in cultural practice in online behavior, and individual and collective
psychological effects. The author elucidates how different cultural contexts and diverse social
structures influence both the nature of cybercrimes being committed and the effectiveness of the
prevention. It also underlines the indirect costs linked to cultural adjustment to cyber threats and
the amount of investment needed to build social resilience against cybercrime.

Evaluation: This paper, comes from an Educational Administration peer-reviewed journal:
Theory and Practice, and offers fresh perspectives on the current research into cybercrime by
incorporating a sociocultural perspective. Drawing upon her experience in educational
administration, the author applies an unusual perspective in an effort to understand how social
and cultural factors influence patterns of cybercrime. The methodology used in this research is
strong because it combines sociological theory with practical observations; perhaps one of its
limitations for application to a broader scope is that it focuses on educational contexts. Being
published in 2024, this article already contains quite up-to-date views on the development of
cybercrime patterns and their impact on society. Its analysis is especially good at tracing out
many of the more hidden costs that are often ignored in more narrowly technical studies of
cybercrime.

Reflection: The source has dramatically contributed to my research by indicating the less
quantifiable but important social and cultural costs of cybercrime. It helped me to cognize that
apart from immediate financial losses, the effects of cybercrime spread much further and include
broader societal costs like erosion of trust, cultural adaptation costs, and community resilience
building. The article has focused on the aspects of social and cultural factors; therefore, it
provides an excellent insight into the variant experiences and responses of different
communities to cybercrime. Hence, this illustrates hidden costs that vary between the cultural
context. Though the focus on education might seem narrow, it actually serves as an excellent
case study about how institutional and social structures shape the impacts of cybercrime. This
will be of particular help in developing the arguments related to the broader societal cost of
cybercrime, and how cultural factors influence the level of vulnerability to an attack, and
resources needed for prevention and response.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Kim, W., Jeong, O. R., Kim, C., & So, J. (2019). The dark side of the Internet: Attacks, costs and
responses. Information Systems, 36(3), 675-705. https://doi.org/10.1016/.is.2010.11.003

Summary: This comprehensive article covers various facets of Internet-based attacks and their
associated costs to organizations and society. The authors, through pointed analysis, feature
the variety of cyber-attacks that malware and phishing to DDoS attacks are part of while
analyzing their technological evolution in sophistication. They particularly emphasize the
multi-layered nature of the costs of cybercrime, pointing not only to direct financial losses but
also to indirect costs in the form of reputation damage, erosion of customer trust, and
operational disruptions. Based on this, the study develops a systematic framework for
understanding response strategies and their costs of implementation, underlining mostly ignored
costs of maintaining cybersecurity systems and training personnel. Their valuable analysis of
proactive and reactive security measures provides an insight into the total cost of ownership for
cybersecurity infrastructure.

Evaluation: This article should be considered a good academic source since it has been
published by a highly reputed peer-reviewed Information Systems journal. The authors have
established researchers in the field of information systems security, to apply substantial
knowledge to their analysis. Their approach, combining comprehensive literature review with
empirical data analysis, serves to enhance the reliability of their findings. While some of the
technical information may have changed since publication, the basic analysis on the cost
structure and attack patterns remains relevant. The wide scope of the article, looking into
different attack types and related costs, is a good basis to get a comprehensive impact of
cybercrime.

Reflection:This has been a very key source in my understanding the hidden costs of cybercrime.
Its elaboration of obvious and less apparent expenses helped in full determination of the
financial impact brought about by cyber-attacks. | found particularly useful the authors'
framework for analyzing response costs that helped to identify such usually unheeded expenses
as system maintenance, staff training, and recovery processes. While the article focuses most
of its attention on organizational impacts, it helped frame for me how these costs ripple out to
broader societal impacts. It will be particularly helpful in developing the arguments about the
true comprehensive cost of cybercrime, extending beyond immediate financial losses to include
long-term operational and strategic expenses. The structured approach followed by the authors
in classifying these different types of attacks and their cost elements provides a good
foundational framework on which to base analysis with respect to the wide-reaching impacts of
cybercrime.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden
costs?

Bossong, R., & Wagner, B. (2017). A typology of cybersecurity and public-private partnerships in
the context of the EU. Crime, Law and Social Change, 67(3), 265-288.
https://doi.org/10.1007/s10611-016-9653-3

Summary: This scholarly article deals, in particular, with cybersecurity partnerships between the
public and private sectors in the context of the European Union framework. The authors provide
a detailed typology of such arrangements, analyzing in detail their functions relevant to
confronting cybercrime and improving digital security. They explore how different organizational
structures and cooperation models are viewed as influencing cybersecurity outcomes. It
underlines in particular the operation costs and challenges hidden behind the effective
maintenance of cross-sector partnerships, barriers in information sharing, trust problems, and
regulatory compliance costs. This study contributes relevant knowledge on how different
institutional arrangements influence the effectiveness of cybercrime prevention and response
mechanisms.

Evaluation: Published in Crime, Law and Social Change, a peer-reviewed journal, this article
maintains high academic standards. Both authors are recognized experts in European security
policy and digital governance, lending credibility to their analysis. The methodology is rigorous,
incorporating both theoretical frameworks and practical case studies from the EU context. While
the focus on EU partnerships might limit global applicability, the analytical framework remains
valuable for understanding public-private cybersecurity collaborations worldwide. The source's
age (2017) means some specific details may need updating, but the fundamental analysis of
organizational structures and partnership dynamics remains relevant.

Reflection: This work has greatly contributed to my research. it shed light on complex
institutional costs concerned with cybercrime prevention and response. It has helped in
expanding my knowledge on the concealed costs, right from direct financial losses to
organizational and structural costs within cybersecurity partnerships. This is supported by the
typology that provides a useful framework for the analysis of how different stakeholders bear
various hidden costs in combating cybercrime. Although the focus of the article is on Europe,
which may seem inelastic, that is, in reality, acts to my advantage because it makes for one
well-documented case study regarding how cybersecurity collaboration in developed economies
is approached. This source will be particularly useful for developing an argument that relates to
institutional and regulatory costs of cybercrime-heavier costs than those usually reviewed by
more technically oriented analyses.
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Research Question: What are the impacts of cybercrime, and what are the associated hidden

costs?

Al-Surkhi, W., & Maqgableh, M. (2024). The Impact of Cybercrime on Internet Banking Adoption.
In M. A. Al-Sharafi, M. Al-Emran, G. W. H. Tan, & K. B. Ooi (Eds.), Current and Future Trends
on Intelligent Technology Adoption (pp. 217-235). Springer, Cham.
https://doi.org/10.1007/978-3-031-61463-7 12

Summary: The chapters in the book consider the significant interrelationship of cybercrime and
the adoption of internet banking in both direct and indirect costs to financial institutions and
consumers. The authors reflect that cybercrime is a deterrent against the diffusions of internet
banking, creating ripple effects economically. They explore different forms of cybercrime
affecting banking systems: phishing attacks, malware, and identity theft, while pointing at the
psychological barriers these crimes create for potential users. The quantitative data on the
financial losses and qualitative examination of the deterioration of user trust have been included
in this research, enabling an overview of how cybercrime, in general, impacts different aspects

of digital banking services.

Evaluation: This source was published in 2024 by Springer, a highly regarded academic
publisher, as part of a broader series related to technology adoption trends. The authors are
knowledgeable on the topic of cybersecurity and banking technology, and they researched the
material well with current data and analysis. The fact that the chapter has been included in a
peer-reviewed collection reinforces its credibility also. The methodology appears to be sound;

however, this is perhaps be limited by focusing on banking-related cybercrime alone. It is quite
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recent in its publication date, so the findings remain relevant to current technological and

criminal developments with regard to cybersecurity.

Reflection: This source directly addresses my research question, as it reveals the overt and
covert costs of cybercrime affecting the banking sector. It has helped in building my knowledge
related to the fact that the consequences of cybercrime go beyond immediate financial loss to
broader economic and social impacts. In focusing on adoption rates, the authors bring a framing
on hidden costs that | hadn't considered so far; these are lost business opportunities and
reduced digital transformation. While this may seem narrow, focusing specifically on banking, in
reality it is a great case to show some of the wider effects of cybercrime in society. This will be a
very useful paper for the case on cascading implications for cybercrime on economic

development and digital trust.
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