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CYSE 301: Cybersecurity Technigue and Operations
Assignment 5: Password Cracking (Part A &B)
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At the end of this module, each student needs to submit a report that includes the solutions to the
following tasks. Make sure you take a screenshot for every single step as proof.
You need to use

Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for example,
svatsa). Then display the corresponding group IDs.
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2. 5 points. Create and assign three users to each group. Display related UID and GID information of
each user.
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5 points. Choose Three new passwords, from easy to hard, and assign them to the users you
created. You need to show me the password you selected in your report, and DO NOT use your
real-world passwords.

Password userl: 1234

Password user2: Cyber2025

Password user3: Hacking@9999
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5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” (for
example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack
at least one password in order to complete this assignment.
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Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you may create users
using net users \add command as you did in lab-4-task-c). Then you need to establish a reverse shell
connection with the admin privilege to the target Windows 7 VM.

Now, complete the following tasks:

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter

shell. Then

File Actions Edit View Help

" soft Window

| P - —

10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux

(you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper

for 10 minutes to crack the windows users’ passwords (You MUST crack at least one password in
order to complete this assignment.).
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10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM, via a
remote desktop window. Then, implement BOTH brute force and dictionary attacks to crack the
passwords for Windows7 users. (You MUST crack at least one password in order to complete
this assignment).
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NOTE: Please refer to the class lecture to learn how to add users in windows7 and using Cain
tool for windows password cracking.
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Extra credit: (10 points)

Search the proper format in John the Ripper to crack the following MD5 hashes (use the --list=formats
option to list all supported formats). Show your steps and results.

1. 5f4dcc3b5aa765d61d8327deb882cf99 = password
2. 63a9f0ea7bb98050796b649e85481845 = root
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Assignment 5 — Part-2: Wi-Fi Password Cracking

Task C: 20 points

Follow the steps in the lab manual, and practice cracking practice for WEP and WPA/WPA2
protected

traffic.
1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)
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root@kalt ~/Desitop/VMshare/Lab Resources (2023 Speing)flab Resources/Module §
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~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

P1-01.cap WPAZ-P2-01.cap WPA2-F
~/-/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module S
labSwep-demo. cap

- o
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alic = /Desktop/VMshareiLab Resources {2023 Spring)Lab Resources/Module 5
Actions Edit View
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~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
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root@lali: ~/Desktop/VMshare/Lab Resoarc es (2023 Spring)/Lab Resources/Module S
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~//VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
labSwep-demo. cap F2:C7:88:35:89

stations

cif
~/./WWshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

bSwep-d. d ap e

~/~/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
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Ciscolinksys da:cf:_ Spanning-tree-{for-_ 0x0866 52 Ethernet IT

79.186.2] ] 192.1608.2.10 TCP 5 443 63745 [ACK] Seg=1 Ack=1 Wi 60 Len=6 TSval=1602332331 TSe.
Apple_d3:93:65 CiscolLinksys_da:cf:_ ARP 42 192.168.2.10 is at ad4:5e:66:d3:93:6%

133124 78.186.30.2 192.168.2.10 TCcP 66 443 .. 63613 [ACK] Seq=1 Ack=1 Win=478 Len=0 TSval=1608078397 TSe
138756 .186.38 192.168.2 TLSv1.2 112 App Lic on Data
.175108 .186.30. 192.168.2, TLSV1.2 674 Application Data, Application Data
175108 .186.30 192.168.2 TLSv1.2 166 Application Data, Application Data
.186. . 192.168.2 TCce 78 443 . 63613 [ACK] Seq=749 Ack=47 Win=470 Len=0 TSval=1008078496
192.168 K 192,168.2 NBNS 92 Name query NB CCNI_LAB<86>
192.168 192.168 ¥ BROWSER 216 Get Backup List Req
192.168.2.1 192.168.2, 255 BROWSER 216 Get Backup List Req
192.168 9 .2.28 NBNS Name query NB

192,168 2 2 5 NBNS
192.168.

on wire ( 3
Ciscolink 0 & (for

‘: Kali - intzrnal Workstation on CY301-KPATEQID - Virtual Machine Connection

File Action Media View Help
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File Edit Vi

d D ﬂ Protocol * Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes
]| * Internet Protocol Version & X 60 X 2400 61 0 0
No ~ User Datagram Protocol . 46 X 368 9 0 0
Multicast Domain Name System Y 40 . 5394 137 40 5394
DHCPvE ) 6 J 594 15 6 594
Internet Control Message Protocol v6 ! 4 A 324 8 324
* Internet Protocol Version 4 & 19550 391028 9,945 0
* User Datagram Protocol 198 Y 1584 40 0
NetBIOS Name Service 20 X 1oz 28 o2
* NetBIOS Datagram Service f 3 . 549 13 0
* SMB (Server Message Block Protocol) " 3 . 303 7 0
= SMB MailSlot Protocol Y 3 X 75 0
Microsoft Windows Browser Protocol 3 i 45 1 45
Mutlticast Domain Name System 30 ¥ 4542 1ns 4542
Dynamic Host Configuration Protocol X 5 . 1500 38 1500
Dropbox LAN sync Discovery Protocol 20 . 2300 58 2300
Domain Name System " 80 6069 154 6069
* Transmission Control Protocol 16399012 417 k 11894338
Transport Layer Security 603257 15k 599145
= Hypertext Transfer Protocol 1686594 42k 1625487
MIME Multipart Media Encapsulation 1767 aa 1767
Media Type . 4322 109 432
Malformed Packet £ . 0 o 0
Une-based text data ’ 7573 192 7573
JPEG File Interchange Format 12178 309 12178

Wireshark - Protocol Hierarchy Statistics . labSwep- demo-dec.cap

No display fitter

To decrypt the file, | first copied the Lab Resources folder onto my internal Kali VM desktop. |
opened the lab5wep-demo.cap file in Wireshark and ran a Protocol Hierarchy Statistics analysis to
see what packets were visible in the encrypted capture. Then, using the cd and Is commands, |
navigated to the correct directory and ran aircrack-ng lab5wep-demo.cap to analyze the traffic.
After setting the network index to 1, | obtained the WEP key. | then used the command airdecap-ng
-w F2:C7:BB:35:B9 lab5wep-demo.cap to decrypt the capture file. Once the file was decrypted, |
opened it in Wireshark, enabled the display of decrypted traffic, and ran another Protocol Hierarchy
Statistics analysis.

2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)
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To begin, | opened Wireshark and loaded the lab5wpa2-demo.cap file to view the encrypted traffic,
then performed a Protocol Hierarchy Statistical Analysis, which showed that the packets were
classified under IEEE 802.11 Wireless LAN. After switching back to the terminal, and already being in
the correct directory, | used the Is command to review the files and ran aircrack-ng lab5wpa2-
demo.cap, setting the index number to 4. | then copied the default wordlist into the directory using
cp / root/rockyou.txt and attempted to crack the key again with aircrack-ng lab5wpa2-demo.cap -w
rockyou.txt. Using Is to check my progress, | set the index to 4 again and successfully retrieved the
WPAZ2 key, which was “password.” | proceeded with decryption using the command airdecap-ng -p
password lab5wpa2-demo.cap -e CCNI, then confirmed my files with Is and opened the decrypted
capture in Wireshark using wireshark lab5wpa2-demo-dec.cap. Once opened, | examined the
decrypted traffic and performed another Protocol Hierarchy Statistical Analysis to review the packet
structure. Lastly, | filter the arp result to be curious about it.

Task D: 30 points
Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table
below

and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For example,
the

last digit of the hash for svatsa is 8. Thus, | should pick up the file "WPA2-P3-01.cap."

My hash file end with letter A, so | am picking up WPA2-P4-01.cap

S/ eomPk il
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dm PO
p/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
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~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
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I x T VAT Trte Al Wark station o C P01 FPATEOR

kali: = /Desktop/NMshareflab Resources (2023 Spring)/Lab Resources/Module §

File Actions Edit View Help

~/./WMshare/Lab Resources (2023 Spring)/Lab Resources/Module §
WPA2-PA-01.cap 1 Linkinpark
the ESSI €

~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
WPAZ-PA-01.cap inkinpark CyberpHy

B8 \ali - Intemal Workstation on CY301 EQI0 - Virtual Machine Connection - a X
File Action Medn View Help
Recycle @0 un fhD By

BleomP»il-

i WPAZ-P4-0Vdec.cap
A

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AD A G RBE® ¢ »0«»PEoeo @l
o

No. Source Destination Protocol Length Info
= Nmag §.6.0.0 25% 265 255. 255 356 DHCP Discover - Transaction ID @x26564hd5
e A 2 9.011265 .8.8. 255.255,255.255 ] 68 DHCP Request - Transaction 1D @x20564bd5
3 6.641184 .62.94. 192.168 217 443 - 42039 [PSH, ACK] Seq=1 Ack=1 Win=181 Len=163
1.610888 % 192.168 S Standard query response 0xf579 A mygw.alipay.com.srip.net CNAME
1.621128 68.1. 192.168 S 68 Standard query response Oxe82c A m.qpic.cn CNAME m.gpic.cn.tedn
1.731728 56.198.24.243 192.168.1. . 975 [FIN, ACK] Seg=1 Ack=1 Win=29 Len=0
961625 92. 192.168 S Standard query Oxfgic A cmB45.getui.igexin.com
.999512 192.168.1 192.168 ) Standard query 0xfa9s A router-gé-push.leancloud.cn

189.63.49. 192.168 8060 - 40163 [SYN, ACK] Seq=0 Ack=1 Win=13480 Lan= MSS=1360 SAC-
884303 51 192.168 . 41748 [ACK] Seq=1 Ac Win=61 Len=1448 TSval=2124327287 T

192,168 0 | a
192.168 7105 Len=8 TSval

106, 75.27.37 192,168.1.127 ; Application Data
65.121.211,90 192.168 2 - 66 443 - 42988 [ACK] Seq=175 Ack=30 Win=7185 Len=8 TSva1=3408931618
184.173.21.66 192.168.1. 443 . 30419 [ACK] Seq=1 Ack =227 Len=8 TSval=3006158162 TSe
184.173.21.66 192.168 2 443 39419 [ACK] Seq=1 Ack=1490 Win=254 Len=8 TSval=3966150328
(2848 bits),
HuaweiTechno b8:3d:23
Version 4, Sr 0.0.9
col, Src Port: 68, D
M - Kali Dy nfiguration Protocol (Dis

Logn infa
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P Kals - Internal Work station on CY301-KPATEQ3C - Virtual Machine Connection - [w] x
w File Action Medis View Help
R n @O un o ¥y

VemPHFf 1 2 3 4 b 5 genmonfOX ) A O
WPA2-P4-01-dec.cop

File Edit View Go GCapture Analyze Statistics Telephony Wireless Tools Help

ADOACG e BBEE a¢»n0«>PEoeo@l
A |dns

Destination Protocol Length Info
8.684249 1 - 79 Standard query mht . tedn.qq.com
8.616383 1.1 . 111 Standard query response 0xf658 A vzbfmht.teodn.gq.com A 112.96.11
84 Standard query BxcOc7 A ws.stream.qgmusic.qq.com
165 Standard query s @x9ba3 A clientservices.googleapis.com A
. 74 Standard 0g . s5nssdk.com
26.,693328 +31. 5 o 130 Standard query response A Lh3.googleusercontent ,com CNAME
21.381456 > 9 + 206 Standard query response Oxd2b6 A cc.stream.qgmusic.qq.com CNAME
21.873034 9 ) 91 Standard query response 8xaelb A ssl.gstatic.com A 172.217.4.131
23.838415 % 69 Standard query response 8xbded A etyeezfmo
23.038928 i 5 % 69 Standard gquery response Oxad94 A tgbpgesjz
23.465006 168.1.127 : < 74 Standard query 8xc621 A ogs.google.com
24.601680 5 & A 9 S 115 Standard query response Oxe95f A aeventlog.beacon.qq.com A 203.2
25.666708 1 % B 77 Standard query 8xab®d A wkvip, laiwang.com
29.189463 .1.127 P O3 80 Standard query Oxdf8c A android.push.126.net
31.201230 4 7 2= 3 g 124 Standard query response oxcead A uwnthesis-files-wordpress-com.c
38.218641 . X : S 74 Standard query BxdBe6 A www.taobao.com
38.243728 A +31 A IS 138 Standard query response Oxd6etS A www.Laobao.com CRAME www.Llaobao.
2 40.466032 > & 7 245 Standard guery response 8xfbhS A resolver.msg.xiaomi.net CNAME 1

After learning about the file’s key, | entered the command “airdecap-ng -p linkinpark WPA2- P4-
01.cap -e CyberPHY” due to CyberPHY being the only additional information to put into the
command, decrypting most of the packets in the file. | then used the Is command to see all files and
then changed back to Wireshark with “Wireshark WPA2-P4-01-dec.cap.” | had access to the general
traffic and performed a Protocol Hierarchy Statistical Analysis. Right above screenshot | filter the
traffic specifically for “DNS”. | glad | found amazing results. | also specify packet no. 223, which is
standard query with source and destination address (Source: 192.168.1.127, Destination:
192.168.1.1)
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