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Task A: I created the six users and gave them all passwords that meet the requirements.
User1: book
User2: 1111
User3: wave33
User4: money24!
User5: mississippi456
User6: HUmaN29!@
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I added all of the users into a file, and opened it to make sure that my code worked properly (below).[image: ]
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I ran john the ripper for 10+ minutes because I expected it to crack more of my passwords than that when I pressed the keyboard or tried to scroll it gave me weird ETA’s. I am surprised that more of my passwords weren’t cracked faster.
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—(keller® KELLERBEACHAM)-[~]
% sudo useradd -m user1

—(keller® KELLERBEACHAM)-[~]

L$ sudo passwd user1

New password:

Retype new password:

passwd: password updated successfully

—(keller® KELLERBEACHAM)-[~]
% sudo useradd -m user2

—(keller® KELLERBEACHAM)-[~]

L$ sudo passwd user2

New password:

Retype new password:

passwd: password updated successfully

—(keller® KELLERBEACHAM)-[~]
% sudo useradd -m user3

—(keller® KELLERBEACHAM)-[~]

L$ sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully

—(keller® KELLERBEACHAM)-[~]
L% sudo useradd -m user4

—(keller® KELLERBEACHAM)-[~]

L$ sudo passwd users

New password:

Retype new password:

passwd: password updated successfully

—(keller® KELLERBEACHAM)-[~]
$ sudo useradd -m users

—(keller® KELLERBEACHAM)-[~]

L$ sudo passwd users

New password:

Retype new password:

passwd: password updated successfully

—(keller® KELLERBEACHAM)-[~]
$ sudo useradd -m user6

—(keller® KELLERBEACHAM)-[~]
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[ (keller® KeLLerseacHaN)-
$ sudo grep -E 'user[1-6]

' /etc/shadow > kbeaco03.hash

[ (keller® KeLLERBEACHAN)-[~]
4 open kbeac03.hash

[ (keTler® KELLERBEACHAN)-(~]
s0

keller@KELLERBEACHAM: =

L ¢ apos|ac
9

Screenshot taken
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BREM®ECx S5c¢c x@bO Qa&n

1 user1:$y$jOT$hf . xoD1Vg5azkk. 4Tum7m/
$dBVBQINDhK1InTY97YUHIIJhpKafPkgOX95RZOX01FA: 1963: 99999
2 user2: $y$j9T$WBAAXCWN2ZtFBUVYaRIU.
$jgqLUMSQjvkXvmL . uLefvXVBKTh7Ab1n9GTkye48Dk0:19633:0:99999:
3 user3:! $y$)97$uou7ormu//zmmknsmnmmrssmos/lzgm1sIv/
100HFVZ5H88QCtmB:19633:0:99999:
4 user4: $y$39T$GAXKITVP2CVE6E/g/Xu00. $/
ETLAROWT . JvjrvZobz9MbZ2KYaYFhOIqbt6Z1291b4:19633:0:99999:7 :::
5 users: $y$39T$x1eB7k/VYMGKF iBLMWS7Q. $zU0ax9H4CU . OUB7BFQFyX/
VeZCxjMgInKFTT . wDR/00:19633:0:99999:7 :::
6 user6: $y$j9T$TCLDKCBCVIWIYVIHV4HO9/$DZCqugYDCPTM.

412qYeAn231VMhUbVUHqGekni5VxH/:19633:0:99999:7 :
7
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—(keller® KELLERBEACHAM)-[~]
¢ sudo grep ~& ‘user[1-61:.%' /etc/shadow > kbeac003.hash

—(keller® KELLERBEACHAM)-[~]
L5 open kbeaceos.hash

—(keller® KELLERBEACHAM)-[~]

L$ john —format=crypt kbeac®03.hash —wordlist=rockyou.txt

Using default input encoding: UTF-8

Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [2/641)

Cost 1 (algorithm [1:descrypt 2:mdscrypt 3:sunmd5 4:bcrypt 5:sha2seécrypt 6:shasizcrypt]) is @ for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes

Will run 4 OpenMP threads

Press 'q" or Ctrl-C to abort, almost any other key for status

1111 (user2)
1g 0:00:13:10 0.06% (ETA: 2023-10-18 04:39) 0.001264g/s 13.47p/s 79.99¢/s 79.99C/s jesuslives..bless

1¢ 0:00:21:34 0.12% (ETA: 2023-10-16 01:07) 0.000772g/s 15.79p/s 86.60c/s 86.60C/s respectl..getlow
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