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Introduction
          In the past decade, we have had many innovations in technology that have helped make our lives easier or more enjoyable. In this instance, Sony’s home entertainment system, the PlayStation, was hacked. In 2011, hackers performed a security breach and gained access to 77 million PlayStations. This allowed them to access personal information such as one's address and card information. From this came the first big outcry by gamers insisting on a change to keep this from happening again.
Cybersecurity Threats and Exploitations
          This threat arose from the ability of any individual with a PlayStation to access Linux through the PlayStation among other things. According to an article “In 2009 GeoHot had announced on his blog that he was interested in hacking the PlayStation 3. His method in doing so was to utilize Other OS. Which gives users the ability to run Linux” (Garcia,2021). This was the catalyst for the attack because after this Sony released an update that would not allow Linux to be run on their system. After a few years, this hacker gave up and posted his findings, which is when hacker Graf_Chokolo in 2011 was able to release a custom firmware that would allow anyone to reinstate the previous operating system that allowed Linux to be run on the system. From these, we can see that the main vulnerability present in the system was the ability of users to access the operating system. This vulnerability would then open the door to exploitation, which would be used soon after this to send a message to Sony. From this point on, Sony would soon face repercussions after trying to fix the problem.

Sony’s Repercussions
            After the OS had been reinstated Sony was able to catch wind of this and through this filed a court order against the hackers according to one article these claims would be under “Violation of DMCA and Computer Fraud” (Garcia,2021). This would lead to one of the hackers’ houses being raided and the individual being placed under arrest for many charges. “However, the Hacktivist group Anonymous would respond to Sony by launching multiple cyber-attacks against the servers for the PlayStation for the next three days” (Garcia,2021) on April 4th.On April 7th these attacks would stop because the group realized they were hurting the players of the system more than the company which they found unfair. However, on April 20th over 77 million users’ data had been taken and Sony had to take their servers offline for a week while working on an upgrade for their system to keep this from happening again. Once May 1st rolled around the upgrades to the servers were done and they were back online. However, to say sorry to everyone on PlayStation Sony would “Offer their consumers a welcome back package, which consisted of two free games, and 30 days of free PlayStation Plus.”(Garcia,2021). This of course was not enough, and Sony would later be sued for $396,100 in 2013 due to this attack being preventable (BBC,2013). So far these have been the main repercussions brought to light though who knows how many more arose from this cyber-attack.
Mitigation Techniques that Could Have Been Done
From this attack, many were left wondering what Sony could have done to prevent this hack from happening. The best solution to this problem would have been to not allow users to access the Linux input on any PlayStation system as this opened the door to the possibility of attack. Looking ahead of this there is not much more that could have been done before the attack had been done to mitigate its impact. Because once the hackers knew they could do this nothing would stop them. Sadly, one of the best things Sony could have done during these events was to just let the hackers be acting is what gained the eye of Anonymous. Lastly, if they had put more work into their security instead of upgrading it just to combat this specific threat would have been the best course of mitigation for Sony.
Conclusion
          In conclusion, this cyber-attack should be remembered and studied to keep these cyber threats from arising again. Luckily today no system allows users to access their Linux system through easy means. From this Sony even made sure to constantly keep their operating system and user database security systems improved to keep this threat from arising again. Hackers in a way had made Sony a company that would once again take user security seriously and at the forefront of all their products.
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