CYSE 270: Linux System for Cybersecurity

Lab 11 — Basic Network Configurations

CYSE 270: Linux System for
Cybersecurity You can use either Ubuntu VM or Kali Linux VM to complete the following

tasks.

Task A — Explore Network Configurations (8 * 5 = 40 Points)
{{H{{{{{{{Connect your VM in the NAT mode}}}}}}}}



1. Use the correct ifconfig command to display the current network configuration. Highlight

your IP address, MAC address, and the network mask.
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With the “ifconfig” command, it displays the current network configuration.

2. Use the correct route command to display the current routing table.

rnel IP routi
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The “route” command displays the routing table.

3. Use the netstat command to list current TCP connections.
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The “netstat TCP”” command displays the current TCP connections.

4. Use the ping command to determine if the ubuntu.com system is accessible via the network.

(Use the correct option to send 10 ping requests only.)
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After using the “ping” command, it displays that the 10 ping requests were transmitted.

5. Use the host command to perform a DNS query on www.odu.edu

www . odu . edu
www .0du.edu has address 35.170.14@.174

After using the “host” command, it could reach its destination.

6. Use the cat command to display the contents of the file that contains the system’s hostname.
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/etc/hostname

After using the “cat” command, followed by the path of the system’s hostname will display

the hostname.

7.7. Use the cat command to display the contents of the file that contains_the DNS servers for

this system.



~

t /etc/resolv.conf
# Generated by NetworkManager
nameserver 192.168.1.1

~

Using the “cat” command and the path of the file for the DNS server of the system., it displays

the contents of it.

8. Edit the same file you display in the previous step, set the system’s hostname to your MIDAS

ID permanently. Reboot system and repeat step 6.

/etc/hostname
kloareol

As root user (sudo) with the following “vim /etc/hostname” allows me to edit the file to my Midas

ID. After changing the name and rebooting the system, the new name appears when repeating step

6.

Task B — A Different Network Setting (3 * 20 = 60 Points)
1. Change the VM network connection from NAT to the bridge mode (you will lose your

Internet connection if you are connected to the ODU campus Wi-Fi network, but it is okay).
2. Reboot your system, then repeat Steps 1 — 7 in Task A.

3. Highlight the differences at the end of each step and discuss what do you find.
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eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.1 1.15 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::a00:27ff:fe47:c69c prefixlen 64 scopeid 0x20<1link>
ether 08:00:27:47:c6:9c txqueuelen 1000 (Ethernet)
RX packets 82 bytes 6571 (6.4 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 28 bytes 4007 (3.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @
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After repeating steps 1-7 with the network mode changed to bridged mode, there were several
different changes. The addresses for the network information and the tables route have changed.
Then for the ping command, ubuntu could no longer receive the ping.

Reflection




In this lab, I did basic network commands in the command line. There wasn't any
challenges in this lab as the requirements to complete it were straightforward. The
key concepts I learned from this lab is that it could be used for troubleshooting
methods (ex. using the ping command to test if the device can communicate to the
website).



