
CYSE 301: Cybersecurity Technique and Operations 

Assignment 3: Sword vs. Shield 

  



Task A: Sword - Network Scanning (20+ 20 = 40 points) 

 

1. Use Nmap to profile the basic information about the subnet topology (including open ports 

information, operation systems, etc.)  You need to get the service and backend software 

information associated with each opening port in each VM. 

 



 

 

2. Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the traffic 

pattern you observed. What do you find? Please write a 200-word essay to discuss your findings. 



 
• After scanning the network using nmap on External Kali, the returned traffic pattern was quite 

vast. As you can see in the above image, 5,389 packets were captured during the nmap scan. 

Over ¾ of the captured packets were TCP packets with the external kali machine attempting to 

create a connection with SYN packets. Most of the SYN packets were sent to the internal kali 

machine, and a small number were sent to the Ubuntu VM. No SYN packets were sent to the 

Windows Server machine. Most of the SYN packets sent by the external Kali VM were met with 

RST/ACK packets instead of normal SYN/ACK packets. The RST/ACK packets were sent to 

indicate an incomplete TCP connection. There was also a small number of ICMP packets (0.7%) 

sent from the external Kali VM to the internal Kali and Ubuntu VMs. Out of the 39 ICMP packets 

sent between the VMs, there were 5 packets that were sent from the internal Kali VM to the 

external Kali VM which stated that the destination and port were unreachable. Additionally, 

there was a larger number of ARP packets (14.5%) that were sent from the pfsense firewall VM 

requesting the information associated with certain IP and MAC addresses. (See the above 

photos for screenshots of TCP, ICMP, and ARP packets).  

Task B: Shield – Protect your network with a firewall (10 + 10+ 20 + 20 = 60 points) 

 

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM. 

Rule # Interface Action Source IP Destination IP 
Protocol 

(port # if appliable) 

1 WAN block 192.168.217.3 192.168.10.18 ICMP 



 

 

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from 

External Kali to the LAN side.  

Rule # Interface Action Source IP Destination IP 
Protocol 

(port # if appliable) 

2 WAN Block 192.168.217.3 
192.168.10.0/24 

(Subnet IP) 
ICMP 

 



 
 

3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from 

External Kali to the LAN side, except for the FTP protocol towards Ubuntu.  

Rule # Interface Action Source IP Destination IP 
Protocol 

(port # if appliable) 

3 WAN Block 192.168.217.3 
192.168.10.0/24 

(Subnet IP) 
Any 

4 WAN Pass 192.168.217.3 192.168.10.18 FTP / Port 21 

 



 

 

4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the difference?   

 
• After attempting to scan the subnet using nmap, the newly added firewall rules were able to 

block any information from being gathered by the external Kali VM. The scan provided the 

message that 0 hosts were up despite the internal Kali, Ubuntu, Windows 2022 Server, and 

pfsense firewall all running during the time of the scan.  

 

 

 



Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows 

Server 2022 VM in the CCIA network.  

• I performed a basic scan of the Microsoft Windows Server 2022, and 21 vulnerabilities 

appeared when the scan finished; 20 of them were basic information and one of them was a 

medium level vulnerability.  

 



 


