CYSE 301: Cybersecurity Technigue and Operations
Assignment 5: Password Cracking (Part A)



Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for example,
svatsa). Then display the corresponding group IDs.
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2. 5 points. Create and assign three users to each group. Display related UID and GID information of
each user.

cyse301

cyse301

Kturne3s

kturno3s

kKturne3s

/etc/passwd home
kali:x:1000:1000:,,,:/ /kali:/usr/bin/zsh
Emma:x:1002:1002 :: / /JEmma:/bin/sh

userl:x:1003:1003 Juserl:/bin/sh
user2:x:1004:10¢€ ; /user2:/bin/sh
user3:x:1005:1003 :: / Juser3:/bin/sh
userg: 1006: 1004 :: Juser4: /bin/sh
user5:x:1007: 4 :/ Juser5:/bin/sh
user6:x:100¢ s f /user6:/bin/sh




3. 5 points. Choose Three new passwords, from easy to hard, and assign them to the users you
created. You need to show me the password you selected in your report, and DO NOT use your
real-world passwords.
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4. 5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH"” (for
example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack
at least one password in order to complete this assignment.
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Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you may create users
using net users \add command as you did in lab-4-task-c). Then you need to establish a reverse shell
connection with the admin privilege to the target Windows 7 VM.

Now, complete the following tasks:

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter
shell. Then

meterpreter > getsystem
... got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c@89¢c0 :::
Alice:1003:a3ad3b435b51404eeaad3b435b51404ee:499db9cT360c081cbafadfOPen3150ca:::
Bob:1004:a3ad3b435b51404eeaad3b435b51404ee:3a6642d54de2eb44541af289fcelab8Be:::
t:501:a3ad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢59d7e0c089¢c@ :::
Heph:1008:a3ad3b435b51404eea3ad3b435b51404ee:680a7439¢5¢%9aad53¢c9b9441d0429¢c24 13

HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79¢c7157¢c09bad3139f56290e444b23 11

kturn@38:1005:aad3b435b51404eeaad3b435b51404ee:7ce21f17cBaece7fb9cebas532d0546ad6 &
Nim:1006:3ad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cbaB88547376818d4 @

T1 11007 :aad3b435b51404eeaad3b435b51404ee:d2307e2a591fde94c99630c64b4ealae i :
Window 7:1000:a3ad3b435b51404eeaad3b435b51404ee:8846F7eace8fb117ad@6bdd830b7586¢C :::

meterpreter > |}




10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux (you
need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper for
10 minutes to crack the windows users’ passwords (You MUST crack at least one password in
order to complete this assignment.).

~

Kturn@38.WinHASH

~

kturn@38.WinHASH

~

kturn038.WinHASH
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e@c@89¢c0 :::
Alice:1003:aad3b435b51404eeaad3b435b51404ee:499db9cf360c081cbafadf@@e63150ca ::
Bob:1004:aad3b435b51404eeaad3b435b51404ee:3a6642d54de2eb44541af289fcelab8e:
Guest:501:a3ad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c@89¢c0 :::
Heph:1008:aad3b435b51404eeaad3b435b51404ee:680a7439¢c5¢c9aad53¢c9b9441d0429¢c24 ;¢
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79¢c7f57c09bad3139f56290e444b23 11
kturn@38:1005:aad3b435b51404eeaad3b435b51404¢ee:7ce21fl17claece7fb9ceba532d0546ad6 :::
Nim:1006:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cba88547376818d4 :::
Titus:1007:aad3b435b51404eeaad3b435b51404ee:d230722a591fde94c99630ch4b4kealae 1 :
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846f7cace8fb117ad06bdd830b7586¢C :::

~

kturn038.WinHASH
Using default input encoding: UTF-8
Loaded 10 password hashes with no different salts (NT [MD4 512/512 AVX512BW 16x3])
Remaining 4 password hashes with no different salts
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q’ or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst
123456 (N )
1 79 (Titus)
Proceeding with incremental:ASCII
2g 0:00:02:26 3/3 0.01367g/s 58752Kp/s 58752Kc/s 117504KC/s @oplpum3 .. Goplpld8
Use the "--show --format=NT" options to display all of the cracked passwords reliably
Session aborted




3. 10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM, via a
remote desktop window. Then, implement BOTH brute force and dictionary attacks to crack the
passwords for Windows7 users. (You MUST crack at least one password in order to complete this
assignment).
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Dictionary Atack =

~ Dictionary
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