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Technological Advancement, Cybersecurity, and Privacy in Smart Cities

Over the last 30 years, there has been a growing drive towards the implementation of
Smart Cities in urban and metropolitan areas. According to Caragliu in his review, “Smart Cities
in Europe”, defines smart cities as, “A city is smart when investments in human and social
capital and traditional (transport) and modern (ICT) communication infrastructure fuel
sustainable economic growth and a high quality of life, with a wise management of natural
resources, through participatory governance. Smart cities form a connection between
technological advancement and urban development to improve the quality of life of the
individuals living in the city. Often, the planning and management of these cities are quite
extensive because of their multi-faceted nature (Albino et al., 2015). This makes issues involving
smart cities complex and necessitates a collaborative approach to best address these issues. One
of the primary issues is that due to a smart city’s reliance on digital infrastructure, many
individuals have expressed concerns regarding the security of the cyber networks that are
backbones to these technologies (Alhalafi, N., & Veeraraghavan, P., 2023). Additionally, for
smart cities to function properly, citizens must be willing to participate in the technology-based
programs, while the city itself is challenged with ensuring its inhabitants maintain their “right to
privacy” (Khan, 2021). It all comes down to how these smart cities are able to effectively
balance the need for technological advancements with cybersecurity and privacy concerns. If this
balance can be achieved, it should yield general public trust in smart cities.

The technological aspect is just one of many that give smart cities their multi-faceted
nature when it comes to development and execution. It is often the initial component explored
when delving into the world of smart cities. This is because it is the technology that establishes

these smart cities and allows them to continue to operate. Technology is an intrinsic part of smart
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cities. While there are several different kinds of technologies utilized, technological
advancement for smart cities primarily focuses on Information and Communication Technologies
(ICTs) and Internet of Things (IoT) devices (Sanchez-Corcuera, R., 2019). The National Institute
of Standards and Technology (NIST) defines ICTs as “Includes all categories of ubiquitous
technology used for the gathering, storing, transmitting, retrieving, or processing of information”
and IoTs as “The network of devices connected to the Internet that contain the hardware,
software, firmware, and actuators which allow the devices to connect, interact, and freely
exchange data and information.” (2020). Essentially, smart cities' prevalent technologies are ones
that either store, process, or facilitate communication with other entities, including the Internet.
One case study regarding smart city technology implemented in the city of Ottawa, Canada,
describes the city’s use of a salt management system. This automated system retrieves and
compiles several factors, including road temperatures and weather forecasts, to help manage and
determine the best course of action for the city’s salt spreaders (Sanchez-Corcuera, R., 2019).
This is an example of ICTs and IoT devices being used to help improve standards of living by
ensuring the citizens of Ottawa have access to safe roads.

Yet, operating in a similar space, the city of Baltimore experienced a ransomware attack
that compromised the city’s Computer-Aided Dispatch system for approximately 17 hours; a
system that automatically dispatches first responders based on proximity to the emergency
(Reuters, 2018). This attack on an ICT system in Baltimore illustrates one of the major concerns
surrounding the use of technological advancements in smart cities. These systems pose a
cybersecurity risk to the city and its citizens. A cybersecurity risk refers to the loss of
confidentiality, integrity, or availability of information, data, or information systems (NIST,

2020). Smart cities are reliant on the use of ICTs and [oTs because of their ability to
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communicate with each other and countless devices around them. It is this interconnectedness of

this technology that allows systems like salt management and Computer-Aided Dispatch to
operate as intended, but also opens up vulnerabilities and exploits. In Sunday et al.(2024),
several cybersecurity risks of smart cities are illustrated, including the use of [oT and ICT, as
well as the interconnected web of communication between all these devices. There is a
consensus in the IT community that, due to a lack of standardized security protocols for [oT
devices, they are susceptible to exploitation by attackers. This consensus, combined with “Profit-
driven businesses and time-to-market along with the short-age of related legislation have
stimulated manufacturers to overlook security considerations and to design potentially vulnerable
IoT device.” (Neshenko et al., 2019) has led to several types of vulnerabilities found across the
massive scale of [oT devices, including inadequate authentication and insufficient access
controls (Neshenko et al., 2019). These types of vulnerabilities can be exploited by attackers to
gain unauthorized access to not only the device itself, but also because of the interconnected
nature of these devices in smart cities, may allow an attacker unauthorized access into the greater
network of devices. Because of the prevalence of [oT devices in Smart cities and their associated
cybersecurity risk, this creates conflict when attempting to balance technological advancement
and cybersecurity concerns.

While there are risks associated with IoT and ICT use in smart cities, it is because of
these devices and systems that smart cities can function as intended. The accessibility and
convenience of data transmission and communication would not be possible without these
devices. Therefore, the increased cybersecurity risk brought about by [oT and ICT use may be
mitigated by enhancing other security measures and implementing regulations in an effort to

harden the entire digital infrastructure. This can be accomplished through a combination of



Technological Advancement, Cybersecurity, and Privacy in Smart Cities

practices, including but not limited to: implementing strong encryption protocols, solid
authentication methods, network segmentation, Role-based access control (RBACs), conducting
regular vulnerability testing, and enforcing regulations (Sunday et al., 2024). Authentication
methods require the user to verify their identity prior to granting access, which lowers the risk of
an attacker gaining unauthorized access. As for encryption protocols, network segmentation, and
RBAC:, these all prevent an unauthorized user from either moving around into other locations in
the network or accessing sensitive data. Vulnerability testing allows those responsible for
maintaining the system and networks to try and find the issues before attackers can. Lastly,
implementing and enforcing regulations ensures that specific devices, protocols, or practices that
are best suited for the Smart city environment are the ones being utilized (Sunday et al., 2024).
These practices address many of the risks and concerns of ICT and IoT use in smart cities, while
still allowing them to operate normally. While the risk is not eliminated, enacting enhanced
security measures can help alleviate some of the cybersecurity concerns regarding technological
advancements in Smart cities.

Cybersecurity is not the only concern when addressing issues related to the technology of
smart cities. Privacy is another sizable concern to consider. Van Zoonen (2016) expressed in their
article “Privacy concerns in smart cities” how the privacy concerns centered on two major
elements: how an individual perceived their particular data, and for what the data was being
collected for. Essentially, if an individual believed a specific piece of information to be more
personal or sensitive, they were more likely to express concern regarding the privacy of that
information. Additionally, individuals expressed increased privacy concerns when the purpose of
the data collection was for surveillance rather than a service. These two elements of privacy

concerns are grounded in the psychological needs and desires for privacy. But psychology is not
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the only influence over smart city privacy concerns. There is also a legal right to privacy
recognized by most countries. Depending on the location of the city, privacy concerns could
extend as far as an infringement on an individual's right to privacy. For the purpose of this paper,
we will focus on privacy rights pertaining to the United States. The concept of privacy from both
a legal standpoint and a psychological one is an instance of conflict for technological
advancements in Smart cities. Certain levels of privacy may not always be a possibility when it
comes to data collection, analysis, and storage requirements needed to facilitate a functioning
smart city.

Several definitions within the psychology community attempt to define the concept of
privacy. Westin (1968) captures the essentials with, “People need control over their transactions
with others (to varying degrees) to experience the well-being that is associated with intimacy and
emotional release.” People need to have a sense of control over both whether or not they interact
with others, as well as how to navigate interactions they do have, to truly experience the
well-being obtained from being with oneself. Essentially, if an individual does not have control
over who, how, and when they interact with others, the individual will be unable to experience
the level of comfort and emotional ease of just being alone. Without control, they will also be

under the impression that someone else is in the vicinity.
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