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You need to use steghide, not s-tool to complete this assignment. Your local path may be different
depending on the folder where you extract the executable file. Make sure you are working on the

right directory.

TASK A

1. [10 Points] Create a text file containing the answers to the following questions:
What are your name and current date and timestamp?
What is your expected grade in this course?

. QDU Portal x Media Gallery X @1 Mail - WILLIAMS, KURT - Outl X ™ SP25cyse307kwill038 -

@ % cyberlab.cova-cci t/MjlocAl 31f9ga957pNUBAsFRg Bl % £ | = (@ verifyitsyou

VA My VA | Ve s Af.. - Co ch - Old... Bl Word Press Spring 2025 Fall 2024 * YouTube >
¥ pring

U Portal | Old.. @} Mail - WILLIAMS, K...

&) Google Chrome isn't your default browser (LSRR

O[5 > Compue
— | kwill0B8 - Notepad

Organize * ) Open | File Edit Format View Help

=5 - Name: Kurt williams
J Documents Date and Timestamp: 4/27/2025 5:34 PM
o Music expected Grade: A

& Pictures

«% Homegroup

&, Local Disk (C:) 3
&9 vmshare (\1169.2

€ Network

HH pel Type here to search

2. [50 Points] Use steghide to hide this text file in the cover image, " octopus.bmp."
Use your own UIN (for example, 01000123) as the password for encryption (you can
choose any encryption algorithm from the given options).

Use your Midas ID (all lowercase) for example "svatsa.bmp" as the name of the

STEGO file.



ODU Portal Media Gallery

c 25 cyber.lab.cova-cei.org ent/Mijk Ww?state ' GaOW pNuBAhsFRg Verify it's you

myODU Portal | Old..  ©F Mail - WILLIAMS, K.. VA My VA |Veterans Af.. (. ity L Course S . @ g Spring YouTube

Google Chrome isn't your default browser (TSRt IET]

a SRl

Recycle

@uq\ + Computer » Local Disk (C:) » Tools b steghide b

Organize * 7l Open Print New folder

& Documents Dte modified
& Music -
=] Pictures
B Videos o | Stegmde

%) cygwinl.dil 03716 PM____Application extens...

write the extracted data to <filename>
ousrurite existing Files

3 H qlllet suppress information nessages

# Homegroup verbose display detailed information

- options for the info command:
Computer -p. passphrase specify passphrase

£ | ocal Disk —p <passphrase> use <passphrase> to get info about emhedded data

&, Local Disk (¢

PN 10 cnbed enb.txt in cur.jpg: steghide embed —cf cur.jpg —ef emb.txt
= To oxtract enbedded data Fram sty.ipa: steghide axtiatt —of stg.ipg

n IC:\Tools\steghide >steghide.exe embed —ef kwillB@B8.txt —cf octopus.bnp -sf kwillB
€ Network “bmp

[Enter passphrase:

Re—Enter passphrase:

lembedding "kuillB88.txt' in “octopus.bm -

uriting stego File "kmlmss bmp”. .. done

IC:~Tools\steghide>

539PM
) s

£ ODU Portal Media Gallery 8 Mail - WILLIAMS, KURT - Out B SP25cyse30Tkwill0ss

c cyber.lab.cova-cci.org/#/client/MjkxAGMAbXIzcWw?state=3UGy8yqjZ5dZGaOWwdceuc7U0%2BLf9ga9S7pNuBAhsFRg (i S+ ¢ 0 Verify it's you

i myODU Portal | Old... % Mail - WILLIAMS, K.. VA My VA | Veterans Af..

Google Chrome isn't your default browser Set as default

’ o - Windows 7 on CY301-KWILLOSE
71

University Libraries |.. @ Course Search-Old... @ [I} Word Press Log In [ Sping2025 [ Fall 2024 > YouTube
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=] C e
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<] Documents &
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B Videos

+& Homegroup
1% Computer
&, Local Disk (C) |-

&# vmshare (\\169.2

€ Network

kwillogs
B Bitmap im

- = . z 40 PM
i@ O Type here to searc ® F ~ @z D) /77/2025 5

3. [20 Points] Extract the secret message by executing steghide command with - - extract
option as follows:



ODU Portal Media Gallery
G % cyberlab.cova-cdiorg,

Google Chrome isn't your default browser Set as defaul

a SRl

Recycle

myODU Portal | Old...  @F Mail - WILLIAMS, K... VA My VA | Veterans Af. £ University Libraries

pNuBAhsFRg

° m

@uq\ + Computer » Local Disk (C:) » Tools b steghide b

Organize = [J|Open v  Print  Newfolder

< Documents

& Music
d %] cygqwinl.dll

Date mod md

03 7:16 PM

Type
S

Application extens...

k= Pictures

B Videos A Steghide
22 File<s>

4,298,113 hytes

3 Dirds) 33,137,156.896 hytes free

H
& Homegroup | B \Tools\steghidesteghide.exs extract —sf kuillB8s.hmp

Enter passphrase
LTI -ote extracted data to

s Local Disk (| B sloolsssteghideydir

. Uolune in n
2 vmshare (1) N IR

. Directory of C:zToolswst
€ Network i
94.-27,2025 <
04272025 <
10152083 18:32 AH
[10/15 2003

16152603

fia.1526803

1572663

18.711.-2003

03112003

10,15 2003

li0/15 2003

kuwillB88 . txt*.

o lahel.

7AC4-EZE4
eghide

DIR> B
DIR>
ahout nls.ext
hugs .
18.318 l:n))ylng e
credits.txt
980,992 cygiconu-2.d11
37.888 cygintl-2_dll
1347656 cygjpeg—62.d11
185,334 cygnorype_4.d11
nhash-2.d11
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cyber.lab.cova-cci.org, Ml AGMAL Wy

UPortal | Old.. ©% Mail - WILLIAMS, VA My VA | Veterans Af...

Google Chrome isn't your default browser Set as defaul

™ SP25cyse30Tkwill0s8
BLf9ga957pNuBAhsFRg

-Old.. @

@ Course Search

ihe File “Ruill08s.txt" does already exist. overurite 7 {y/nd y

@uv‘ » Computer + Local Disk (C:) » Tools
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e
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&, Local Disk (¢
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68.23.,/2817

o H0,15,2603

¥ Network H 15,2603

68.11./2617

10.15/,2003

H0,15,2003

H015,2003
33 P o>
3 Dirced

C:\Tools\steghide>.
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cygncrypt
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cygwini.all

7
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kwillO8s . txt
6,841 LEAME.txt
locale
manual.pdf
manual es . pdf

4,298,113 hytes
33.137.890.568 hytef free

Verify it's you

YouTube

544 PM
) s

B, Verify it's you

» YouTube

5:43 PM
Vs B

4. [10 Points] Execute the command to list the contents to verify whether the textfile with

secret message has been extract

ed or not.

You should see textfile there because it was hidden in the jpeg image file and appeared
after extracting the image file in the previous step.



ODU Portal Media Gallery

myODU Portal | Old...  @F Mail - WILLIAMS, K... VA My VA | Veterans Af.

Google Chrome isn't your default browser Set as defaul

i
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NuBAhsFRg
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& Music
d %] cygqwinl.dll
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& Pictures
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Computer wrote extracted data to “kwillB88.txt
- ;
Sl Local Disk ( Gz TooLassteghide dir Label
S vrmsh olume in drive C has no_Label.
BN 101057 SorinlNunber ic 7BCA-E3E4

. Directory of CizToolswsteghide
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copying.txt
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6 c

mhash-2.d11

ODU Portal

(¢]
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Google Chrome isn't your default browser Set as defaul

™ SP25cyse30Tkwill0s8
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@ Course Search - Old...
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e
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C:\Tools\steghide>.
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LEAME . txt

locale

manual.pdf
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octopus.bnp
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steghide .oxe
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Verify it's you

YouTube

)

Ver
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YouTube
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5:43 PM
4/27/2025

5. [10 Points] Execute the command to dispaly the contents of the file you revealed.

=

=
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