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Instructor: Joel Kirch

Course: TC295.1TN.261.001C.FA23
Date: 10/1/2023

Lab Report: Using Ethical Hacking Techniques to Exploit a Vulnerable Workstation

Make sure you submit your completed Lab Report (this document) to Canvas. There is NO
Lab Assessment Worksheet required (we will use the Lab Quiz in Canvas instead).

SECTION 1
Do not complete Section 1.
SECTION 2

1. Lab Report file including screen captures of the following:
a. open ports on the victim system;

t RecentCanvasN: X | [§] LAB REPORT: Usii X

Lab - Jones & Ba X x € Using Ethical Hac x| [§ Kindle X | [4 Kindle
<« C @ jbl-ltihatsize.com, 7 New Chrome available
( myVCCS -Virginia's.. W Fall2023 [ Summer2023 [E) Amazoncom.Spen.. » YouTube 3 Home - Digital Libr.. N National Archives | Citation Machine®:... GIBill® Education..  » | [ Other bookmarks
Using Ethical Hacking Techniques to Exploit a Vulnerable Workstation B Keyboard ~ P System ~ = 0
LAB GUIDE 12 &« - 8 x
Audless = CAUsers\Administrator\Deskbop\202309302102 I £ ~ ©& (& Nmap Scan Report - Scann.
Part 2: Conducting a Vulnerability Scan with 172.30.0.55 A
Nessus.
Address
Part 3: Exploit the Victim System using « 172.30.0.55 - (ipvd)
Metasploit * 00:50:56:4B:40:28 - VMware (mac)
= Section 3: Lab Challenge and Analysis > 4 Ports
The 577 ports scanned but not shown below are in state: closed
Part 2: Conducting a Vulnerability Scan with Nessus [Port State (toggle closed (0] | filterad [0])  |Service Reason |Product Version Extra info
21 |tep[open fftp |syn-ack [vsftpd 234
Note: The scan will take about 25 minutes to complete. 22 |top[open [ssh [syn-ack |Openssh 4.7p1 Debian Bubuntul _|protocol 2.0
e 23 [tenopen [teinet. [syn-ack |Linux telnetd
During rh_ls time you may get logged L_)ut of the Nessus 5 [eeo|open = [ovmeack | Postiat srmind
GUL If this happens, simply log back in and navigate to [53[teo[open — lsyn-ack |1SC BTND. 54z
your scan. Also note that scan results may vary. 80 |tcp [open http |syn-ack |Apache hitpd 2.2.8 (Ubuntu) DAV/2
111 |te[open mobind___|syn-ack 2 RPC 7100000
159 |tep|open netbios ssn_|syn-ack |Samba smbd 3X-ax workgroup: WORKGROUP
445 |tep |open netbios-ssn_|syn-ack |Samba smbd 3.0.20-Debian workgroup: WORKGROUP
9. When the scan is complete, open the 512 |top [open |exec |syn-ack |netkit-rsh rexced
yourname_S$2_VictimScan report summary. 513 |tep[open login |syn-ack
514_|tep open [shell |syn-ack |etkit rshd
The report summary includes both a bar chart and a pie E Ldlzy sm‘;"m' ::’::: Lo ML P
chart showing the distribution of vulnerability findings | e == ) RPC 100003
for each host. 2121 |1 litp. |syn-ack |ProFTPD 1.3.1
E mysal [syn-ack [MysaL 5.0.516-3ubuntuS
5432 ¢ postpresal _|syn-ack |PostreSQL DB 53.0-837
) ) } s fvne [syn-ack [vne protocol 3.3
10. Click the vulnerability bar graph to view the (5000 [tcp [open = [evmace ocess denied
vulnerabilities identified by Nessus. [6667 [tco [open 'F [syn-ack [UnrealIRCd
B |ap13 |syn-ack |Apache Jserv Protocol v1.3
I |hep |syn-ack |apache Tomcat/Coyote ISP engine  |1.1
11. Make & screen capture showing the critical Remote Operating System Detection
vulnerabilities identified by Nessus and paste it into the

Lab Report file

e .© Type here to search Y

b. critical vulnerabilities id

en

tified by Nessus;

& 55°F
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Using Ethical Hacking Techniques to Exploit a Vulnerable Workstation BB Keyboard - System - T £}

=

LAB GUIDE TI 2 « - g x
&1 Cillsers\AdministratoriDeskbop kurtwilliams 52 0 ~ & @ kumtwillisms_S2_VietimSean
* Section 1: Hands-On Demonstration > O
172.30.0.55 A
* Section 2: Applied Learning ~ 0O
Part 1: Use Zenmap to Scan a Subnet a
Address

10

Part 2: Conducting a Vulnerability Scan with
Nessus

Part 2: Conducting a Vulnerability Scan with Nessus

files to the deskiop.

16. From the vWorkstation deskiop, open the
yourname_S2_VictimScan file to review your scan
results ina n wind

m Unsupported ¥ Detection

en prompted, click Allow Blocked Content fo open

the report in an Internet Explorer window.

10.0 Unsupported Web Server Detection
10.0* Debian OpenSSH/OpenSSL Package Random Number Generator Weskness
17. Make a screen capture showing the Critical Severity
vulnerabilities for the 17 55 5can and paste it into 10.0% Debian OpenSSH/OpenSSL Package Random Number Generator Weskness (SSL check)
the Lab Report file.
10.0* INFS Exparted Share Information Disclosure
10.0% UNC Server ‘password Password
18. Minimize the browser window.
10.0% exscd Service Detection
19. Close the remote TargetWindows02 connection =n 88 vsfipd Smiley Face Backdoos v
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« > C
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Auuless

Part 2: Conducting a Vulnerability Scan with

Nessus

Part 3: Exploit the Victim System using
Metasploit

= Section 3: Lab Challenge and Analysis > O

Part 3: Exploit the Victim System using Metasploit

At the msf prompt, execute search vsFtpd

Metasploit will search for all attack vectors on the

m system that work against the vsftpd service. It
vill return the following exploit:
fip/vsfipd_234_backdoor. You will also
that Metasploit has ranked this vuinerability as

t indicating that the exploit is aimost certain to

6. At the msf prompt, execute use
unix/ftp/vsftpd 234 backdooriouse
the exploit identified in the Metasploit search results

7. Atthe msfexploit (v
execute set RHOST
remote host as the

234_backdoor) prompt,
.30.0.55 toidenti
im system

B videos

i Local Disk (C2)

b Network

d. contents of the /home directory;
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e.

f.

? RecentCanvas N X | [§J LABREPORT:Us: X

@ jbl-li.hatsize.com/labview

{ myVCCS - Virgin B Fall 2023

Using Ethical Hacking Techniques to Exploit a Vulnerable Workstation

LAB GUIDE TI 2 4 «

Auuress

Part 2: Conducting a Vulnerability Sca
Nessus

Part 3. Exploit the Victim System using
Metasploit

* Section 3: Lab Challenge and An

Part 3: Exploit the Victim System using Metasploit

14. In the command shell (no prompt), execute cd /home
to change the current directery to the heme directory.

15. In the command shell (1
the contents of the cul

prompt), execute 1= to list
ent directory

16. Make & screen capture Showing the contents of the
home directory and paste it into your Lab Report file.

17. Inthe command shell (no prompt), execute
L to display the iptables rules, if any are set.

rules determine which networks (IP
have access to your network, and over

will list (L) all rules with verbose
hich will show packet and byte counters in

? RecentCanvasN: X | [§] LAB REPORT: Us

€ > c

{ myVCES - Virgin

# jbl-li.hatsize.com/labview

B Fall 2022

Using Ethical Hacking Techniques to Exploit a Vuinerable Workstation

LAB GUIDE

Auuress

Part 2: Conducting a Vulnerability Sca
Nessus

Part 3: Exploit the Victim System using
Metasploit

= Section 3: Lab Challenge and Analysis > O

Part 3: Exploit the Victim System using Metasploit

L to display the iptables rules, if any are set.

rules determine which networks (IP
have access to your network, and over

which ports

The-nvL sw will list (L) all rules with verbose
output (), which will show packet and byte counters in
numeric format (-n).

18. In the command shell (no prompt), execute
ist to list the rules in the iptables firewall.

19. Make a screen capture showing the list of iptables
rules and paste it into your Lab Report file.

20. Inthe command shell (no prompt), execute
-tapnl to display all acl

connections.
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**Remote Hack** message in the log;
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Part 2: Conducting a Vulnerability Scan with
Nessus

Part 3. Exploit the Victim System using
Metasploit
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Part 3: Exploit the Victim System using Metasploit
w1 Ve COMIUINCALON UEIWEEN UIE duacring
system and victim system.

22. Inthe command shell (no prompt), excute
/var/log/messages to display the last f
the messages file

23. Inthe command shell (no prompt), press Ctri+C to
terminate the command shel

o Local Disk (C)
24. Make & screen capture showing the **Remote Hack**

message and paste it into your Lab Report file. b Network

25. When prompted, type v and press Enter to abort the

session and retum to the msf exploit prompt Jrems e zelecizd 20 KD

26. At the msf prompt, execute exi t to return to the

49 AM
10/1/2023 55

2 Type here to search
2. Files downloaded from the virtual environment:
a. Zenmap Ping scan;

202309302101 Ping
scan on 172.30.0.0_z

b. Zenmap Intense scan;

l®

202309302102
Intense scan on 172

c. yourname_S2_VictimScan;

—

e :.r'_l
kurtwilliams_S2_Vic
timScan.html.html

3. Any additional information as directed by the lab:
a. recommended solution for the vstftpd vulnerability.
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Auuress @ https:/fwwa kenable.com/plugins/nessus/55s 2 ~ @ © | @ kumwillisms_S3_VictimSean 2 wsftpd Smiley Face Backdoo,
Part 2: Conducting a Vulnerability Scan with Plugins ~
Nessus Overvicw vsftpd Smiley Face Backdoor Language:  English ~
Part 3: Exploit the Victim System using Plugins Pipeline TR 1iessus Plugin D 55523
Metasploit Release Notes
* Section 3: Lab Challenge and Analysis > 0 Newest Information ~ Dependencies  Dependents  Changelog
) - ) ) Updated
Part 3: Exploit the Victim System using Metasploit Synop5|s Plugln Details
victim system. To prevent similar access to networked The remote FTP server contains a backdoar, allowing execution of arbitrary code Saverity: High
systems, it is critical for organizations to test systems
regularly and keep patches updated. WAS Families Descriptinn ID: 55523
M Families The version of vsftpd running on the remote host has been compiled with a backdoor. Attempting to File Name: vsftpd_smileyface_backdoor.nasl
LCE Families login with a username containi smiley face) triggers or, which results in a shell
28. On the vWorkstation, navigate to - Version: 1.9
- e listening on TCP port 6200. The shell stops listening after a client connects to and disconnects from it
https://www.tenable. 55523 enable OT Security
Famil Type: remole
An unauthenticsted, remote attacker could exploit this to execute arbitrary code as root.
About Plugin Femilies Family: FTP
29. In the vulnerability profile, locate the recommended » Solution
solution for the ¥stftpd vulnerability and document that Audits Published: 7/6/2011
) ) ) Validate and recompile 2 legitimate copy of the source code
information in your Lab Report file Policies > Updated: 11/15/2015
Indicat > See Also . .
s Risk Information
30 Close the browser window //pastebin.com/AetT9s!
ANALYTICS CVSS v2
hittp:/ fwvew.nessus.org/ula7bed 567
CVEs > Risk Factor: Critical
Note: This completes Section 2 of this lab. In the next
Attack Path Techniques Base Score: 10

steps, you will use the File Transfer folder to move any
files from the vWarkstation to your lecal system that are to
be submitted as part of your |ab deliverables. Refer to the

instructions in the Commen Lab Tasks document for more

Temporal Score: 6.3

SECTION 3

Do not complete Section 3.



