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Cybersecurity Career Professional Paper: Cybersecurity Analyst

In the field of cybersecurity, professionals deal with a dynamic environment that 

is full of dangers, weaknesses, and many difficulties. In order for these professionals to 

properly protect digital assets and reduce risks, it is very important to be able to 

comprehend human behavior, societal norms, and cultural settings. I will talk about how 

social science research and principles fit into the work of a cybersecurity analyst, by 

highlighting the relevance of these topics for everyday life as well as the ramifications 

they have for society’s excluded groups.  

Keeping oneself safe against social engineering attacks in which attackers trick 

victims into disclosing private information or doing activities that jeopardize security, is a 

very crucial component of cybersecurity. Developing a system that is successful and 

defensive requires a great level of understanding of human behavior, the decision-

making process, and psychological weaknesses, which are all provided by social 

science research. To guarantee the security regulations or awareness efforts are 

inclusive of various cultures, cybersecurity analyst must take into account these cultural 

idiosyncrasies. Through the utilization of social science research, analyst can modify 

security protocols to conform to cultural norms, as this promotes an increase in 

acceptability and adherence among underrepresented populations. 

When it comes to making decisions, making them based on risk assessment is 

another component that is very essential in cybersecurity. Principles from social science 



are also essential to comprehending risk tolerance, perception, and communication 

tactics. Sociology and communication studies are two fields that cybersecurity analyst 

often use to help the better understand how people and organizations see and react to 

cybersecurity threats. To dive a little deeper, studies on the theory of risk perception 

shows that people tend to underestimate more regular dangers like phishing attempts 

and overestimate the possibility of uncommon but well publicized incidents, such as 

things like data breaches and hackings. So, with that being said, cybersecurity analyst 

try their absolute best prioritize reducing risks that could do a significant amount of harm 

by allocating their time and resources in the most effective way. 

To touch on the social impact and ethical considerations of cybersecurity analyst, 

beyond their technical proficiency, they often times struggle with moral quandaries and 

the social ramifications of their employment.  Research from social sciences offers a 

framework for investigating how cybersecurity practices and regulations affect 

underrepresent groups and society at large. To give an example, researchers in the 

field of digital sociology examine how data collecting methods and surveillance 

technology disproportionately impact underprivileged populations, compounding existing 

inequities. To ensure security measures don’t unintentionally reinforce prejudice or 

violate individual’s rights to privacy and autonomy, analyst have to carefully weigh these 

ethical issues while putting these measures into place.  

All in all, it is impossible to overestimate the importance of social science 

principles and research in the field of cybersecurity analyst. Every facet of cybersecurity 

practice relies heavily on social science ideas, all the way from evaluating risk and 

addressing societal repercussions to comprehending human behavior and decision 



making. Cybersecurity analyst can improve the efficacy of their tactics, encourage 

diversity, and advance a safer and fairer digital environment by implementing these 

ideas into their everyday work. 

Resources

https://www.wgu.edu/career-guide/information-technology/cybersecurity-analyst-

career.html

https://techbootcamps.utexas.edu/blog/cybersecurity-analyst-job-description-role-

breakdown/

https://brainstation.io/career-guides/how-to-become-a-cybersecurity-

analyst#:~:text=Cybersecurity%20is%20a%20relatively%20new,programming%2C%20

or%20a%20similar%20field.
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