For this assignment, PDF submission is allowed. Each student must submit the pdf file
containing the answers to the following questions to get full credit.

Lab Preparation:

* Access a Windows7 VM in CCIA .

Assignment details:

You need to use steghide, not s-tool to complete this assignment. Your local path may be
different depending on the folder where you extract the executable file. Make sure you are
working on the right directory.

1. [10 Points] Create a text file containing the answers to the following questions:
* What are your name and current date and timestamp?
* What is your expected grade in this course?
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2. [50 Points] Use steghide to hide this text file in the cover image, " octopus.bmp."

* Use your own UIN (for example, 01000123) as the password for encryption (you can
choose any encryption algorithm from the given options).

» Use your Midas ID (all lowercase) for example "svatsa.bmp" as the name of the
STEGO file.

Password- Iglad
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| Passphrase: Ix—
i Werify passphrass: lxxxx»1— Cancel

Encryption algorithrm: ITripIe DES vl Help |

Ready | can hold up to 62,797 bytes /

secret Date modified: 12/4/2024 2:40 AM Date created: 12/4/2024 2:40 AM
Text Document Size: 61 bytes Offline availability: Not available
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Revealed files:

Save in: I B Desktop

| Libraries
= Systern Folder
Homegroup
i Systern Folder
L Window 7

File name: I|g|adbmp

Save as type: I

MNo window selecte

C ymshare (\\169.254.65.13) (£:)

secret Date modified: 12/4,/2024 2:40 AM Date created: 12/4/2024 2:40 AM
Module 6 Text Document Size: 61 bytes Offline availability: Mot available
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3. [20 Points] Extract the secret message by executing steghide command with - - extract
option as follows:
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4. [10 Points] Execute the command to list the contents to verify whether the textfile with
secret message has been extracted or not.

You should see textfile there because it was hidden in the jpeg image file and appeared
after extracting the image file in the previous step.
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embedding "secret.txt" in “octopus . bmpT. ne -

the file "lglad.bmp' does already exist. overwrite 7 {y/nd> y

writing stego file "lglad.bmp'... done

IC:*\Tools“steghide >dir

Uolume in drive C has no label.

Uolume Serial Mumber is 78C4-E2E4 = | =

Directory of C:sToolsssteghide -
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C:\Tools“steghide>steghide.exe ——extract —sf lglad.bmp Fgroup c manual
Enter passphrase:
ithe file “secret.txt" does already exist. overwrite 7 {(y/nd y c manual_ges
wrote extracted data to “secret.txt'. uter =5 M h
&L Monarc
C:\Tools\steghide> l Disk (C:) 7 octopus
hare (\\169.254.0 README
| secret
pri B steghide
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23 items
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5. [10 Points] Execute the command to display the contents of the file you revealed.
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embedding ecret _txt" in “octopus _bmp
the file "lglad.bmp" does already exis
writing stego file "lglad.bmp"... done

IC:~Tools\steghide>dir

Uolume in drive C has no lahel.
Uolume Serial Number is 7BC4-E2E4
Directory of C:\Toolssteghide

12.-04,2024 <DIR>
12042024 <DIR>
1A-15-2083
18152083
18152083
18-15-2003
10152003
h8.18.-2003
B8 .-11.-20083
18-15-20083
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. overwrite 7 {y/nd y

Organize +

7 Favorites
B Desktop

v Computer » Local Disk (C:) » Tools » steghide »

| Open = Print Mew folder
MName

|| secret

Date modified

12/4/2024 313 AM

Type

Text Document

secret - Notepad
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