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CYSE 450 - Ethical Hacking & Penetration Testing Assignment — 12

Task A: Using SQLMap to automate SQL injection to Obtain data
from DVWA Application

1. Open terminal in Kali Linux

2. Login to Metasploitable2 VM and find the |P address.

3. In the browser, in Kali VM, type the Ip address of metasploitable2 and
login to DVWA application.

4. Set the” DVWA Security” to “low”, Select “SQL Injection” tab and type"l” in
the User Id box. Hit the Submit button. Don't forget to copy the URL after
submitting action. Please submit the screenshot for this step.

®e Damn Vulnerable \

= <2 Damn Vulnerable Web A = aiy

<« @ & O A http://192.168.1.64/dvwa/vulnerabilities/sqlif?7id=1&Submit=Submit##

O Parrot OS [OHack The Box [0 OSINT Services [(OWuln DB [ Privacy and Security [ Learning Resources

DVWA)

Vulnerability: SQL Injection

Home

Instructions

User ID:

Setup

[ | [ Submit |

Brute Force ID: 1
First mame: admin

Surname: admin

Cor Execution

CSRF

File Inclusion

More info

Upload
XSS reflected

XSS stored

DVWA Security
PHP Info

About

|
|
|
|
|
|
|
|
SQL Injection (Blind) |
|
|
|
|
|
|
|

Logout

Username: admin View Source | View Help |

Security Level: low
PHPIDS: disabled




LUKE DUNK
11/30/2023
PROF. VATSA

5. Use sqglmap tool/command to find the vulnerabilities for SQL injection in
the URL copied in the above step. Highlight the Vulnerabilities detected
for SQL injection. Please submit the screenshot for this step.
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6. In Kali terminal, use SQLmap command to display all the tables used by
DVWA database. Please submit the screenshot for this step.

Parrot Terminal
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7. Use SQLmap command to display all the users along with passwords in
plaintext format in “users” table. Please submit the screenshot for this
step.

L X J Pa erminal

rd 'letmein' f 1 '0d107d09f5bbed40cade3de5c71e9e9b7"’
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Task B: Using Cross Site Scripting to Obtain data from DVWA
Database

1. Login to DVWA application and set the “DVWA Security” to “low”.
2. Select “XSS reflected” and post a Malicious Message to Display an Alert

Window in DVWA application Window by embedding a JavaScript
program in the “What is Your name?” field.
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3. Post a malicious code to display cookies using alert(),as demonstrated in

the class.

© Damn Vulnerable Web x e

@ Debian.org @ LatestNews @ Help

X A Notsecure | 192.168.1.64/dvwa/vulnerabilities/xss_r/?name=++<script>alert%28document.cookie%29<%2Fscript>
p F

192.168.1.64 says

security=low;
PHPSESSID=fc9a9eb0080a799cb9e626b3bac2386b

cookies
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4. Select “XSS Stored” and in the message box, use
“<script>document.location=Ip-address of DVWA website</script> to
perform DOM based Cross site scripting.
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