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Assignment 5 Password Cracking

Task A: Password Cracking

Step 1: Create 6 users in your Linux Terminal, then set the password for each user that
meets the following complexity requirement respectively. You should list the passwords
created for each user.

I used the command “sudo useradd user1” in order to add the new user into the system.
After that I used “sudo passwd user1” in order to create the password as described in
the instructions. I then used the command “ tail -6 /etc/passwd” just to verify that the
users were created. Below are the usernames and passwords that were created based
on the instructions per each user.
User1 : cow
User2: love
User3: cow123
User4: cow123@
User5: lovely123!
User6: Cat123#

Step 2: Export above users’ hashes into a file named xxx.hash(replace xxx with your
MIDAS) and use John the Ripper tool to crack their passwords in wordlist mode (use
rockyou.txt).



For this step I used “sudo grep user1 /etc/shadow > lilyrod1997.hash” command in
order to export each user individually but then I noticed that it didnt show all users at
once when using “cat lilyrod1997.hash” command therefore, I used “ sudo tail -6
/etc/shadow > lily.rod1997.hash” in order to export all last 6 users at once into
lilyrod1997.hash. I then used “ cat lilyrod1997.hash” and confirmed that all users were
exported.

In order to use John the ripper tool to crack the password in wordlist mode I used the
command “ sudo john –format=crypt –wordlist=rockyou.txt lilyrod1997.hash” command
and it appeared that 6 password hashes were loaded

Step 3: Keep your john the ripper cracking for 10 minutes. How many passwords
have been successfully cracked?



I used the command “sudo john –format=crypt –wordlist=rockyou.txt lilyrod1997.hash and it loaded
The password but wasnt able to crack them. So that is why I then used the command “ sudo john
–format=crypt ./lilyrod1997.hash and that is when I was able to run John the ripper for 10 minutes
And was able to crack 2 passwords. 1 of the passwords was one that I used for the users that I
Created. In those 10 minutes none of the other users were loaded. I then used “sudo john –show
Lilyrod1997.hash to show me the username and passwords that I was able to crack in those 10
Minutes.

Extra Credit:


