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Short Answer Questions: Short answers should typically be three to four sentences long. It is
crucial to be concise while providing a thorough response. Alternatively, you have the option to
upload a two-minute audio or video recording to answer the questions.
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Module 7 & 8
1. What are the main problems related to fragmented files?

Fragmentation causes files to be stored in noncontiguous clusters on disk. Fragmented files
slow down system performance as the hard drive must search multiple locations to access a
single file, “jumping” between fragments. The additional search time increases read/write
times and can lead to higher wear on storage devices. Excessive fragmentation also
complicates data recovery and may cause software errors if fragments are corrupted or
misplaced.

2. Why is backing up an organization’s servers important?

Backing up servers helps protect against data loss, ensuring data integrity and availability
in case of hardware failures, cyberattacks (such as ransomware), human errors, or natural
disasters. It reduces downtime and protects critical business data for daily operations. It also
helps organizations meet regulatory compliance requirements while preserving historical data
for future audits and possible legal needs. Regular backups enable quick recovery, maintaining
business and operational continuity.

3. Discuss in detail the creation of a DNS implementation plan.

A DNS implementation plan begins with assessing organizational needs, including domain
structure, server capacity, and security requirements. Next, design the DNS architecture (i.e.,
on-premises, cloud-based, or hybrid) by selecting primary and secondary servers, configuring
zones (i.e., internal, external, and subdomains), role-based access control, and ensuring
redundancy. Finally, test the setup, implement security measures such as DNSSEC, and
monitor and document procedures for maintenance and troubleshooting, including incident
recovery.

4. What are the advantages and disadvantages of using DHCP?

DHCP automates IP address allocation and configuration (subnet mask, gateway, DNS),
reducing manual configuration errors, saving time, and reducing administrative overhead. It
enhances scalability for large networks. However, it creates a dependency on DHCP servers
(i.e., performance, availability, and redundancy): if they are unbailable, clients may lack
network access. DHCP server failures can disrupt network connectivity, and misconfigurations
may lead to IP conflicts or security vulnerabilities if unauthorized devices gain access (i.e.,
Rogue DHCPs). Lastly, it provides less control over static assignments compared to manual [P
configuration.
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1.

Listen to “Episode #29: Stuxnet” of the DarkNet Diaries podcast which can be found at

https://darknetdiaries.com/episode/29/
Based on the podcast, answer the following questions.

What was the intended target of the Stuxnet attack, and why was it deemed a high-value target?

Stuxnet targeted Iran’s Natanz nuclear enrichment facility, specifically its Siemens
SCADA-controlled uranium enrichment centrifuges. By sabotaging centrifuge operation—
speeding them up and slowing them down—it physically destroyed the equipment to slow
Iran's nuclear program significantly. It was a high-value target because other countries saw
Iran’s nuclear program as a potential threat to global security. Disrupting it could delay or halt
Iran’s ability to develop atomic weapons.

Who is believed to have created and launched the Stuxnet attack, and what motivated them to
do so?

The United States and Israel are believed to have created Stuxnet, with possible
involvement from other allies, dubbing it “Operation Olympic Games.” Their motivation was
to covertly sabotage Iran’s nuclear program without resorting to military action like
bombing/sending missiles to nuclear facility targets to destroy them like in years past. The goal
was to prevent Iran from developing nuclear weapons while avoiding open conflict and forcing
international diplomatic pressure during what many believe to be peaceful times.

How was Stuxnet able to evade detection for such a prolonged period, and what led to its
eventual discovery?

Stuxnet evaded detection by using advanced techniques to avoid user suspicion, targeting
specific SCADA systems to minimize collateral damage. It employed techniques such as zero-
day exploits and stolen digital certificates to install kernel-mode rootkits, as well as stealthy
code that subtly manipulated centrifuge operations overtime. It also hid its presence by
falsifying system logs. Lastly, it was discovered in 2010 by a Belarusian security researcher
after infected USB drives spread the aggressive worm beyond its intended target and into
networks worldwide.

Which two U.S. Presidents were involved in the Stuxnet attack, and what were their respective
roles in the process?

Presidents George W. Bush and Barack Obama were involved in the Stuxnet attack. Bush
authorized the initial development of Stuxnet as part of a covert program to disrupt and delay
Iran’s nuclear ambitions. Obama continued and expanded the operation, approving its
deployment despite risks of exposure after it spread beyond Natanz.
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