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Instructions: 

 

System monitoring and the use of network traffic log files are extremely important for gauging 

baseline performance and observing events.  Why does identifying abnormal behavior first require 

having a baseline?  What can a log file show that lends insight into abnormal behavior?  
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The Role of Baselines in Network Monitoring 

 

Identifying abnormal behavior requires a baseline because, without one, an organization 

has no objective definition or standard for "normal" behavior (NIST, 2012). A baseline is a 

snapshot of a system's or network's standard operational state. For example, obtaining and 

recording typical CPU usage, memory consumption, network traffic patterns, user login times, and 

running processes looks like over a period. 

Without an objective reference point, it is impossible to distinguish a genuine threat from 

routine activity, creating either false positives or false negatives (or both). For example, a spike in 

network traffic at 2 AM may be a malicious data exfiltration attempt, or it could be the normal 

start time for scheduled nightly backups or business activity in different geographical locations of 

the world. Only a "normal" baseline can provide the context needed to distinguish between them 

(Chen et al., 2017; McDonald et al., 2022). 

Log files help track and provide granular, time-stamped records of events (Cichonski, 2012). 

When an alert triggers because activity deviates from an organization’s baseline, the log file is the 

first place an analyst will look for more insight into the matter. A log file can show: 

• Failed authentication attempts: A massive string of failed logins from a single IP address 

(a brute-force attack). 

• Impossible travel: A single user account logging in from two different continents 

simultaneously (a compromised account). 

• Unusual port access: Firewall logs showing scans across multiple ports from an external 

source (reconnaissance). 

• Anomalous data movement: A server that normally receives only data suddenly sends 

gigabytes to an unknown external address (data exfiltration). 
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Thus, baselines help an organization determine whether network traffic and behavior are 

normal or anomalous. Anomalies may warrant further investigation, and log files provide 

additional information to support conclusions and help the organization appropriately respond if 

needed.  
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