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Assignment #2: Traffic Tracing and Analysis
Task A: Get started with Wireshark (30 points)

In this task, you will be using Wireshark on External Kali to monitor the traffic when External
Kali and Ubuntu VM are talking to each other.

You should keep Wireshark in External / attacker Kali running in the background while
performing the following tasks. Connect /Turn on Ubuntu VM (and pfsense VM) as well.

1. Open Wireshark on External / Attacker Kali and listen on interface “eth0”.

Open a new terminal in Attacker Kali, then ping the Ubuntu VM for 5 — 10 seconds.
Open a new web browser tab in Attacker Kali (even if no webpage will be displayed)
and keep it for a couple of seconds.

4. Stop capturing (by clicking the red button on the tool bar).

bl

Now, answer the following questions. You need to provide a screenshot for each questions
that proves the answers to each question you write.

Q1. (5pts): How many packets are captured in total? How many packets are displayed?

Answer: 48 packets captured in total. 48 packets are displayed.
Screenprint:

B Attaches Kabi - External Workatation on Oy 301-CLOCHDO0! - Virtusl Machine Connection

File Action Media View Help
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'I_ Wiresharh - Protocol Hiersrchy Ststistion - ethd
Mo Protocol “ Percent Packets Packets Percent Bytes Bytes End Packets
= Frame 100.0 48 100.0 4022
= Ethernet 100.0 48 16.7 672
= |ntermet Protocol Verslon 4 858 45 29 920
= LUser Datagram Protocol 41.7 20 4.0 160
Domain Mame System N7 20 B7 550
Internet Control Message Protocol 542 16 a14 1664
Address Resolution Protocol 42 2 14 56
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Source Destination Protocol Length

§ ., 8893504008

.828718008
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.568152600 .168. : ! - Echo (ping) request

. 586150600 v .18, I b Echo (ping) reply
.9578233480 % . » Echo (ping) request
.5B2562560 5 . .168. ‘ Echo (ping) reply
.ST21787680 : 92. Echo (ping) request
-575482600 . . Echo (ping) reply
.5T4198880 i8. ! Echo (ping) request

. 598786808 . ‘ . Echo (ping) reply

575794800 = 3 3 (ping) request
578526700 : ; g ; Echo (ping) reply
LB17475500 i8 . i 217 . 3 Standard guery 8x4did
.B17495788 ' i 3 ; Standard guery 8x3c7@
.819433168 2. - . .2 . Standard query respons
.819440800 B i ; : 4 Standard query respons

® B wireshark_ethON2IK3.pcapng Packets: 48 - Displayed: 48 (100.0%) - Dropped: 0 (0.0%) | Profile: Default
3 b Y
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Q2. (5pts):  Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question

QD).

Answer: There are 26 ICMP packets out of a 48 total packets captured and displayed.

Screenprint:
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~ Frame 100.0
~ Ethernet 100.0
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~ User Datagram Protocol 4.7
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Q3. (5 pts): Select an Echo (reply) message from the list. What are the source and
destination IPs of this packet? What are the sequence number and the size of the data? What is
the response time?

Answer: Source IP of the packet: 192.168.217.3. Destination IP of the packet:

192.168.10.18. The sequence number is 1 (0x0001) and the size of the data is 40 bytes. The
response time is 5.200 ms.

Screenprint:

|-_-" Artacier Lali - Exteen statien om CYI07-CLOCHDODT « ViFlus Machine Connecion 0

File Acton Medis View Help
@O ne o Ba
BeomP 9

File Edit v Go ture Analyre S % sy Wireless s Help

dDﬁ@m.ﬁBﬂ,{--» « » A E oo

=

Mo Tirme Destination 3 ' Info

1 B.0800B0D0S -168.2 3 OB 217.2 BS Standard query OxeS5d A push.services.mozilla.com
2 9.080020100 192.168.217.3 DNS 85 Standard query Gx263e AAAA push.services.mozilla.com
3 8.081370606 192 .168.217.2 ONS 54 Standard gquery response GxeSSd Refused
4 8.081387400 192.168.217.2 102.168,.217.3 DNS 54 Standard query response @x283e Refused
5 8.292658788 Microsoft_48:57:27 Microsoft_48:57:38 ARP 42 Who has 182.188.217.27 Tell 182.1868.217.3
8 8.3 2080 Microsoft_40:57:38 Microsoft_40:57:27 REPR 42 192.168.217.2 is at 6@:15:54:40:57:38
TS 192 .1608.217 .3 192.168.217.2 DNS 85 Standard query Oxcdfc A push.services.mozilla.com
B 5.065004580 162.168.217.3 182,168 2 DNS 85 Standard query GxGSde AAAA push.services.mozilla.com
9 5.6846TBEROO 182.188.217.2 192.168.217.3 DNS 54 Standard query response @xcdfc Refused
10 5.066718600 192.168.217.2 192,168 7.3 ONS 54 Standard query response @xgtde

— 11 4. 5088478968 192.168.217.3 152.168.16.18 i 98 Echo (ping) request id=GxBaed, ccl=gd (rep
12 0. 565079100 152.160.10.18 102.168.217.3 CHP 98 Echo {ping) reply ild=tnBaed, seg= 6, CLi=63 (req
13 7.5622506200 192.188.217.3 192.168.18.18 ICHP 88 Echo (ping) request id=Gx8aed, seqg=2/512, ttl=6d4 (rep
14 7.567744800 192.168.10.18 192.168.217.3 ICHP 98 Echo (ping) reply id=Gx8aed, seq=2/512, ttl=63 (renq
15 8.5684312788 192 .188.217.3 192.168.18.18 ilm ] 98 Echo (ping) request ld=8xBaed, seq=3/T88, ttl=64 (rep
16 8.575385500 192.168.18.18 192.166.217.3 ICHP 88 Echo (ping) reply id=0xBaed, seq=3/Té8, Ctl=63 (req
17 9.500D28508 192.168.217.3 182.168.10.18 ICMP 98 Echo (ping) request Aid=8xBaed, seg=4/1824, ttl=04 (re
1B 9.5690828080 192 .168.16.18 192.168.217.3 TCHp 88 Echo (ping) reply id=0x8acd, seq=4/1824, ttl=43 (re
19 18.800330708 192.168.217.3 192.168.317.2 DNS B5 Standard query Oxcdfe A push.services.mozills.com
20 10.009350400 192.100.217.3 192.188.217.2 ONS B5 Standard query OxB6de AAAA push.services mozllls.com
21 18.820718008 192.188.217.2 192.168.717.3 DNS B4 Standard query response Gxcd4fc Refused
22 10.920726008 192.168.217.2 192.168.217.3 DKS 54 Standard guery response OxO6de Refused
23 18.588152000 192.168.217.3 7.168.19.18 = 98 Echo (ping) request \d=@xBaed, seq=5/1208, ttl=64 (re
24 10.5861508600 192.168.10.1B 1668.217.3 1cHp 88 Echo (ping) reply id=8xBaed, seq=5/1280, ttl=63 (re
25 11.5T0233400 192.1068.217.3 168.10.18 s o 88 Echo (ping) request id-GxBaed, seq=6/1536, ttl=64 (re
26 11.582562560 192.168.108.1B 168.217.3 ICHP a8 Echo (ping) reply id=OxBaed, seq=6/1536, ttl=63 (re
27 12.57T21787868 192.168.217.3 192.168.19.18 TCHP 98 Echo (ping) request id=OxBaed, seq=7/1792, ttl=64 (re
28 12.5754020608 192.168_.10.18 192.168.217.3 ICHP 08 Echo (ping) reply id=0xBaed, seq=7 /1792, ttl=83 (re
29 13.5741888080 192.160.217.3 182.1608.10.18 IcHp 28 Echo (ping) reguest id=0xBaed, seq=8/2048, ttl=64 (re

16 17 18 19 1a 1b I1c 1
20 2T 28 29 2a 3b ¢ 2
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Q4. (5 pts): Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

Answer: There are 20 packets displayed out of 48 total packets.
Screenprint:
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QS. (S pts): Find a DNS query packet. What is the domain name this host is trying to
resolve? What is the source IP and port number, destination IP and port number?

Answer: Domain name the host is trying to resolve is push.services.mozilla.com. The
source IP is 192.168.217.3 and the source port number is 58206. The destination IP is
192.168.217.2 and the destination port number is 53.

Screenprint:

Wireshark - Packet 1. ethQ

on wire (680 bits) ytes captured (680 bits) on interface et
II, Sr Microsoft_40:57 | : 40:57:27), Dst: oft_40:57:38
Internet Protocol Version 4 .
User Datagram Protocol,
Domain Name System :
Transaction ID: Bxe85
Flags: 9x0180 Standard query
Questions:
Answer RRs:
Authority RRs: €
Additional RRs: ©
« Queries
» push.services.mozilla.com: type A, class IN

¥

27 @8 . jaws ]@w' - -E
a8 ds CE G2 B P e

5d 81 E A5-3 3-+]

88 73 «p ush-serv
61 83 ices-moz illa-com
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Q6. (5 pts):  Find the corresponding (i.e., click Response In: #) DNS response to the query
you selected at the previous step, and what is the source IP and port number, destination IP and
port number? What is the message replied from the DNS server?

Answer: The source IP is 192.168.217.2 and the source port number is 53. The
destination IP is 192.168.217.3 and the destination port number is 58206. Lastly, the DNS
server replied with "Reply code: Refused (5)". The server refused to process the DNS query for
push.services.mozilla.com. The response indicates that while the server received the query, it
declined to provide an answer. There are no answer records (Answer RRs: 0) in the response
because the query was refused rather than resolved.

Screenprint:

B eomBE»f

File Edit View Go apture Analyze Statistics Trlrpl‘!-r.rll' Wireless Tools Help
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Mo i 5 Destinati co )
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85 Standard query OxBEde

T 5. a
B 5.085064508
9 5.006TeBE00
10 5.884T716000
19 19.008338788

20 10,6663 g
21 18. 8287186688
22 10.020726000

33 15,.817475588
34 15.817495708
35 15.819433100
36 15.819440B80
45 718.821445380
46 20821471288
47 20.822631200
48 20.822639068
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Task B: Sniff LAN traffic (70 Points)

In this task, you will be acting as an ATTACKER who sniffs the regular communications between peers
(External Attacker Kali and Ubuntu) by using Wireshark on Internal Attacker Kali VM.

I would recommend you keep the Wireshark running on Internal Kali all the time.

IMPORTANT NOTES!

* Because the current Hyper-V setting in CCIA does not “broadcast” the communication between hosts
in the same network, we need to enable port mirroring to allow Internal Kali to “see” communications
between External Kali and Ubuntu.

To be specific, you need to put the sniffer (Internal Kali) as the mirroring Destination, and the target
VMs are mirroring Source (See the above Figure 1 under Task-B).

Each VM has two network adapters, one for regular connection and the other for sharing with the CCIA
server. We need to configure port mirroring on the first adapter. To be specific,

» Internal Kali: Set Mirroring mode to “Destination” in the “Port Mirroring”
*  Ubuntu Kali: Set Mirroring mode to “Source” in the “Port Mirroring”
» External Kali: Set Mirroring mode to “Source” in the “Port Mirroring”

Here is the screenshot showing how to enable Port Mirroring to “source” in External Kali, for your
reference. You need to set for Ubuntu and Internal Kali as asked in the instructions above and complete
the steps.

1. Sniff ICMP traffic (5 + 5+ 5+ 15 = 30 points)
a. Please turn on Attacker/External Kali, internal kali, pfsense, and Ubuntu.

Answer: All four necessary VMs are running.

.". Hyper-V Manager

File Action View Help

o | 2 Him
] Hyper-V Manages
B T o
C¥301-CLOCHID) Virtual Machines
tlame State cPy U-,J:;r .'-mgnﬂ:l Ktermon, Uptirne Status Cun‘-;uuh
B snacke wal - Extemal Wo 37T ME 00
) Y - vvemd Wonmaen  Furewg 1 3077 MB ]

B oFserse - Frewal 64272 || Rirnrg 0 10 MB 024653

50
g
90
=:| Uburtu 22045460 Funrng n 2040 MB 000622 90
B vindows 10 o 40
B Wirdows 7 on 50
B Windows Server 2022 o 50
A Windows XP Professanal | 08 30
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b. Launch and run Wireshark in Internal Kali (ethO).

Workaatien on CVIET-CLOCHION - Vimual Mechene Connecnon = O

Media View  Halp

@O i o Py
mE D

Sany

File Edit View Go Capture Analyze 5 Telephony Wireless Tools Help

ADAO o REB@® 2a ¢« »n+«» A H oe o @
al

Mo Source stination Protocol  Length Info
G200 27 e LT g 283 Application Data
5360 12 226845480 127 2 i i Bvl.2 133 Application Data
5361 124 BED400 T. 27.0.0.1 L 283 Application Data
5382 124,227338380 1 2 133 Application Data
275517008 12 27.9.8.1 svl.2 763 Application Data
| ; 133 Application Data
Data
i Data
plication Data
133 Application Data

c. Open two terminals on External Kali VM. Use one to ping Ubuntu VM (192.168.10.18) and
use the other to ping Internal Kali (192.168.10.13).

Fule tion  View  Helg
- 7]
| ERTT—
File Action Meda View Help
s @8 n o | 2

EF amacie iKah - Esternal Worknat CLOCHO

Fie Actiom Madia View |Help

@O uwi o By

File Actions Edit WView

Edit View Help
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d. Apply proper display or capture filter in Wireshark on Internal Kali VM to show active

Answer:

s

ICMP traffic.

Filter: icmp

Analyze

Caplure

Ll TR ]
BE1434408

.BazToES00

BE221 3604

-01a983300

813688504 182.168.16.18

2. 168

217.3

98 Echo
88 Echo
88 Echo
98 Echo

898 Echo
886 Echn

Lping)
(ping)
(ping)
{ping)
Lping )
(ping)
{ping)

request
reply
reguest
reply
reguest

reguest
reply

id=8xBa3n,
1 ABE30,
id=axBB36,

1d=8xBB36,

tLi=83
tri=na
ttl=63
tel=64

seq=2/512,
seq=2/512,

, Seq=3/TEB,

ripz4, ttl=
Etl=64 (r

SB(=
seq=4/16824,
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e. Apply a proper display or capture filter on the internal Kali VM that ONLY displays the
ICMP request that originated from the external Kali VM and goes to the Ubuntu 64-bit
VM.

Answer: Filter: icmp.type == 8 && ip.src == 192.168.217.3 && ip.dst == 192.168.10.18
File Action Media View Help
@O nw B o BEp
u ¥ Attacker Kali - External Workstation on CY301-CLOCHOO1 - Virtual Machine Connection
" File Action Media View Help
.F @0 np > Bp

File
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JELEEE
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9 4.000581300 192.168.: .188.16.18
11 §5.816853508 182.168.2 ~168.16.18
17 6.008616000 192.168.3 .168.10.18
21 7.0891814640 192 . 168 .166.16.18
25 B.09112161049 192.168.2 .168.10.18
29 9.813212108 192.168.2 -188.10.18
33 18,8152124688 192.188 168.18.18
30 11.0818351508 1982.168.2 .188.10.18
43 12 .8176588868 192.168.: -168.18.18
47 13.020204208 192.168 +A08.10.18
51 14.820392788 192.168 .168.10.18
55 15,.021020408 152.168 168.10.18
59 16.021248408 192.168.2 .188.108.18
63 17.0224140668 192.168.: 192.168.16.18

Edit

Statistics Telephony Wireless

View

Tools Help

Length Info
88 Echa
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S8 Echo
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[ping)
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(ping)
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Fequest
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1d=axB836,
id=8xB8836,
id=8x8034,
id=8xRO36,
id=axBO36,
1d=8xBe36,
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1d=8xB8834,
id=0xB036,

seg=1/256,
BEQ 2,
seq=3/768,
8eq=4/1024,
seq=5/1260,
seq=6/1538,
seq=7/1792,
seq=8/2048,
seq=9/2304,

seq=10/2560,
seq=11/2818,
seq=12/3872,
seq=13/3328,
seq=14/3584,
seq=15/38480,
seq=16/4006,
seq=17/4352,
seq=18/4688,

83
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tel=63
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2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to use
External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu VM].
The username for the FTP server is student, and the password is password.

Answer: ftp 192.168.10.18. I connected to the FTP server running on Ubuntu VM using the
command 'ftp 192.168.10.18' from External Kali. I logged in with username 'student' and password
'password’, which returned a 230 Login successful' message.

File Amen Medks View Halp

@8 ue o Py

ES setacieer ia li--e---;l Workstation oa CVA01-CLOCHD0T - Virtusl Machine Connerhan I

File Action  Megls  View  Halp

&
E 08 nunwew o W

Edit View Help

b. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication. Therefore,
all of your communication is exposed to the attacker. Now, you need to find out the
password used by External Kali to access the FTP server from the intercepted traffic on
Internal Kali. You need to take a screenshot and explain how you found the password.

Answer: As an attacker on Internal Kali VM, I intercepted the FTP traffic using Wireshark with
the 'ftp' display filter. I found the username in a packet containing "USER student' and the password in
a packet containing '"PASS password'. This demonstrates that FTP transmits credentials in plaintext,
making them easily accessible to anyone monitoring network traffic. Again, the username is ‘student’ and
the password is ‘password;’ the login was successful.

File Achom  Medis  Wiew  Heip
@O nwe o> Ps
[ .
SEemE»
L ]

-I'ilf Edit View Go Capture Analyre Statistics Telephony Wireless Tools Help
‘dﬂﬂ@r‘..m a ¢« + 0« AE oe ol
L[

o, Thrme B ¢ Destination Protocaol Length info
L]

i '.'!T.’ 168.18.18
728 .BTHO2I7A60 192.168.18.18 nE
250 T30 STQLAGA00 107 iad 10 di — 103 AW a7 3 1o 110 L iagw - DALY
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c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to re-
access the FTP server from External Kali. Although External Kali may not access the FTP
server, you need to intercept the packets containing these “secrets” from the attacker VM,
which is Internal Kali.

Answer: The username is ‘cloch001°, the UIN is 01290201. Login unsuccessful.
::._' Aitiacher Kail - Exbrind Wk itafms wr CF30-CLOCHOR - Wrtunl bl S -

& Kali - internal Workatation on CY301-CLOCHD0T - Vietual Machee Connection

File Action Media View Help

@O ne o By

- SsthD

File Edit View Go Capture Analyze Statistics o) e Tools Help

dAO040 s RBR “ oy
0

No. Time Source inati Protocol Length Info

134 708 .408656000 192.168 217.3 FTP B6 Response: 228 (vsFTPd 3.8.5)

138 718.1772151680 182.168.21T7.3 192.168.10.18 FTP BB Request: USER student

148 718.1781778688 182.188.18.18 182 .168.217.3 FTP 188 Response: 331 Please specify the password.
142 726 ,.832508588 192.168.217.3 152.168.18.18 FTP Bl Request: PASS password

143 726.864977708 192.1066.18.18 182.168.217.3 FTP B9 Response: 238 Login successful.

145 720.868988400 192.168.217.3 152.168.108.18 FTP 72 Regquest: SYST

1486 720.879532600 192.168.10.18 192.168.217.3 FTP B5 Response: 215 UNIX Type: LB

147 T26.B79912566 192.188.217.3 192.168.16.18 FTP 72 Request: FEAT

148 726.8795928480 152.168.18.18 192.168.217.3 FTP 81 Response: Z11-Features:

149 T28.879927860 192.168.18.18 192.168.217.3 FTP BT Response: EPRT

158 726.879935406 182.168.16.18 192 .168.217.3 FTR 116 Response: PASY

153 938.594336200 192.16B6.217.3 192.168.18.18 FTP 72 Request: QUIT

154 938.594819560 192.168.16.18 192.168.217.3 FTR BB Respons 221 Goodbye

175 1226. 7694884 182.1068.168.18 192.168.217.3 FTR 86 Response: 220 (vsFTPd 3.8.5)

177 1231.416568168.. 192.168.217.3 192.168.16.18 FTP 81 Request: USER clochesi

179 1231.4171688. 192.166.18.148 192.168.217.3 FTR 108 Response: 331 Please specify the password.
181 1273.6232825.. 192.168.217.3 192.168.10.18 FTP 86 Request: PASS 12852081

183 1275.68614236.. 192.168.10.18 192.168.217.3 FTP BB Response: 530 Login incorrect.

189 1292 .6723127 182.168.217.3 192.168.16.18 FTP 72 Request: QUIT

191 1282 ,.6766115. 192.16B8.16.18 182.168.217.3 FTP BB Response: 221 Goodbye

199 1297 .5238337.. 192.168.18.18 192.168.217.3 FTP BE6 Response: 228 (vsFTPd 3.8.5)

261 1300.8148950_ 182.168.217.3 192.168.106.18 FTP B1 Request: USER clochBil

283 13060.8154894., 192.166.10.148 192.168.217.3 FTP 106 Response! 331 Please specily the password.
2085 1385.9103893. 192.168.217.3 192.168.10.18 FTP -—P B1 Request: PASS 812808281

287 1368.7692243. 152.168.18.18 192.168.217.3 FTP B8 Response: 538 Login incorrect.
2089 1311.2678246.. 192.166.217.3 192.168.16.18 FTP 72 Request: QUIT

211 1311.2085397_ 182.168.18.18 192.168.217.3 FTP BB Response: 221 Goodbye.

219 1319.75196035.. 192.168.16.18 152.168.217.3 FTP 86 Respanse: 220 (vsFTPd 3.8.5)

221 1331.2510868.. 192.168.217.3 192.168.10.18 FTP 81 Request: USER clochesl
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