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At the end of this module, each student needs to submit a report that includes the solutions to 

the following tasks. Make sure you take a screenshot for every single step as proof.  

 

Task A: Linux Password Cracking (25 points) 

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for 

example, svatsa. Then display the corresponding group IDs. 

Command >>  groupadd cyse301; groupadd cloch001 

Command >>  tail /etc/group -n 5 

 

 

2. 5 points. Create and assign three users to each group. Display related UID and GID 

information of each user. 

 

Command >> 

useradd user1 -g cyse301; useradd user2 -g cyse301; useradd user3 -g cyse301; useradd 

user4 -g cloch001; useradd user5 -g cloch001; useradd user6 -g cloch001 

 

Command >>  cat /etc/passwd | grep home 
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3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you 

created. You need to show me the password you selected in your report, and DO NOT use 

your real-world passwords. 

 

Command >>  passwd user1 (user2, user3, etc.) 
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4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH” 

(for example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. 

You MUST crack at least one password in order to complete this assignment. 

 

Command >>  tail -n 6 /etc/shadow > cloch001-HASH 

 

 
 

Command >>  cat cloch001-HASH 

 
 

Command >>  john cloch001-HASH --wordlist=rockyou.txt –format=crypt 

Command >>  john cloch001-HASH --show 
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Task B: Windows Password Cracking (25 points) 

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you 

may use the WINHash.txt file you created in lab-4-task-c-Question-5e). 

Now, complete the following tasks: 

1. 5 points. Display the password hashes you have saved in WinHash.txt (cloch001.txt) file 

in Internal Kali. 

Command >>  net user8 password1 /add (net user user9… etc.) 
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2. 10 points. Then perform dictionary attack using John the ripper for 10 minutes to 

crack the windows users’ passwords (You MUST crack at least one password in 

order to complete this assignment.). 
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3. 10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM, 

via a remote desktop window. Then, implement BOTH brute force and dictionary 

attacks to crack the passwords for Windows7 users. (You MUST crack at least one 

password in order to complete this assignment). 

 

NOTE: Please refer to the class lecture and Lab Manual –Module 4 to learn how to add 

users in Linux and how to use Cain tool for windows password cracking. 
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*** Note *** Windows 7 VM was giving me trouble logging in using its password, so I used an 

older user’s password (Thor, 123123) to remotely login to complete this homework assignment by 

the due date. 
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Dictionary Attack 
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Brute-Force Attack 
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