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Task C: 20 points 

Follow the steps in the lab manual, and practice cracking practice for WEP and WPA/WPA2 protected 
traffic. 

1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 points) 

Step 1: Navigate to Module 5 on the VM 
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Step 2: Crack the WEP Key 

Command >> aircrack-ng lab5wep-demo.cap 

 

Results: Key Found, F2:C7:BB:35:B9 
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Step 3: Decrypt the WEP Traffic 

Command >> airdecap-ng -w F2:C7:BB:35:B9 lab5wep-demo.cap 

 

Step 4: Open Decrypted File in Wireshark 

Protocols showing >> HTTP and FTP (Statistics >> Protocol Hierarchy) 

 

HTTP 
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FTP 
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Task C.1 — WEP Traffic Analysis: 

After decrypting lab5wep-demo.cap using the cracked WEP key (F2:C7:BB:35:B9), the Protocol 
Hierarchy Statistics revealed 142,415 total packets. The decrypted traffic exposed multiple 
plaintext protocols including HTTP (1,274 packets), FTP (22 packets), DNS (80 packets), and 
ARP (122,691 packets). HTTP traffic showed web requests between 192.168.2.10 and external 
servers, including file downloads (JPEG images, GIF files). FTP traffic from 195.42.179.201 
revealed directory browsing and file transfer commands in plaintext, demonstrating the serious 
security risk of using WEP encryption. 

 

2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 points) 

Step 5: Crack WPA2 Demo File 

Command >> aircrack-ng lab5wpa2-demo.cap -w /usr/share/wordlists/rockyou.txt 

 

Result: Key found, password 
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Step 6: Decrypt the WPA2 Traffic 

Command >> airdecap-ng -p password lab5wpa2-demo.cap -e CCNI 

 

 

Step 7: Open Decrypted WPA2 File in Wireshark 

 

Filter: eapol (no results) 
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Filter: http (no results) 

 

 

General Results: 

 

Task C.2 — Protocol Hierarchy Statistics for lab5wpa2-demo-dec.cap 

After decrypting lab5wpa2-demo.cap using the cracked WPA2 password ("password") for the CCNI 
network, the Protocol Hierarchy Statistics revealed 2,228 total decrypted packets. The traffic is dominated 
by TCP (98.2%), with Transport Layer Security (TLS) accounting for 127 packets, indicating most web traffic 
is encrypted at the application layer via HTTPS. HTTP traffic (62 packets) was also present, along with DNS 
(22 packets) used for domain name resolution, and a small amount of ARP (4 packets). Compared to the 
WEP capture, the WPA2 traffic contains significantly fewer packets and no plaintext FTP sessions, 
reflecting a more security-conscious network environment. However, the successful decryption 
demonstrates that WPA2 is still vulnerable to dictionary attacks when weak passwords like "password" are 
used. 
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Task D: 30 points 

Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table below 
and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID (i.e., cloch001). 
For example, the last digit of the hash for svatsa is 8. Thus, I should pick up the file "WPA2-P3-01.cap." 

MD5 of svatsa is fe2943715a4e07c670b242559f5974f8 
 

You can find an online MD5 hash generator or the following command to get the hash of a text string, 

 
 
 

• The above files are zipped in a folder 
named "Lab Resources (2023 Spring)." 
You can locate the zipped folder in your 
VMshare in any Kali Linux VM. Then, 
extract the zipped file and find the 
assigned WPA file under the sub-folder 
"WPA traffic." 

• Please note that - it is recommended to copy the zip file to your local folder before extracting the 
whole file in the VMshare folder. 

 

Figure 1 Location of Lab Resource (2023 Spring) in the VMshare folder. 
 
 

 
 

Figure 2 I copied the zip file to the Desktop and then extracted it to access the WPA traffic folder. 
  

Last digit of your MD5 Filename 

0~3 WPA2-P1-01.cap 

4~5 WPA2-P2-01.cap 

6~8 WPA2-P3-01.cap 

9~B WPA2-P4-01.cap 

C~F WPA2-P5-01.cap 
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Then complete the following steps: 

1. Implement a dictionary attack and decrypt the traffic using the correct file based on your last 
character of md5 hash for your midas name. - 20 points 

2. Decrypt the encrypted traffic and write a detailed summary to describe what you have explored 
from this encrypted traffic file (using wireshark). -10 points 

 
Command >> echo -n cloch001 | md5sum (d is the last character, thus WPA2-P5-01.cap) 

 

 
 
Step 8: Task D: Crack WPA2-P5-01.cap 
 

Command >> aircrack-ng WPA2-P5-01.cap -w /usr/share/wordlists/rockyou.txt 

 
 

Results: Key found, messenger 

 
 

Command >> aircrack-ng WPA2-P5-01.cap (grabs the ESSID) 
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Step 9: Decrypt Task D Traffic 
 

Command >> airdecap-ng -p messenger WPA2-P5-01.cap -e CyberPHY 

 
Command >> airdecap-ng -p messenger WPA2-P5-01.cap -e CyberPHY 

 
Step 10: Open Task D File in Wireshark 
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Filter: DNS 
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Filter: TCP 
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Task D — WPA2-P5-01-dec.cap Traffic Analysis 
 

After performing a dictionary attack on WPA2-P5-01.cap using rockyou.txt, the WPA2 
password for the CyberPHY network was successfully cracked as "messenger". 
Using airdecap-ng, 1,668 of 1,793 WPA data packets were decrypted. Traffic analysis 
in Wireshark revealed that the client device at 192.168.1.127 was connected through a 
CiscoLinksys access point (00:16:b6:da:cf:2d). The dominant protocol was GQUIC 
(Google Quick UDP Internet Connections) at 41.9% of packets, indicating heavy 
Google service usage. DNS queries revealed the user was visiting sites including 
google.com, taobao.com, and alipay.com, suggesting possible international browsing 
activity. Notably, MSN Messenger Service traffic (31 packets, 7.3% of bytes) was 
detected, revealing the use of an instant messaging application. TLS/SSL traffic (48 
packets) confirmed that some communications were encrypted at the application layer. 
HTTP traffic (25 packets) was also present in plaintext. This capture demonstrates that 
even with WPA2 encryption, a weak dictionary-based password like "messenger" 
leaves the entire network vulnerable to traffic decryption and analysis. 


