 
  
  
CYSE 270: Linux System for Cybersecurity Assignment: Lab 5 – Password cracking 
 
Due: Sunday, October 10, 2021 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CYSE 270: Linux System for Cybersecurity 
 
The goal of this lab is to test strength of different passwords.  
Task A – Password Cracking 
1. Create 6 users in your Linux system, then assign each user a password that meets the following  complexity requirement respectively. You should list the passwords created for each user.  
1. A simple dictionary word (all lowercase) bob cat
2. 4-character digits  tom 1234
3. A simple dictionary word (all lowercase) + digits guy dog1256
4. A simple dictionary word (all lowercase) + digits +symbols tiger hack048@
5. A simple dictionary word (all lowercase) + digits sam myuncle789
6. A simple dictionary word (w. a mix of lower and upper case) + digits +symbols  dave WafflE@*654
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[image: ] [image: ]Remember, do not use the passwords for your real-world accounts. 
 
2. Export above users’ hash into a file named xxx.hash (replace xxx with your MIDAS ID) and use  John the Ripper to crack their passwords in wordlist mode (use rockyou.txt).  
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3. Keep your john the ripper cracking for at least 10 minutes. How many passwords has been  successfully cracked?  
 [image: ]
 
 
Extra credit (10 points): 
1. Find and use the proper format in John the ripper to crack the following MD5 hash. Show your  steps and results.  
· 5f4dcc3b5aa765d61d8327deb882cf99 
· 63a9f0ea7bb98050796b649e85481845 
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root@CS2APenTest: ~

Terminal Help

bob: $6$RALSMCKwhhq8SxLg$sWeeqxIKh . MddfoK9LhknpnxFVH2HrsEybYU2faD07Pgdule fb4E5igal
u9ABpWt1dUF7as]tgTWBBUPL587We0:1001:1001: : /home/bob: /bin/sh

tom: $6$u/PvKjDhGq/Hn/p4$Y84v00t TKE72gon fRUNIY6RIPpTOIDH3GK1gTMEAUStDDer9AS81t3rs7
SnghuT9yTGsLCoChILKFCOaBLIGA3 . : 1002:1002: : /home/tom: /bin/sh

guy: $6$8jRZY5R8940qR/Ff$0pIN3WCGscBlySyCof/ul5Nozx7LErqsaBnFuPyBTnn/BWOKTVk2Y9Tn
Zecc7vOGUIgSafH/fZLfqUbx11J8r1:1003:1003: : /home/guy: /bin/sh

tiger: $6$qVpYXKKWTLGTpX1T$g2FIUt478T91]6IDXPQOT84NVOtO4pZyTq902nWiwd tEWU7 thOT rm
NX5p80115U0G09j SPRAAOUSprc5VS1s1:1004:1004: : /home/tiger: /bin/sh

sam: $6$285TyBFNFWUNP . . d$fCR1bwxSU7IrIHy31Q6ZmnXhY6 . CECiWnFGXt1YKHNGU7BPU3Vg/VX1V]
XOHshMacDAG6Nqz4ThZa5xkKgZq.2n/ : 1005:1005: : /home/sam: /bin/sh

dave: $6$Ha9m1502q WSaKeI$B . UD7v/5kEdh4HIBmCd7 . ELDBrarxIt6@N. inw.zDHjA69Ng LRHVZhV/
6NMEeitI1ReadFYCxc4wK9. 6woaGBt1: 1006:1006: : /home/dave: /bin/sh
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rootacszapentest: # vi 1ridde@rootacszarentest: # vi 1riddeos.hash.txt
rootacszaPentest: # cat 1ridees.hash.txt

cat: 1rideo3.hash.txt: No such file or directory

FootacszaPentest: # vi 1riddees.hash. txt

rootacszaPentest: # cat 1riddeos.hash.txt

bob : $6$RALSMCKwhhq8SxLg$sWeeqxTKh . MddfoK9LhknpnxFVH2Hr sEybYU2faD07Pgdule fbaESigq|
u9ABpWt1dUT7asItgTWBBUPL587Wed:1001:1001: : /home/bob: /bin/sh

tom: $6$u/PVKjDhGq/Hn/p4$Y84v00t TKE7zgon fRUNIY6RIpTOIDH3GK1gTMEAUStDDer9AS81t3rs7|
SnghuT9yTGsLCoChILKFCOaBLIGA3 . : 1002:1002: : /home/tom: /bin/sh

guy: $6$8jRZY5R8940qR/FF$0pIN3WCGscBlySyCof/ul5Nozx7LErqsaBnFuPyBTnn/BWOKTVk2Y9Tn|
Zecc7vOGUIgSafH/fZLfqUbx1118r1:1003:1003: : /home/guy: /bin/sh - ——)
tiger: $6$qupYXKKWTLGTpX1T$g2FIUt478T91]6IDXPQOT84NVOtO4pZyTq902nWiwd tEWU7 tbOT rm)
NX5p80115U0G09SPRAAOUSprc5VS1s1:1004:1004: : /home/tiger: /bin/sh

sam: §6528STYBFNFWUNP . . d§fCR1bWXSU7 IrIHV3106ZnnXhY6 . CECIWnFGt1YKHNGU7BPUSV/ VX1V
XOHshMacDAG6Nqz4ThZa5xKKgZq.2n/ :1005:1005: : /home/sam: /bin/sh

dave: $6§Ha9m1502qWSaKeI$B . UD7v/SKEdh4HIBmC7 . ELDBrarxIt60N. inw. zDHjA6INGLRHVZhY,
6NMEeitT1ReadFYCxc4wK9 . 6W0aGBt1: 1006:1006: : /home/dave: /bin/sh

el n

bkl Dt

KALI

root@Cs2APenTes:

11:03 PM

A ) 10/10/2021





image8.png
ACLVATIon OF NECWOFK CONNECHon falted

File Edit ch Termin.

u9ABpWt1dUF7as]tgTWBBUPL587We0:1001:1001: : /home/bob: /bin/sh
tom: $6$u/PVKjDhGq/Hn/p4$Y84v0Ot TKE72gon fRUNIY6RIPpTODH3GK1gTMEAUStDDer9AS81t3rs7|
SnghuT9yTGsLCoChILKFCOaBLIGA3 . : 1002:1002: : /home/tom: /bin/sh
guy: $6$8jRZY5R8940qR/Ff$0pIN3WCGscBlySyCof/ul5Nozx7LErqsaBnFuPyBTnn/BWOKTVk2Y9Tn|

Zecc7vOGUIgSafH/fZLfqUbx11J8r1:1003:1003: : /home/guy: /bin/sh

tiger: $6$qupYXKKWTLGTpX1T$g2FIUt478T91]6IDXPQOT84NVOtO4pZyTq902nWiwd tEWU7 tbOT rm)
NX5p80115U0G09]SPRAAOUSprc5VS1s1:1004:1004: : /home/tiger: /bin/sh

sam: $6$285TyBFNFWUNP . . d$fCR1bwxSU7IrIHy31Q6ZmnXhY6 . CECiwnFGxt1YKHNGU7BPU3Vg/vX1V|
XOHshMacDAG6Nqz4ThZa5xKKgZq.2n/ : 1005:1005: : /home/sam: /bin/sh

dave: $6$Ha9m502qWSaKeI$B. UD7v/SKEdh4HIBmCd7 . ELDBrarxIt60N. inw. zDHjA69INgLRHVZhV|
6NMEeitT1ReadFYCxc4wK9 . 6w0aGBt1:1006:1006: : /home/dave: /bin/sh

fo0taCszAPenTest: # sudo john --format=crypt 1riddee3.hash.txt --wordlist=rockyol
u.txt

Using default input encoding: UTF-8

Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [?/64])
Cost 1 (algorithm [1:descrypt 2:mdScrypt 3:sunmdS 4:bcrypt 5:sha256crypt 6:shasi)
2crypt]) is 6 for all loaded hashes

Cost 2 (algorithm specific iterations) is 5000 for all loaded hashes

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

1234 (tom)

cat (bob)
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FootacszaPentest: # cp /usr/share/wordlists/rockyou.txt.gz ~
root@Cs2APenTest:~# 1s
total 52148
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fasttrack.txt nmap
fern-wifi

st

rockyou. txt.gz
wfuzz

-1

4096
4096
4096
4096
4096
4096
4096

53357329
4096
4096

18

Nov
Jan
Jan
Jan
Mar
Mar
Mar
oct
Mar
Mar
Jan

2017
2019
2019
2019
2017
2017
2017
21:59 rockyou.txt.gz
2017
2017

2019 VMshare -> [IISICIEIAIEIEIRS

Sun22:01

KALI

k..

10:01 PM

~ B o) 10/10/2021




image2.png
rootECSzAPentest:o# gunzip rockyou.txt.gz
rootacs2Apentes:

# john
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File Edit

root@CS2APenTe:

DaSSWGT pasSwot G e
root@cs2APenTest:~# sudo
New password:

Retype new password
passwd: password updated
root@Cs2APenTest:~# sudo
root@cs2APenTest:~# sudo
New password:
Retype new password

root@cs2APenTest:~# sudo
New password:
Retype new password

passwd: password updated
root@cs2APenTest:~# sudo
root@cs2APenTest:~# sudo
New password:
Retype new password

passwd: password updated
root@cs2APenTest:~# sudo
root@cs2APenTest:~# sudo
New passwort

passwd bob

successfully
useradd -m tom
passwd tom

sorry, passwords do not match
passwd: Authentication token manipulation error
passwd: password unchanged

passwd tom

successfully
useradd -m guy
passwd guy

successfully
useradd -m tiger
passwd tiger
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root@CS2APenTest: ~

File Edit rch Terminal Help
Retype new password:
passwd: password updated successfully
Foot@cszirentest: # sudo useradd -m tiger
rootEcszaPenTest: # sudo passwd tiger
New password:

Retype new password:
passwd: password updated successfully
FootacszaPentest: # sudo useradd -m sam
rootEcszapentest: # sudo passwd sam
New password:

Retype new password:
sorry, passwords do not match.
Authentication token manipulation error
passwd: password unchanged
FootacszaPentest: # sudo passwd sam
New password:

Retype new password:
passwd: password updated successfully
FootacszaPentest: # sudo useradd -m dave
rootacszaPentest: # sudo passwd dave
ex posseor |
Retype new password:
passwd: password updated successfully i
root@cs2ApenTest:~# [ ]
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root@eszarentest: # sudo unsharoot@cszarentest: # sudo unshadow /etc/passwd /etc
/shadow

oot : $6$545xUMG. $0756 . F40k4LATO8KD19G00MSwW/XANGX99 rDQPHLOPUOYOUCTM7XV57VES JKLVCT
y1hpMa. Tw01aHwWlFoGoTege:0:0: root:/root: /bin/bash

daenor 1:daemon: /usr/sbin: /usr/sbin/nologin
bin:*:2:2:bin:/bin:/usr/sbin/nologin

usr/sbin/nologin

/bin:/bin/sync

usr/games: /usr/sbin/nologin

12:man: /var/cache/man: /usr/sbin/nologin

p:*:7:7:1p:/var/spool/lpd: /usr/sbin/nologin

mail var/mail:/usr/sbin/nologin





