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Diagram Physical Layout description
This is a basic floor plan layout I came up with for this assignment. I had this based on the course PLE and the second chapter of the book. The layout size is medium sized, so I ended up having a similar design to the medium one. I have two doors in the floor plan. The doors that are in the floor plan will have a RFID key card access. I have eight computers in this floor plan. Two of the computers are for analysis and the other ones is going to be for the other staff.  I also have three file cabinets with in the floor plan. The cabinets will have some locks for added security. The last thing that is on the floor plan is a work bench. Some of the things I did not include in the diagram, but I mentioned it in the inventory section of this paper.
Inventory of equipment in the diagram description
I did not go too in-depth with this because some of the things should already be included for the department. Just the basics things on the excel. So, on the excel I did the things that are required for the lab. I did the name and the prices of all the things needed for the lab. You need to have desks, cabinets, workbench, chairs are pretty self-explanatory. The printer I have is an Epson Eco tank pro. I have two FRED L Forensic Laptops. I also found some computer desktops with monitors, keyboards, and mouses on amazon. These were dell OptiPlex with Sceptre monitors, and Logitech keyboards and mouses. With all the basic things I got $22,941.20. Also need to consider any log systems for visitors. I wanted to include a bunch of software for this lab. The list I have for this: autopsy, wireshark, helix3 pro, AccessData FTK, memory forensics volatility, Cellebrite UFED, CAINE, X-ways forensics, Encase, Paraban Suite, Registry Recon, and axiom. This should cover the acquisition, validation and verification, extraction, reconstruction, and reporting. 
Lab accreditation plan
The lab has to be compliant with ANAB (ASQ National Accreditation Board). The lab has to be constantly audited. The audits are usually for the labs task and for the function of the lab. It also checks the management of the lab manager. Basically, checking for the credibility and integrity of the work of the lab.
Lab maintenance plan
The maintenance plan should have a plan for training potential staff that ends up working there in the lab. New staff needs to be able to help with cases. The staff also should know the risk. Another big concern is potential upgrades that the lab gets overtime. Every computer and the software on them need to be update. If the software needs an upgrade or computer, the money should be set aside for that. 18 to 36 months is a good time frame for any major upgrades. The maintenance plan needs to be able to repair any physical damage for the equipment or buy new ones if necessary. It also needs to have a backup system in place just in case of a potential black out or breach in the system. Also need a way to properly dispose of sensitive materials and hiring any companies needed for it. This plan must also satisfy the accreditation plan too. The plan should consider any visitors too. It should have logs of who goes in or out. The lab manager needs to stay on top of all of these and the technician need to help with the technical side of things.
Lab manger and technician requirement 
For these two spots I would probably post these positions on indeed or on Linked in because it seems to be the best sites. When I was looking at other job sites, they were not well known as the other two or was lack luster. 
The lab manger should be in charge of the maintenance plan and that has a lot of responsibility. They would also have to create new policies if needed. Lab managers should also need to be able to train new staff. Also needs to keep track of any misuse of equipment. Needs to have knowledge about hardware and software as well. The lab manager needs to set up processes for managing cases. The lab manager has to enforce ethical standards too. They would at least need a certified computer forensic technician, advance.
[bookmark: _Hlk96609225]The lab technician should help the lab manager when needed. It is highly technical biased and needs to know how to use the equipment. They would probably need to work with other people in the department in order to help out. The technician also needs a certified computer forensic technician, advance.
Both of these can have a bachelor’s degree requirement at the minimum. Both of the salaries would probably be determined by the department, but I estimated them. With the lab manager position, I think the salary would probably be around 70,000 to 80,000. The lab technician position for the salary would probably be around 60,000 to 70,000.

