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	Two men enter a bank in the middle of the day in Jamaica with printed badges two clipboards and button-up shirts with the bank company’s name on them. These two men do not work for the bank. They are human hackers, Chris and Ryan, trying to breach and steal data from the bank. Inside the clipboards are USB keys, lockpicks, and a camera to videotape information inside the bank. As the two men walk into the bank one man acts as if he is talking to someone inside the bank already. The two men walk right past the bank security guards and walk right upstairs. They find a confidential ATM testing center room and enter it as the bank workers believe they are there for an audit and let them walk right in. Shortly after taking pictures of everything valuable in that room, they walk out and find another room where they find a lady leaving the room. The two men hold the door open after she opened it as a kind gesture and got their entry to the call center. This Call center has rows and rows of desks and computers. Chris and Ryan ask someone to log onto one of the computers for them and the person logged in with no questions asked. While Chris is videotaping her username and password. Now Chris and Ryan can plug in their USB keys and get to work. They are now able to gain access to valuable information and the bank’s network. This is a case of Social Engineering. Social Engineering is using deception and posing as someone else to gain access to confidential and personal information to use for typically fraudulent purposes. Chris and Ryan posed as workers for the Bank giving them an audit. This allowed them to bypass security and gain workers’ trust to get into classified information (Rhysider 2020). There are a lot of trusting people that can be manipulated and taken advantage of. That is why we need to bring more attention to social engineering and educate our peers and coworkers on how to prevent it. Thousands of companies every year lose millions of dollars to social engineering attacks. There are many different types of social engineering attacks. There are three main types of attacks, and they include phishing emails, physical breaches, and pretext calling. 
	Phishing emails are one of the most common cases of social engineering. Phishing emails consist of an attacker sending fraudulent or malicious emails to try and deceive victims. These attackers will pose as companies such as Amazon or Facebook explaining there is a problem with the victim’s account. Typically, these emails will have malicious links where the victim will click on the link and have to enter confidential and personal information into a fake website login, and have their information stolen (Fatima 2019). The victim believes the link is to the actual website of Amazon or whichever website the attacker is impersonating. Instead of the link going to the real website, it will bring the victim to a fake website where the hacker then will have access to any information the user inputs. Attackers will even attach malicious malware to links and attachments in emails where a victim will click on a link or attachment and instantly download dangerous malware, trojan horses, and worms. 
	There are many ways to avoid phishing emails and it isn’t too hard to do so. One of the easiest ways to avoid phishing emails is to never click on any suspicious links or any links at all. It is best to just type the URL into the search bar instead of clicking on a link in the email (Steinzmetz 2022). This way if an attacker posing as amazon sends an email with a link to amazon the victim would then just type amazon.com into their search bar instead of clicking the link and be sent to the real website. They then can enter their information safely and realize there was no issue at all and the sketchy email was just a hacker trying to obtain personal information. Another way to avoid phishing emails is to have the browser updated to the newest update and protect computers with security software. A little protection goes a long way, the security software will protect the user from malicious websites and links. Protecting personal accounts with two-factor authentication is also a good way to protect personal information. Two-factor authentication will prompt whoever is trying to sign into the account to verify their identity with another means, usually by a text message code or email code. 
	There are a few different types of phishing emails which include spear phishing and smishing as well. Spear phishing is phishing emails targeting a specific person or group. This type of phishing email will be more targeted towards the person’s company or things they like. These emails are sent from someone impersonating a known or trusted sender. Smishing includes phishing through SMS messages. These text messages will act like banking institutions or other companies and leave a link for the user to click and enter their bank details or other accounts. It is best to ignore random text messages from unknown numbers. 
	If someone were to be exposed to a phishing link and clicked on the link there are some things needed to do immediately to reduce loss. This person should change their username and password for whichever site they had their personal information compromised. If the victim uses the same password for everything, then they must change every single account password. It is not a safe practice to use the same password for multiple accounts. If banking information was compromised, then the victim should call their bank immediately and either freeze their bank or let them know of possible fraudulent purchases. If the scammer had gotten ahold of the victim’s social security number or credit card then they should visit IdentityTheft.gov and follow the steps on the website for whatever information was stolen.
	Physical breaches are where an unauthorized person gains access to crucial and confidential information and areas through the use of social engineering tactics. Chris and Ryan walking into the Jamaican bank acting as auditors to gain access to confidential areas is a great example of a physical breach attack. Typically, before a physical breach attack, there is some research done on the company being attacked before the breach is started. Some homework for the attacker includes open-source intelligence-gathering or OSINT (Hwang 2022). OSINT includes going online to websites such as LinkedIn, Twitter, Instagram, and Facebook and looking for employees of the targeted company. By going to the company’s LinkedIn profile the attacker can find out a list of employees that work for the company. The attacker can then see employees posting information to LinkedIn such as an upcoming audit and this adds a tool for the attacker to use. The attacker could also go further and search for different employees’ social media accounts to see if they are posting any valuable information about the company that the attacker can use to gain trust or access to the building. After doing a lot of research on many different websites and accounts of various employees there is typically one employee posting something they shouldn’t be which allows the attacker to gain any valuable information useful to their attack. After obtaining information from OSINT the attacker can then plan their breach. Physical breach social engineers can be referred to as human hackers because they themselves are breaching into the company at this point. These human hackers will try to enter the building acting as if they belong there as Chris and Ryan did with the Jamaican bank. With the knowledge from OSINT attackers are able to gain the trust of employees by knowing things that shouldn’t typically be known to outsiders of the company. Once the attackers can get in they can steal all the data and hack the computers they want and leave. 
	There are many ways to stop a physical breach and social engineering attack from happening. It is good to have meetings with employees so they can be aware of the dangers and threats they may encounter while working. Tailgating is one of the easiest ways an attacker can get into a classified building. Tailgating is when an attacker follows an authorized individual into a building or room where one would typically need to verify their identity to enter. A simple way to counter this is to tell employees to never let anyone in behind them and not hold doors for anyone. This way they don’t let anyone without authorized access into confidential rooms or buildings. Another way to help stop physical breaching is to have employees check other employees’ credentials and verify they should be there, especially if the person does not look familiar. Chris and Ryan were able to successfully tailgate into two confidential rooms of the bank by following someone into the room and holding the door open for someone leaving another room. This should not have happened, and the workers should have closed the doors and not willingly let someone walk into any rooms that require authorized access. Companies need to hold meetings explaining to their employees the dangers of social engineering and how to keep an eye out to prevent it. Carelessness can cost a lot of money, so it is best to be careful and not display any confidential information online. 
	The last type of social engineering is pretext calling. This type of attack occurs over a phone call and the attacker will pose as someone with importance or authority to try and get the victim’s name, date of birth, social security number, bank details, and whatever other information they can gather from the victim (Stenberg 2020). My grandmother will get calls from people posing as her grandchild that is in a lot of danger and in need of immediate cash. This is an example of pretext calling and it is sickening to me that attackers will go for the elderly who may not have the clearest mind. Typically, these pretext callers will first try to gain the victim’s trust and then try to obtain their personal information. There’s no way to assure that a victim won’t get pretext calls however there are ways to avoid being scammed by these callers.
	One way to avoid these scam callers is to never provide any personal, confidential, or financial information to anyone over the phone who initiated the contact. Always say “sorry I can’t give out this type of information without initiating contact with the company first.” This way we can be sure that we know whom we are speaking to and who is legitimate. Never give a random number any personal information. Always make sure the number is trustworthy and real. Pretext calling is illegal and dangerous but if everyone follows these steps then there will be a lot fewer pretext-calling victims in the world. 
	Social engineering is dangerous and can cause a lot of damage to companies and a lot of lost money. However, there are ways to counter social engineering and stop it from claiming another victim. It is good to always suspect a random call or email may be malicious and to proceed with caution. Never open links or attachments in emails to avoid the risk of being attacked by a phishing email. Always type the URL of the website of interest instead of being trigger-happy with the links. Always have computer browsers and windows updates updated to the newest update for the best and most updated security. Physical breach hackers can be easily stopped with safe work practices such as always closing the door behind one person to assure no one tailgates into the building or room, and always making sure employees or people inside the building have the correct credentials to be allowed in the building. Never be too kind to strangers to let them take advantage of the situation. Social engineers live off people’s kindness. Don’t be mean to people just don’t let them off the hook and make sure they are allowed to be in classified areas. Never post classified information about a company online especially publicly because a social engineer could be watching and taking notes. Lastly, pretext calling can also be easily prevented by remembering to never give out personal, financial, or confidential information over the phone to a stranger. Always make sure that the number being called is correct and the correct company, and if a number is claiming to be a number simply hang up and call the company and verify if what the first person was saying is true. Social engineering can cause a lot of damage and issues, but it is easily preventable by following these safe practices.
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