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Task A. Get ready with VMs (30 points)

i Power on the following VMs:

Tip: you can take one screenshot indicating all VMs are running or one screenshot for each

running VM.

* pfSense — Firewall

« Kali — External Workstation

* Windows Server 2008
¢ Ubuntu 64-bit
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2. Find the IP address of the following VMs:

Tip: you can take one screenshot for each running VM with the corresponding IP address.

e Ubuntu 64-bit
* Windows Server 2008

e Kali Linux

)



@ CYSE-mmcfa008 - Google Chrome

& lab-connect.cova-cci.org,

Connected (encrypted) to: CYSE-mmcfa008
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File Action Media Clipboard View Help E3 Ubuntu 64-bit on CYSE-MMCFAQ0S - Virtual Machine Connection
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File Edit View Search Terminal Help

t@CS2APenTest: ~
root@ bbbl cyse301@ubuntu: ~

File Edit View Search Terminal Help 3 flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
# ifconfig 2 inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255

etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 inet6 fe80::d984:dcea:97a5:f973 prefixlen 64 scopeid 0x20<link>

inet 192.168.217.3 netmask 255.255.255.0 broadcast 19: ether 00:15:5d:40:57:0c txqueuelen 1000 (Ethernet)

inet6 fe80::e2d:9bda:f718:995b prefixlen 64 scopeid 0> RX packets 1511 bytes 109983 (109.9 KB)

ether ©0:15:5d:40:57:05 txqueuelen 1000 (Ethernet) RX errors @ dropped 0] overruns © frame 0

RX packets 548 bytes 29436 (28.7 KiB) TX packets 1776 bytes 132885 (132.8 KB)

RX errors © dropped 8 overruns © frame @ TX errors © dropped © overruns 0 carrier @ collisions @

TX packets 624 bytes 48037 (46.9 KiB)

TX errors 0 dropped 0 overruns © carrier ® collision:

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 169.254.253.64 netmask 255.255.0.0 broadcast 169.254.255.255

. Cavea y inet6 fe80::f6ff:2a9b:ab85:7e97 prefixlen 64 scopeid 0x20<link>
o ethl: fla 4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500 ether 00 0:57:19 txqueuelen 1000 (Ethernet)

inet 169.254.5.78 netmask 255.255.0.0 broadcast 169 RX packets 126 bytes 44758 (44.7 K8)
inet6 fe80::ddf6:83b4:4e63:5a62 prefixlen 64 scopeid ( RX errors 6 dropped 8 overruns © frame
| | ether 00:15:5d:40:57:17 txqueuelen 1000 (Ethernet) TX packets 245 bytes 23292 (23.2 KB)

RX packets 193 bytes 58875 (57.4 KiB) TX errors © dropped © overruns © carrier ® collisions ©
RX errors @ dropped © overruns © frame ©
TX packets 216 bytes 27071 (26.4 KiB) : flags=73<UP,LOOPBACK,RUNNING> mtu 65536
TX errors @ dropped @ overruns © arrier © collision: inet 127.0.0.1 netmask 255.0.0.0
. inet6 ::1 prefixlen 128 scopeid @x16<host>

73<UP, LOOPBACK, RUNNING> mtu 65536 . loop txqueuelen 1000 (Local Loopback)
inet 127.0.0.1 netmask 255.0.0.0 RX packets 404 bytes 30012 (30.0 KB)
ineté ::1 prefixlen 128 scopeid 0x10< RX errors ® dropped © overruns © frame ©
loop txqueuelen 1000 (Local Loopback) TX packets 404 bytes 30012 (30.0 KB)
RX packets 120 bytes 9144 (8.9 KiB) TX errors @ dropped © overruns ® carrier © collisions 0
RX errors @ dropped © overruns @ frame ©
TX packets 120 bytes 9144 (8.9 KiB)
TX errors © dropped © overruns @ carrier © collisions
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ether 00 Link-Tocal TPu6 nadress -
- utoconf iguration 1Py e
RX packe Subnet Mask - - 2 . . .+ -
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- ether 60 Media State . . . . . . . . . . . : Media disconnected
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RX error [PS C:\Users\Administrator>
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After opening the terminals in the three requested VMs I launched the command ‘ifconfig’ for Kali and
Ubuntu to gain their IP addresses. For Windows 2008 I used the command ‘ipconfig’ to gain the IP
address. 192.168.10.10  192.168.217.3



Bl Verify the connection between Kali Linux VM and Ubuntu VM using the ping command.

Tip: you can take one screenshot when both VMs are talking.

@ CYSE-mmcfa008 - Google Chrome

& lab-connect.cova-cci.org/ht

Connected (encrypted) to: CYSE-mmcfa008

a DO nmp(fd & ¥ Ubuntu 64-bit on CYSE-MMCFAO02 - Virtual Machine Connection

Applications ~ Places v [ Terminal ~ RERRRAREN (EAe §7Action s Media SCIpboard SiNiew St ielp

B DO O nw»[Es &

root@CS2APenTest: ~ Termina TermmalkFile Edit View SearchR Terminal Help
File Edit View Search Terminal Help g 0€ cyse301@ubuntu: ~

: # ping 168.10.10 I cyse301@ubuntu:~$ ping 192.168.217.3
PING 192.168.10.10 (192. 0.10) 56(84) bytes of data. PING 192.168.217.3 (192.168.217.3) 56(84) bytes of data.
64 bytes from 192.168.160 icmp seq=1 tt1=63 time=2.00 ms 64 bytes from 192.168.217.3 p_seq=1 ttl=63 time=4.23 ms
64 bytes from 192.168.10.10: icmp_seq=2 ttl=63 time=9. s 64 bytes from 192.168.217.3
64 bytes from 192.168.10.10: icmp seq=3 ttl=63 time=3. @64 bytes from 192.168.21
64 bytes from 192.168.10.10: icmp_seq=4 ttl=63 time=2. 264 bytes from 192.
64 bytes from 192.168.10.10: icmp_seq=5 ttl=63 time=5. s 64 bytes from 192. i B
64 bytes from 192.168.10.10: icmp seq=6 ttl=63 time=1. s # @64 bytes from 192.168. : icmp_seq=6 ttl=63 time=11.9 ms
64 bytes from 192.168.10.10: icmp seq=7 ttl=63 time=3.70 ms 64 bytes from 192.168.217.3: icmp_seq=7 ttl=63 time=6.17 ns

) AC
rtes fr 2 : = = =
fzz bytes from 192.168.10.10: icmp _seq=8 ttl=63 time=1.71 ms . B . 102.168.217.3 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6008ms
& 'rtt min/avg/max/mdev = 1.968/7.892/15.482/4.607 ms
cyse301@Qubuntu:~$

-- 192.168.10.10 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 17ms
rtt min/avg/max/mdev = 1.709/3.638/9.114/2.309 ms
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Task B: Practice with Linux Commands (Complete the following tasks in the Ubuntu VM)

1. Display your current directory in a terminal.

2. Use the echo command to print your name to the console.

3. Display your first and last names in two separate lines using a single echo command (tip: how

to enable the interpretation of escape characters?)

4. Execute the command to return to your home directory.

5. Create a new file named “forXXXX.txt” in your home directory (replace “XXXX” with your own
MIDAS). Then, use the long listing format to display the contents in your home directory. What

is the size of the file you just created?

6. Create a new directory named “XXXX” in your home directory (replace “XXXX” with your own



MIDAS). Then, use the long listing format to display the contents in your home directory. What

is the size of the file you just created?

@ CYSE-mmcfa008 - Google Chrome
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Connected (encrypted) to: CYSE-mmcfa008

< B3 Ubuntu 64-bit on CYSE-MMCFAO08 - Virtual Machine Connection
E File Action Media Clipboard View Help
Recycle Bin 53] @O | umwifd B
Termina! Terminal File Edit View Search Terminal Help

o E ! (%) cyse301@ubuntu: ~

7]
Nmap - cyse301@ubuntu: d
Zenmap GUI /home /cyse301
cyse301@ubuntu:~$ echo 'Madelene McFarlane'
g Madelene McFarlane

4 & cyse301@ubuntu:~$ echo -e 'Madelene\nMcFarlane'
He Madelene
Nutanix SSR McFarlane

Slcyse301@ubuntu:~$ touch formmcfa0es.txt

g cyse301@ubuntu:~$ cd
F(,' cyse301@ubuntu:~$ 1s -1

= total 44
& |drwxr-xr- cyse301 cyse301 4096 Jul 29
O E. druxr-xr-x 2 cyse301 cyse301 4096 Aug 24
B druxr-xr-x 2 cyse301 cyse301 4696 Sep 18 2017 lo
— B8 -rw-r--r-- 1 cyse301 cyse301 8980 Aug 24 2017 examples.desktop
a0 B -rw-r--r-- 1 cyse301 cyse301 0 Sep 8 14:26 formmcfa008.txt
. e drwxr-xr cyse301 cyse301 4096 Aug 24 2017 |

drwxr-xr- cyse301 cyse301 4096 Aug 24

X
X

VM - Kali drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
X

Login info drwxr-xr- cyse301 cyse301 4096 Aug 24
> drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
Lrwxrwxrwx 1 cyse301 cyse301 18 Jan 24
cyse301@ubuntu:~$ mkdir mmcfaeos
cyse301@ubuntu:~$ 1s -1
Vhhware {41 total 48
Workstatin. ¢ druxr-xr-x 3 cyse301 cyse301 4096
2 drwxr-xr- cyse301 cyse301 4096
drwxr-xr- cyse301 cyse301 4096
-rw-r--r-- 1 cyse301 cyse301 8980 2017 examples.desktop
-rw-r--r-- 1 cyse301 cyse301 0 14:26 formmcfa0os.txt
drwxr-xr- cyse301 cyse301 4096 14:27 )0¢
drwxr-xr- cyse301 cyse301 4096 2017
drwxr-xr- cyse301 cyse301 4096 2017
drwxr-xr- cyse301 cyse301 46096 2017
drwxr-xr- cyse301 cyse301 4096 2017
drwxr-xr-x 2 cyse301 cyse301 4096 2017 V
Trwxrwxrwx 1 cyse301 cyse301 18 2019
cyse301@ubuntu:~$ I
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I displayed questions 1-6 in this screenshot. For question 5 the txt file that | had created was sized as 0
bits and then for question 6 the directory that I created was 4096 bits.




. Copy /etc/passwd file to your home directory and rename the file to “passwd_XXXX” (replace
“XXXX” with your own MIDAS). Then, complete the following two subtasks:
* Use the proper command to display the first six lines in this file.

e Search keyword “www?” in this file.

@ CYSE-mmcfa008 - Google Chrome

@ lab-connect.cova-cci.org

Connected (encrypted) to: CYSE-mmcfa008

—' = E3 Ubuntu 64-bit on CYSE-MMCFAQ08 - Virtual Machine Connection
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Terminal Terminal File Edit V

o @r ) cyse301@ubuntu: ~
7] V cyse301@ubuntu:~$ cp /etc/passwd passwd_mmcfa008

Nmap - cyse301@ubuntu:~$ 1s
Zenmap GU examples.desktop
formmcfa0e8.txt passwd_mmcfa008

4 y @ubuntu:~$ head -n 6 passwd_mmcfa008
H e . s :root:/root:/bin/bash
Nutanix SSR. :daemon: /usr/sbin: /usr/sbin/nologin
i :2:bin:/bin: /usr/sbin/nologin
sys:/dev: /usr/sbin/nologin
5534:sync:/bin:/bin/sync
60:games: /usr/games: /usr/sbin/nologin
untu:~$ grep 'www' passwd_mmcfa0es8
$33:33: -data: /var/ :Jusr/sbin/nologin
. cyse301@ubuntu:~$ I
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