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Each student needs to login into the CCIA virtual environment to complete this assignment.
Task A: Sniff LAN traffic

In this task, you will be acting as an ATTACKER who sniffers the internal communications between
peers by using either Wireshark or tshark on Ubuntu VM. You need to use the following VMs to
complete the assignment.

I recommend you keep the Wireshark/tshark running in the background all the time.
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IMPORTANT! Due to the different networking configurations in Hyper-V, you need to Enable Port

Mirroring for related VMs accordingly. This is a helpful link to follow. To be specific, you need to put
the sniffer (Ubuntu VM) as the mirroring Destination, and the target VMs are the mirroring Source
(Figure 2).

To be specific,
* Ubuntu VM: Set Mirroring mode to “Destination” in the “Port Mirroring.”
» Windows Server 2008: Set Mirroring mode to “Source” in the “Port Mirroring.”

» External Kali: Set Mirroring mode to “Source” in the “Port Mirroring.”



1. Sniff ICMP traffic (10 + 10 +20 points)

1.1. In External Kali VM, ping Windows Server 2008 and Ubuntu VM from two separate terminals.

@ CYSE-mmcfa008 - Google Chrome

@ lab-connect.cova-cci.org

Connected (encrypted) to: CYSE-mmcfa008
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1.2. Apply proper display or capture filter on Ubuntu VM to show all ping traffic (towards both

Ubuntu and Windows Server 2008) (tip: you can filter the traffic by protocol type).

@ CYSE-mmcfa008 - Google Chrame.

& lab-connect.cova-cei.org

Connected (encrypred) to: CYSE.mmcfa008
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1.3. Apply proper display or capture filter on Ubuntu VM that ONLY displays ICMP request

originated from External Kali VM and goes to Windows Server 2008 (tip: you can filter the

traffic by IP address).

@ CYSE-mmcfa008 - Google Chrome

@ lab-connect.cova-cci.org

Connected (encrypted) to: CYSE-mmcta008
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2. Sniff FTP traffic (60 points)

Windows Server 2008 is also serving as an FTP server inside the LAN network. Now, you need to use

External Kali to access this FTP server by using the command: ftp [ip_addr of Windows Server 2008].
The username for the FTP server is anonymous, and the password is password. You can follow the

steps below to access the FTP server.

2.1. Unfortunately, Ubuntu VM, the attacker, is also sniffing the internal communication by using
tshark. So, all of your communication is exposed to the attacker. Now, you need to find out the
username and password entered in the External Kali in the Wireshark running on Ubuntu

VM. You need to screenshot and explain how you find the password.
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How | found the password was by filtering the protocol to ftp. Then | can see from the information that
the username and password was accepted by ftp and there for exposing the username and password. If
there was a lot of fip traffic, I could filter using ‘ftp contains “USER”’ and ‘ftp contains “PASS””’ to
narrow the traffic down.

2.2. After you successfully sniffed the username & password from the FTP traffic, repeat the



previous step, and use your MIDAS ID as the username and UIN as the password to reaccess
the FTP server from External Kali. Although External Kali may not access the FTP server, you
need to intercept the packets containing these “secrets” from the attacker VM, which is

Ubuntu Kali.

@ CYSE-mmcfad08 - Google Chrome

& lab-connect.cova-cci.org

Connected (encrypted) to: CYSE-mmcfa008
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Task B — Extra credit: Steal files with Wireshark (15 points)
Log in to Windows Server 2008 VM, and create a file in “C:/inetpub/ftproot/” named

“YOUR_ MIDAS.txt”. Put the current timestamp and your name in the file.
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HHello there,
troday's date 10/4/2022 €:27 PM

o' Music
o Pictures

B videos

Once you have the file ready in Windows Server 2008, switch back to External Kali. Get the file you just

created with FTP protocol remotely. Below is an example.

230 User logg
Remote system type is Windows NT.
ftp> 1s
200 PORT command successful.
125 Data connection already open; Transfer starting.
| aroun A 0ct 4 18:27 unload
group 46 Oct 4 18:31 pjiang.txt

qTOOp oy — 2T tootisdc =
464,455,168 bytes of disk space available.

complete.

0.Ixt

pjiang.txt remote: pjiang.txt
T command successful.
nina ASCII m data connection.
sfer complete.
received 1in

As an attacker, you need to complete the following tasks in Ubuntu VM to steal the file just transferred :
1. Apply a proper display filter to display the FTP-DATA packets between External Kali and Windows
Server 2008.



2. Follow the tcp steam of the FTP-DATA packet and view the content of the file just transferred.
3. Export (Save) the transferred file as a text file in Ubuntu VM and view the content. Below is an

example.

@ CYSE-mmcfa008 - Google Chrome

@ lab-connect.c org

Connected (encrypted) to: CYSE-mmcfa008
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66 20 — 42581 [SYN] Seq=0 Win=8192 Len=0 MSS;|

Today's date is 10/6/2022 4:50PM 66 42581 — 20 [SYN, ACK] Seq=0 Ack=1 Win=292(

My name is Madelene McFarlane 54 20 — 42581 [ACK] Segq=1 Ack=1 Win=131328 L¢
122 FTP Data: 68 bytes

54 42581 — 20 [ACK] Seq=1 Ack=69 Win=29312 L{
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3client pkt

Entire cc
Find:

Help

Plain Text ~ Tab Width: 8 ~ Ln 1, Col1 INS

© 7 wireshark_etho_20221006135336_n08KyM Packets: 14456 - Displayed: 8 (0.1%) Profile: Default




