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TASK A: John The Ripper



1. Create six different users with different passwords (separate into two groups) and add them
to Kali VM. Then use John the Ripper to implement a dictionary attack to crack the
passwords(no need to crack all of the passwords).
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root@CS2APenTest: ~

File Edit View Search Terminal Help
# groupadd Norfolk
# groupadd Virginiabeach
# tail /etc/group -n 6

Debian-snmp:x:143:

systemd-coredump:x:998:

chro ser:x:1000:

: 45:
Norfolk 1001:
Virginiabeach:x:1082:
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: # tail -n 6 /etc/passwd
hor:x:1001:1001: : fhome/Thor: /bin/sh
ron_Man: ‘home/Iron Man:/bin/sh
aptain_Am 1003:1001:: /home/Captain_America:/bin/sh
lack Widow:x:1004:1002::/home/Black Widow:/bin/sh
awkeye:x:10085:1802: : fhome/Hawkeye: /bin/sh

11:09 PN
47241202

11:00 PM
® =+ Lowm )

A T )




oaded 6 password hashes with 6 different 1ts (shaS12crypt, crypt(3) $6% [SHA
H12 256/256 AVX2 4x])
‘ost 1 (iteration count) is 5080 for all loaded hashes
ill run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
23456789 (Iron_Man)
123123 (Thor)
hcapulco (Vision)
0:00:00:50 0.22% (ETA: 80:07:37) 0.85919g/s 742.5p/s 2419c/s 2419C/s iluvpau
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2. Create a list of three users with the simple password in Windows 7 VM and use John the
Ripper to crack the passwords(no need to crack all the passwords).

root@CS2APenTest: ~

File Edit View Search Terminal Help
: # gedit lab4has
: # john lab4h et --format=NT
default input :
fferent salts (NT [MD4 256/256 AVX2 8x3])
e, consider --

key for status
candidate pas
ered for the current salt, minimum 24

st:/usr/share/john/password.lst, rules:Wordlist

ing with incremental:ASCII
(Hawkeye)
g 71 lirectory
..0133008j
-show --format=N ds relfiirectory

3. Use the same set of accounts you created in the previous step, use Cain and Abel to
implement either a brute force attack or a dictionary attack to crack the passwords (no need
to crack all the passwords)

rdesktop -192.168.10.9

Dictionary Attack

Dictionaty

Recycle Bin File Position

% C:\Program Filesh\CaintWordlistsWwordlist et 3466252

Key Riate Optians

s ls [Password]

¥ Reverse [PASSWIORD - DROWSSAF)

¥ Double (Pass - PassPass)

¥ Lowercase (PASSWORD - password)

¥ Uppercase [Password - PASSWIIRD)

R N, sub. pems [Pass Pss Pabs,... P45s... PAGS)

Current password [ Case perms (Pass,phss paSe,..PaSs. PASS)
¥ Two numbers Hybiid Brute (PassD.. Passdd)

Dictionaty Pasition

Elaintest of 579110C49145015C47ECDZ67657D3174 iw 123123
Plaintext of 4CEIEADEA33DA0F7A284DOCIBFOBELFF i= acadenic
Attack stopped!

2 of 3 hashes cracked
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