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Cybersecurity and the Role of Social Science
When I consider my future career in cybersecurity, one possible job area that interests me is to become a Digital Forensics Analyst. As a Digital Forensics Analyst, you will investigate digital devices and the information found within them to assist with identifying how an incident occurred and potentially who may have been responsible. While prior to taking CYSE 201S, I viewed the field of Cybersecurity primarily focused upon computers, networks, and preventing hackers. The coursework provided exposure to the fact that Cybersecurity also encompasses people’s actions or behavior. Specifically, concepts such as Cybersecurity Culture, Values, Social Norms, and Human Behavior can be related to a potential career in Digital Forensics. Additionally, each of the three articles we read proven that successful Digital Forensics professionals need not only an understanding of human behavior but also provide protection for individual’s rights of privacy, as well as exercise caution when interpreting any digital evidence. 
Two concepts from the coursework that connect to a career in Digital Forensics are Cybersecurity Culture and Values. Module 9 defines Cybersecurity Culture as “the knowledge, beliefs, perceptions, attitudes, norms, and values” individuals hold about Cybersecurity. An organizations’ Cybersecurity Culture can affect its members making safer choices. When conducting investigations, a Digital Forensics Analyst will often work with other company employees or investigators, and law enforcement officials. Therefore, it is beneficial for everyone involved to understand the importance of preserving digital evidence. For example, items collected from an employee’s mobile device or desktop computer should never be changed or mishandled due to the possibility of affecting the outcome of an investigation. Similarly, as discussed in Module 9, the attitudes and beliefs held by individuals about Cybersecurity can sometimes reflect or conflict with organizational policies. Having the proper Cybersecurity attitudes and behaviors can play a significant role in ensuring safety and protecting digital evidence even if one is not directly using Cybersecurity technologies. 
The second concept that relates to this career is the value of privacy. According to Module 9, individuals, or groups in many have varying values of Cybersecurity and data privacy. This idea resonated with me since a Digital Forensics Analyst may have direct access to an individual’s private information throughout the process of investigating a digital device. Graeme Horsman wrote an article titled Defining Principles for Preserving Privacy in Digital Forensic Examinations which provides insight into the problem that exists in relation to this issue. Many aspects of a person’s life are documented in their digital devices including internet browsing history, financial records, information, healthcare information, and more (Horsman). The article illustrates that investigators have weighed obtaining useful forensic evidence against respecting an individual's privacy. To address this dilemma, Horsman proposed ten Privacy-Preserving Data Processing Principles that investigators can utilize to achieve this balance. This demonstrates that a Digital Forensics Analyst does not have unlimited access to examine every piece of information contained on a digital device merely because they have access to it; instead, they must identify only those prices of information that pertain specifically to the investigation at hand. 
Lastly, another concept from Module 9 that can also apply to Digital Forensics is social norms. Social norms represent accepted standards of behavior. Examples of social norms in the context of Cybersecurity include utilizing strong passwords and refraining from sharing your passwords with others. There are also professional social norms that exist relative to the handling of digital evidence and information pertinent to a Digital Forensics career. A Digital Forensics Analyst must adhere to established procedures and act responsibly with respect to sensitive information. This is particularly critical given that errors made during the investigation may adversely impact either an ongoing investigation or someone’s privacy. By establishing these professional social norms, a Digital Forensics Analyst can ensure that digital evidence is consistently and appropriately managed. 
The concept of human behavior is critical in digital forensics as well. An article titled “Cognitive and Human Factors in Digital Forensics: Problems, Challenges, and the Way Forward,” by Sunde and Dror, explains how human factors and cognitive biases can influence the way digital forensic examinations are conducted. This is particularly important since an examiner may have an assumption or expectation about what occurred prior to reviewing all the evidence. For instance, is a law enforcement investigator previously believed a suspect committed a crime; he or she may intentionally give greater emphasis to the evidence supporting his or her belief than to other potentially contradictory evidence. Therefore, a Digital Forensic Examiner should remain objective in conducting the examination and evaluate each piece of evidence objectively rather than seeking out evidence which supports his or her preconceived assumptions.
In addition, the third article, “Behavioral Digital Forensics Model: Embedding Behavioral Evidence Analysis into the Investigation of Digital Crime” illustrates the potential benefits of applying knowledge regarding behavior to an investigation. Using a model created by Al Mutawa et al., with Behavioral Evidence Analysis, the authors demonstrated how Behavioral Evidence Analysis could be embedded into digital forensic investigations. The researchers validated their model utilizing 35 case studies and evaluating the model based upon five actual digital crimes from the Dubai Police archives (Al Mutawa et al.). As a result, the researchers concluded that the model would enable investigators to focus on their investigations more effectively, uncover additional relevant evidence, and obtain a better understanding of victim and offender behavior. Further, the research indicated that in certain instances, the model would allow investigators to identify individuals involved in the commission of the crime who were not revealed during a typical investigation. This study exemplifies one aspect of how digital forensics extends beyond the mere identification of files and data; it also requires an understanding of the behaviors underlying such evidence. 
A Digital Forensics Analyst also has a very important connection with society in terms of the social impact of a digital forensic investigation. As digital forensic investigations are performed for individuals from all walks of life and a variety of communities, analysts will have to be aware of potential biases and stereotypes that may cause them to misinterpret digital evidence. Additionally, as discussed in the topic of cognitive bias by Sunde and Dror, analysts should understand their own assumptions, so they do not make subjective judgements about evidence, especially when investigating members of minority and marginalized populations. Since analysts should look at the relevant information to help in the investigation instead of framing conclusions based on an individual’s identity or background, this proves the connections between digital forensics and society. Therefore, the analyst’s decision-making process during an investigation can affect an individual's right to privacy, reputation, and potential legal ramifications. 
In general, CYSE 201S has provided insight for me into how a career as a Digital Forensics Analyst requires both technical skills and knowledge about people. Cybersecurity culture, values, social norms, and human behavior can all impact how a digital forensic investigation is performed. Additionally, the articles highlighted the importance of preserving privacy, mitigating bias, and incorporating behavioral information within digital forensic examinations. I believe these ideas will prove valuable in my future career because a Digital Forensics Analyst must have both technical capabilities as well as responsibility, care, and a basic comprehension of human aspects of cybersecurity. 
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