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Supervisory Control and Data Acquisition (SCADA) systems play an important role in critical 

infrastructure because they allow organizations to monitor and control industrial processes from 

centralized locations. These systems are commonly used in industries such as energy, 

transportation, water management, healthcare, and manufacturing. Although SCADA systems 

improve efficiency and make industrial operations easier to manage, they also create 

cybersecurity risks. Some SCADA environments contain older technology, insecure 

communication protocols, weak access controls, or poor separation between operational 

technology and traditional information technology networks. A successful cyberattack against a 

SCADA system can go beyond stolen information and potentially disrupt physical operations 

and essential services. Organizations can reduce these risks through network segmentation, 

stronger access controls, system monitoring, patch management, employee training, backups, 

and incident response planning.

Introduction

Technology is involved in almost every part of modern society, including systems that people 

normally do not think about until something goes wrong. Electricity, water, transportation, 

manufacturing, and other essential services depend heavily on computer systems to operate 

efficiently. One technology used to manage these operations is Supervisory Control and Data 

Acquisition, commonly known as SCADA. SCADA is a type of industrial control system that 

collects information from equipment and allows operators to monitor and control physical 

processes. According to the National Institute of Standards and Technology, operational 



technology includes programmable systems that interact with the physical environment by 

monitoring or controlling devices, processes, and events (Stouffer et al., 2023).

SCADA systems are extremely useful, but connecting physical equipment to computer networks 

also creates cybersecurity concerns. Unlike a cyberattack against a normal computer, an attack 

against a SCADA system could potentially interfere with machinery, transportation systems, 

utilities, or other physical processes. Because of this, protecting SCADA systems requires 

organizations to consider cybersecurity, physical safety, reliability, and availability at the same 

time.

SCADA Systems and Critical Infrastructure

A SCADA system allows an organization to supervise industrial processes without requiring a 

person to physically monitor every piece of equipment. Information can be collected from 

sensors, programmable logic controllers, remote terminal units, and other field devices before 

being sent to a centralized system. Operators can then use a human-machine interface to view 

this information and make decisions about the physical process. For example, an operator may be 

able to monitor pressure, temperature, water levels, electrical conditions, or equipment status 

directly from a control room.

This capability is especially important when an organization manages equipment across a large 

geographic area. In the energy industry, SCADA systems can be used to monitor electrical 

generation and distribution equipment. Water utilities can use SCADA to monitor pumps, tanks, 

treatment processes, and water distribution. Transportation organizations can use similar 

technology to manage traffic systems, rail systems, and other transportation operations. 

Manufacturing facilities also use industrial control systems to operate machinery and production 



processes. NIST identifies industries such as energy, manufacturing, and transportation as 

environments where operational technology is commonly used (Stouffer et al., 2023).

SCADA systems provide organizations with a level of automation and visibility that would be 

difficult to achieve manually. Operators can identify problems more quickly, collect operational 

data, and remotely control certain equipment. However, this also means organizations become 

increasingly dependent on the availability and integrity of these systems. If a SCADA system 

stops working correctly, the physical process connected to it may also be affected.

SCADA Cybersecurity Vulnerabilities

One major cybersecurity concern involving SCADA is the use of legacy technology. Industrial 

equipment is often expected to operate for many years, meaning some organizations continue 

using systems that were designed before modern cybersecurity threats became a major concern. 

Older equipment may contain outdated software, unsupported operating systems, or 

communication protocols that were created primarily for reliability rather than security. Some 

industrial communication protocols also have limited authentication or encryption capabilities, 

which can make unauthorized access or manipulation easier under certain circumstances 

(Cybersecurity and Infrastructure Security Agency [CISA], 2021).

Another major vulnerability is poor network security and segmentation. Organizations often 

operate both traditional information technology networks and operational technology networks. 

IT networks generally include systems such as employee computers, email, and business 

applications, while OT networks contain systems responsible for physical operations. If these 

networks are not properly separated, an attacker who compromises the business network may 

have an opportunity to move toward more sensitive industrial systems. CISA has identified poor 



network architecture and configuration as significant sources of vulnerabilities within industrial 

control system environments (CISA, 2010).

Human behavior can create additional vulnerabilities. Weak passwords, phishing attacks, 

unnecessary administrative privileges, incorrect system configurations, and unsecured remote 

access can increase the possibility of unauthorized access. Remote connections are particularly 

useful because technicians may need to manage equipment without physically being at a facility. 

However, an insecure remote connection can also create another possible entry point for an 

attacker.

These vulnerabilities demonstrate that SCADA cybersecurity is not based on one specific 

weakness. Legacy technology and insecure protocols can create technical vulnerabilities, while 

weak network segmentation and access controls can allow attackers to take advantage of those 

weaknesses. Organizations must therefore understand both the technology being used and the 

ways users are allowed to interact with it.

Effects of a SCADA Cyberattack

A cyberattack against a SCADA environment can be more serious than a traditional data breach 

because the consequences can extend into the physical world. An attacker who gains sufficient 

access could potentially manipulate equipment, interrupt operations, provide operators with 

inaccurate information, or prevent authorized employees from controlling a process. Depending 

on the organization being attacked, this could affect electricity, water, transportation, 

manufacturing, healthcare facilities, or other services that communities rely on every day.

The Colonial Pipeline ransomware attack provides an example of how a cyber incident involving 

critical infrastructure can cause widespread operational problems. In May 2021, Colonial 



Pipeline temporarily shut down pipeline operations following a ransomware attack affecting its 

business network. The incident resulted in disruptions to fuel distribution and demonstrated how 

a cyberattack involving critical infrastructure can create consequences beyond the organization 

itself. Following the incident, CISA and the Federal Bureau of Investigation encouraged critical 

infrastructure organizations to strengthen ransomware protections and improve separation 

between IT and OT networks (CISA, 2021).

The effects of a SCADA attack can also spread to organizations and individuals who were never 

directly targeted. For example, an extended shutdown at a manufacturing facility could affect 

suppliers, employees, and customers. An interruption involving electricity or water infrastructure 

could affect homes, hospitals, businesses, schools, and government facilities. A successful attack 

could also create financial losses through equipment damage, lost production, recovery costs, or 

service interruptions. This is why cybersecurity involving SCADA systems can become more 

than an organizational issue. Depending on the system affected, it can also become a public 

safety, economic, or national security issue.

Improving SCADA Security and Resilience

Organizations should use multiple layers of cybersecurity controls rather than depending on one 

security measure. One important strategy is network segmentation. Business IT systems should 

be appropriately separated from operational technology systems so that compromising one 

network does not automatically provide access to the other. Proper segmentation can make it 

more difficult for an attacker to move through an organization's network and reach systems 

responsible for physical operations.



Access controls are also important. Organizations should follow the principle of least privilege, 

meaning employees should only have access to the systems and information necessary to 

perform their jobs. Strong authentication should also be required for sensitive systems and 

remote connections. Organizations should continuously monitor their networks for suspicious 

behavior so unusual activity can be investigated before it develops into a larger incident.

Patch and vulnerability management can also reduce cybersecurity risks, although updates within 

SCADA environments sometimes require additional planning. Unlike a normal office computer 

that can usually be restarted with limited consequences, taking industrial equipment offline could 

interrupt production or an essential service. Organizations therefore need to test updates and 

prioritize vulnerabilities according to the risks they create. NIST recommends that organizations 

approach operational technology security while considering the unique safety, reliability, and 

performance requirements of industrial environments (Stouffer et al., 2023).

Finally, organizations should prepare for situations where preventive security measures fail. 

Tested backups, incident response procedures, employee cybersecurity training, recovery plans, 

and manual operating procedures can help organizations respond to an attack. CISA recommends 

that critical infrastructure organizations maintain backups and test manual controls that could be 

used when normal systems become unavailable (CISA, 2021). These strategies help create 

resilience because cybersecurity is not only about preventing an attack. Organizations must also 

be capable of continuing or restoring operations when an incident occurs.

Conclusion

SCADA systems have become an important part of critical infrastructure because they allow 

organizations to monitor and control complex physical operations efficiently. Their use 



throughout energy, water management, transportation, manufacturing, healthcare, and other 

industries also means that their security can directly affect society. Vulnerabilities involving 

legacy technology, insecure communication protocols, weak authentication, poor network 

segmentation, and remote access can create opportunities for attackers. If these vulnerabilities 

are successfully exploited, the consequences can include operational shutdowns, financial losses, 

damaged equipment, public safety concerns, and interruptions to critical services.

Organizations can reduce these risks by using layered cybersecurity controls, separating IT and 

OT networks, limiting user access, monitoring systems, managing vulnerabilities, maintaining 

backups, and preparing incident response and recovery plans. As critical infrastructure continues 

to become more connected, protecting SCADA systems will remain an important part of 

protecting the services and infrastructure that society depends on.
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