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It's not the Central Intelligence Agency; it’s Confidentiality, Integrity, and Availability, which are the three most important concepts in information security.  (Chai, 2022) Confidentiality, Integrity, and Availability, also known as the CIA, is a model designed to guide policies for information security within an organization. Confidentiality is a set of rules that limits access to information. It’s designed to prevent sensitive information from unauthorized access attempts. Integrity is the assurance that the information is trustworthy and accurate. It involves maintaining data's consistency, accuracy, and trustworthiness over its entire life cycle. Availability is a guarantee of authorized people's reliable access to information. It means information should be consistently and readily accessible to authorized parties. Each of these concepts involves authentication and authorization. 
(Shoemaker, 2023) Authentication is where the system requests that the user provide credentials or evidence to prove they are who they claim to be. Authorization refers to the procedure by which privileges are assigned to identified or authenticated people. The concept of confidentiality from the CIA triad requires authorization. A person’s access has to be authenticated in order to access the information. In integrity, the data can only be maintained accurately by a person authorized to access the information and whose identity has been authenticated. In the concept of Availability, the information is available only to a person with authorization and authenticated identity. 
	(Rawat, 2023) Examples of authentication are password authentication, two-factor authentication 2FA and multi-factor authentication MFA, biometric authentication, smart cards or security tokens, and public key infrastructure PKI. Examples of authorization are role-based access control RBAC, discretionary access control DAC, attributed-based access control ABAC, and mandatory access control MAC.
	In conclusion, I believe a user has to have both authorization and authentication in order to protect important information for an organization. Both authorization and authentication are important factors in the CIA triad, which consists of confidentiality, integrity, and availability, not the Central Intelligence Agency. I also believe that in order to be authorized, you would have to be authenticated, or vice versa. One cannot have just one of the two.
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