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Protocol Length

.113721400 reply 1d=0x3180, seq-65/16640,
.109149400 s a ¥ % (ping) request id=0x3180, seq=66/16896,
286 57.111764400 192.168.10.18 192.168.217.3 IcMP 98 Echo (ping) reply id=0x3180, Seq=66/16896, tt
207 58.111323500 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request 1id=0x3180, seq=67/17152, tt
208 58.115368300 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply id=0x3180, seq=67/17152, ttl=
209 58.378937100 192.168.217.3 192.168.217.2 DNS 85 standard query ©x94da A push.services.mozilla.com
210 58.3789561600 192.168.217.3 192.168.217.2 DNS 85 Standard query ®x6c9a AAAA push.services.mozilla.c
211 58.381725900 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x94da Refused
212 58.381733600 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x6c9a Refused
213 58.6630613060 192.168.217.3 192.168.217.2 DNS 95 standard query ©x1329 A content-signature-2.cdn.mo
214 58.663083100 192.168.217.3 192.168.217.2 DNS 95 Standard query ©0x6e@c AAAA content-signature-2.cdn
215 58.670712500 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x1329 Refused
216 58.670719900 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x6e@c Refused
217 59.112787660 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request 1id=0x3180, seq=68/17408, ttl=
.114839100 8 Echo (ping) ply id=0x3180, seq=68/17408, ttl=

15 5 27 08 00 4
o1 cO a8 d9 03
80 e 71 a6 67

11

® E  wireshark_eth0402V12.pcapng Packets: 218 - Displayed: 218 {(100.0%) - Dropped:|

Q2. Packets: 218 Displayed: 120
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Source Destination Protocol Length Info
at 192.168.217.3 192.168.10. ICMP 98 Echo i request i seq=9/2304, ttl=64
2 0.002704800 . -18. . . i id=ex318@, seq=9/23@4, ttl=63
3 1.001563800 request 1d=0x3180, seq=10/2560, ttl=64
4 1.029669400 192.168.10.18 192.168.217.3 ICMP 98 reply id=ex31808, seq=10/2560, ttl=63
7 2.003409400 192.168.217.3 192.168.10.18 icmp 98 Echo request 1id=0x3180, seq=11/2816, ttl=64
8 2.028894200 192.168.10.18 192.168.217.3 icmp 98 Echo reply id=0x3180, seq=11/2816, ttl=63
9 3.004876800 192.168.217.3 192.168.10.18 IcMP 98 Echo request id=ex3180, seq=12/3072, ttl=64
10 3.021186000 192.168.10.18 192.168.217.3 icMP 98 Echo reply id=ex318e, seq=12/3@72, ttl=63
23 4.006905000 192.168.217.3 192.168.10.18 ICMP 98 Echo request 1d=0x3180, seq=13/3328, ttl=64
24 4.008841700 192.168.10.18 192.168.217.3 ICMP 98 Echo reply id=ex3188, seq=13/3328, ttl=63
25 5.008515200 192.168.217.3 192.168.10.18 Icmp 98 Echo request 1id=0x3180, seq=14/3584, ttl=64
26 5.022890300 192.168.10.18 192.168.217.3 icmp 98 Echo reply id=0x3180, seq=14/3584, ttl=63
27 6.010482300 192.168.217.3 192.168.10.18 icMP 98 Echo request id=ex3180, seq=15/3840, ttl=64
28 6.012856700 192.168.10.18 192.168.217.3 icMP 98 Echo reply id=ex318@, seq=15/3840, ttl=63
29 7.012645800 192.168.217.3 192.168.10.18 ICMP 98 Echo request 1d=0x3180, seq=16/4036, ttl=64
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® E Internet Control Message Protocol: Protacol Packets: 218 - Displayed: 120 (55.0%) - Dropped:

Q3. Source: 192.168.217.3 Destination IP: 192.168.10.18



Sequence Number: 29 Size of Data: 98 bytes Response Time: 7.012
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Protocol Length Info
000000800 A A i request 1d=0x318@, /2304, ttl=64 (reply in 2)
.001563800 5 : a > .10. i request 1d=0x3180@, 0/2560, 1=64 (reply in 4)
.003409400 ¢ ¢ : g .108. i request 1id=0x3180, 1/2816, (reply in
004876800 ! ; i request id=ex3180, (reply in
006905000 - y i request 1id=0x31880, (reply in
.008515200 z . ‘ 5 .10. i request 1id=0x3180, (reply in
010482300 : X i request id=0x3180, ' (reply in
.012645800 X * i N ECH i request 3 4
.014411400 - - . . .1e. 1 request 1d=0x318@, = (reply
.018615600 - £ . 5 .108. i request 1id=0x3180, X (reply
10.019985700 : i i request id=ex3180, (reply i
11.021634200 g . i request 1d=0x3188@, (reply
12.023255500 e ‘ B A .1e. i request 1d=0x3180, (reply
13.026207700 g £ . 5 .10. i request id=0x3180, (reply
14.027983000 k ing) id=0x3180, (reply
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® B wireshark_eth0402V12.pcapng Packets: 218 - Displayed: 60 (27.5%) - Dropped: 0 (0.0%) | Profile: D

Q4. Packets: 218 Display: 92
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Source Protocol Length Info

.590880700 192.168. E .168.217.2 Standard query ©x5640 A ciscobinary.openh2
16 3.590910200 alleld SlEf Za 192.168.217.2 DNS 84 Standard query 8x4761 AAAA ciscobinary.opel
17 3.593275200 192.168.217.2 192.168.217.3 DNS 54 standard query response 0x564@ Refused
18 3.593282500 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x4761 Refused
19 3.612029300 192.168.217.3 192.168.217.2 DNS 95 Standard query ©xl1le4 A content-signature-:
20 3.612048500 192.168.217.3 192.168.217.2 DNS 95 Standard query Oxed15 AAAA content-signatu
21 3.614434000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xl1iled4 Refused

.614441500 192.168. .168.217.3 Standard response Oxed15 Refused
33 8.362839900 192.168.217.3 192.168.217.2 DNS 85 Standard query 8xb95c A push.services.mozi
34 8.362860500 192.168.217.3 192.168.217.2 DNS 85 Standard query 0x937a AAAA push.services.m
35 8.364225600 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xb95c Refused
36 8.364233000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x937a Refused
37 8.592358700 192.168.217.3 192.168.217.2 DNS 84 Standard query 6x553a A ciscobinary.openh2
38 8.592380800 192.168.217.3 192.168.217.2 DNS 84 Standard query 8x5e65 AAAA ciscobinary.opel
39 8.596499600 192.168.217.2 192.168.217.3 DNS 54 Standard query response ©x553a Refused
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® E Domain Name System: Protocol Packets: 218 - Displayed: 92 (42.2%)
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root @kali; ~
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root): student
the password.

2a.

2b. To find out the password used by external Kali. I used the Wireshark in Internal Kali and
filtered it to ftp. It says on the information the requests and responses which gave me the
password/username for Ubuntu.
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Source Destination Protocol Length Info
4 0.014194300 192 86 Response
6 4.341043300 192
Response
10 89.136550500 192.
12 92.2820382600 192 . Response
22 165.461987500 192. .18. 5 . G RESpUIsE.
26 191.498792900 192 . . Request =
28 191.498807600 192. .18. X 3 Response: ase specify the password,
30 197.629789500 192 . . iRequest sword
31 197.644970900 192. .10. E: 3 Respanse: in successful.
33 197.669043800 192. - A . x 72 Request: S
34 197.669281300 192. . 5 . . 85 Response: X Type: L8
35 197.671197600 192. 5 . - : 72 Request:
36 197.673355700 192. . . . . 81 Response: tures:
37 197.673363000 192. Sz 4 : 87 Response:
Ezcay o oo I

Frame 8: 100 byte
Ethernet II, Sr
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® E File Transfer Protocol (FTP): Protocol Packets: 50 - Displayed: 16 (32.0%): Profile: Default
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