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Philosophy and Cybersecurity
	Philosophy seemed irrelevant to my major until I decided to take this course. It turned out that the discipline of Philosophy helps in cybersecurity in many ways. Philosophy helps analyze the ethical implications of cyber threats by identifying and evaluating moral principles. Philosophy also helps assess the effectiveness of security measures by exploring the ethical implications of security policies and their impact on society. 
	My takeaway is that I will need the discipline of Philosophy to do my future job correctly and ethically, whether it is cybersecurity, surveillance, data privacy, or information warfare. I learned about work ethics in professional settings. Ethics is just as crucial in the medical field as it is when dealing with cybersecurity, especially if my job involves dealing with customers’ confidential information.
Tools for Ethical Reasoning
	The tools for ethical reasoning taught me how a person’s philosophy perceives things differently based on their reasoning. I had the privilege of learning five of the seven tools and incorporating them in my Case Analyses. I find the contrasting frameworks of Utilitarianism and Deontology interesting because one favors authoritative people, while the other favors authoritarian people. They’re both good tools for reasoning a case. It depends on the situation.
	My takeaway will be that each ethical tool can be applied in real-life decision-making. I will be able to perform my tasks with an open mind and use the tool that best suits me for whatever I face in my future job. In cybersecurity, I believe it’s important to apply the correct philosophical tool because not every case in the cyberworld is created equal. I know that I will definitely need, if not all, some of these ethical tools.
Information Warfare
I find the topic of information warfare very fitting to today’s society. Most countries and most people now rely on the internet. This whole new society shares conflicting information without face-to-face interaction. Information can be shared around the world with a click of a button in an instant. Anyone can receive information, not just the government or authorities. Information warfare does not discriminate against anyone, and that’s what makes it more dangerous than traditional warfare.
My takeaway is that there’s no limit on how much anyone can share on the internet. Without online literacy, citizens worldwide may lose their identity without realizing it. I will need to be more vigilant and open-minded in my future job. Knowing how dangerous information warfare is, I will ensure that I am not biased and take every cyber threat seriously. We never know what information we retrieve online contains or what the purpose is. 
	

