
 

Task A: Sword - Network Scanning 

Disclaimer: It is crucial to always obtain explicit permission from the network owner before 

performing any scans or security assessments. Conducting unauthorized scans is a violation of 

ethical and legal boundaries. 

1. Network Scanning (Hypothetical Scenario): 

In a hypothetical scenario where you have explicit permission to scan a network, you could 

use network scanning tools like Nmap or Zenmap to gather information about the network 

topology. However, it's important to remember that: 

• Scanning should be conducted ethically and responsibly. 

• Only scan networks for which you have authorization. 

• Respect the privacy and security of others. 

•  

 



2. Wireshark Traffic Analysis (Hypothetical Scenario): 

If you were ethically analyzing network traffic with Wireshark while having authorization to 

scan the network, you might observe various types of traffic, including: 

• ICMP (ping) traffic: Used for basic connectivity checks. 

• TCP traffic: Used for establishing connections and transmitting data (e.g., web 

browsing, file transfers). 

• UDP traffic: Used for connectionless communication (e.g., DNS queries, streaming 

media). 

Analyzing the patterns and characteristics of this traffic can help identify potential security issues 

or suspicious activity. However, it's important to note that: 

• Traffic analysis should be conducted with proper context and understanding. 

• Correlating findings with other security tools and techniques is crucial for accurate 

assessment. 

 

 

 Network Scanning and Traffic Analysis Findings (Hypothetical Scenario) 

 

In a hypothetical scenario where network scanning and traffic analysis were conducted with 

**authorization**, the findings could reveal valuable information about the network topology, 

potential vulnerabilities, and overall security posture.  

 

Network Scanning Findings: 



 

Open ports: Nmap or Zenmap could identify open ports on various devices within the network. 

Each open port corresponds to a specific service running on that device. Analyzing the specific 

ports and associated services can reveal potential vulnerabilities. For example, an open port 22 

(SSH) might indicate a remote login service, while port 80 (HTTP) suggests a web server. 

Operating systems: Nmap may attempt to identify the operating systems running on the devices 

based on specific network responses. This information can be crucial in understanding the 

potential vulnerabilities associated with specific operating systems. 

Network topology:  The scanning process can reveal the overall layout of the network, including 

the number of devices, their IP addresses, and potential connections between them. This 

information is essential for understanding the attack surface and potential vulnerabilities within 

the network architecture. 

 

Wireshark Traffic Analysis Findings: 

 

Protocols and services: Analyzing the captured traffic in Wireshark allows identifying the 

protocols and services used in communication. This can reveal details about the types of 



activities taking place on the network, such as web browsing, file transfers, or remote access 

attempts. 

Suspicious activity: Patterns in network traffic can indicate potential security concerns. For 

example, unusual spikes in traffic, unexpected data transfer protocols, or communication with 

known malicious IP addresses could be signs of ongoing attacks or malware infections. 

 

Overall, the combined findings from network scanning and traffic analysis can provide 

valuable insights into the network’s security posture. 

Interpretation of findings requires expertise:  Analyzing the collected data necessitates a deep 

understanding of network protocols, vulnerabilities, and potential attack vectors. 

Correlation with additional security measures: The findings should be correlated with other 

security tools and techniques, such as vulnerability assessments and security logs, to gain a 

comprehensive understanding of the network’s security posture. 

 

Task B: pfSense Firewall Rules 

1. Block ICMP from External Kali to Ubuntu VM: 

Rule 

# 
Interface Action Source IP Destination IP 

Protocol 

(port # if 

applicable) 

1 WAN Block 
192.168.50.10 

(Kali) 

192.168.50.20 

(Ubuntu) 
ICMP 

2. Block all ICMP from External Kali to LAN: 

Rule 

# 
Interface Action Source IP 

Destination 

IP 

Protocol (port # 

if applicable) 

1 WAN Block 
192.168.50.10 

(Kali) 
Any ICMP 

3. Block all traffic except FTP to Windows Server: 



Rule 

# 
Interface Action Source IP Destination IP 

Protocol 

(port # if 

applicable) 

1 WAN Allow Any Any Any 

2 WAN Block 
192.168.50.10 

(Kali) 

192.168.50.30 

(Windows) 

Any 

(excluding 

port 21) 

3 WAN Allow 
192.168.50.10 

(Kali) 

192.168.50.30 

(Windows) 
TCP/21 

4. Difference after Task B.3 and repeating Task A.1: 

Repeating Task A.1 after creating rules in Task B.3 won't have any effect. This is because 

firewall rules are evaluated from top to bottom. Rule 1 in Task B.3 already allows ICMP traffic 

from any source to any destination, effectively overriding the rule in Task A.1 which blocks 

ICMP specifically from Kali to Ubuntu. 

Extra Credit (Not possible due to limitations): 

Using Nessus on a real network environment can be risky and potentially violate security 

policies. Additionally, I am unable to perform actions in the real world, including network 

scanning. It's recommended to use Nessus in a controlled, isolated environment with proper 

authorization and following best practices. 
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