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miguelorellana@kali: ~

File Actions Edit View Help

-3 sudo employee
[sudo] password for miguelorellana:

; ile Syst

: employee
roupadd: group ‘employee’ already exists

~

payroll

admin

TR

Create Three Groups



miguelorellana@kali: ~
File Actions Edit View Help

-p, —password PASSWORD encrypted password of the new account
-r, ——system create a system account
-R, ——root CHROOT_DIR directory to chroot into
-P, —prefix PREFIX_DIR prefix directory where are located the /etc/*
———r— files
,»:f’/E_ﬂ’ -5, ——shell SHELL login shell of the new account
File Systel -u, —uid UID user ID of the new account
-U, ——user-group create a group with the same name as the user
-Z, ——selinux-user SEUSER use a specific SEUSER for the SELinux user ma
pping
—selinux-range SERANGE use a specific MLS range for the SELinux user
mapping

1 sophia
uid=1001(sophia) gid=1001(employee) groups=1001(employee)

olivia
uid=1002(olivia) gid=1002(payroll) groups=1002(payroll)

emma
uid=1003(emma) gid=1003(admin) groups=1003(admin)

i &) @ [ Right Ctrl

Create Users and Set Groups



miguelorellana@kali: ~

File Actions Edit View Help

~

midas01306610 sophia

midas01306610 olivia

~

midas01306610 emma -

3
sohpia
groups: ‘sohpia’: no such user ’ 1

sophia
uid=1001(sophia) gid=1001(employee) groups=1001(employee),1004(midas01306610)

olivia \

uid=1002(olivia) gid=1002(payroll) groups=1002(payroll),1004(midas01306610) ‘

emma
uid=1003(emma) gid=1003(admin) groups=1003(admin),1004(midas01306610)

~

|
e @ Bl &S @ right ct

Create Shared Group and Add



miguelorellana@kali: ~

File Actions Edit View Help
sophia
uid=1001(sophia) gid=1001(employee) groups=1001(employee),1004(midas01306610)

olivia
uid=1002(olivia) gid=1002(payroll) groups=1002(payroll),1004(midas@1306610)

~

emma
uid=1003(emma) gid=1003(admin) groups=1003(admin),1004(midas01306610)

~

‘ sud r /home/cyse_project

\ " sudo :midas01306610 /home/cyse_project

1ls-1d /home/cyse_project
1s-1d: command not found

/home/cyse_project
drwxr-xr-x 2 root midas@1306610 4096 Oct 12 16:13

|
= B @ right c

Create Shared Directory



O w a B a6

Computer
Fully charged

File Actions Edit View Help

-$ sudo 770 /home/cyse_project
sudo] password for miguelorellana:

/home/cyse_project
drwxrwx— 2 root midas01306610 4096 Oct 12 16:13

~

eF g Bl @ 3 right crl

Set Permissions



Y sophia@kali: ~
File Actions Edit View Help

command ‘unmass’ from deb unmass
Try: sudo apt install <deb name>

~

sophia

Password:

su: Authentication failure

sophia
Password:

umask
0002

touch testfile

1s -1 testfile
-TwW-Tr 1 sophia employee @ Oct 12 16:22 testfile

~

i
& B 6 & Right cl

Set umask for Sophia



File Actions Edit

sophia
“v—_ Password:
5 :_/
)

—5 umask
0002

touch testfile

—5 1s -1 testfile
-TW-T 1 sophia employee @ Oct 12 16:22 testfile

~

echo miguel > sophia_homework

1s -1 sophia_homework
-rw-rw-r— 1 sophia employee 7 Oct 12 16:24 sophia_homework

cat sophia_homework
miguel

i
& B & @ R Right Crl

Create File



sophia@kali: ~
File Actions Edit View Help

touch testfile

ls -1 testfile
-TW-Tr 1 sophia employee @ Oct 12 16:22 testfile

echo miguel > sophia_homework

1s -1 sophia_homework
-rw-rw-r-— 1 sophia employee 7 Oct 12 16:24 sophia_homework

~

cat sophia_homework
miguel

~

cp sophia_homework /home/cyse_project/

1s -1 /home/cyse_project/sophia_homework
-rw-rw-r— 1 sophia employee 7 Oct 12 16:25 /home/cyse_project/sophia_homewor
k

¥
B & Bl &M -right c

Copy to Shared Directory



emma@kali: ~

su: Authentication failure

- emma
Password:
su: Authentication failure

emma
Password:
su: Authentication failure

sudo emma
[sudo] password for miguelorellana:
New password:

Retype new password:

passwd: password updated successfully

emma
Password:

cat /home/cyse_project/sophia_homework
miguel

i &1 3 Right Ctrl

Switch to Emma
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Exit



TASK B

D¢ A 63| a el

Log QOut...

miguelorellana@kali: ~

File Actions Edit View Help

—9 sudo g+s /home/cyse_project
[sudo] password for miguelorellana:

[~

File S /home/cyse_project
druxrws— 2 root midas@1306610 4096 Oct 12 16:25

e @ | B & @ Right Ctd

Set SGID




sophia@kali: ~
File Actions Edit View Help

~

L sophia
| Password:

==

‘E < cp ~/sophia_homework /home/cyse_project/sophia_homework2
ile

=@ Bl &S @ right ctrl

Sophia Copies



emma@kali: ~

File Actions Edit View Help
- sophia
Password: }

cp ~/sophia_homework /home/cyse_project/sophia_homework2

N
\ q
=
N

File S
su - emma
Password:
cat /home/cyse_project/sophia_homework2
miguel

Lo Bl @@ M right cr

Emma



miguelorellana@kali: ~

File Actions Edit View Help

—$ sudo g-r /home/cyse_project
(] [sudo] password for miguelorellana:

~

/home/cyse_project
drwx-ws— 2 root midas01306610 4096 Oct 12 16:43

~

& B G 3 Right i

Remove group read permission



