Old Dominion University

CYSE 301 Cybersecurity Techniques and Operations
Assignment #2 Traffic Tracing and Sniffing

| opened 2 terminals and began pinging.
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N |icmp && ip.src ==192.168,217.3 && ip.dst ==192.168.10.10 E3E3 -| Expression. +

No. Time Source Destination Protocol Length Info =
926 222.841069700 192.168.10.10 192.168.217.3 1cMP 98 Echo
927 223.881064200 192.168.217.3 192.168.10.10 IcMp 98 Echo
928 223.885549700 192.168.10.10 192.168.217.3 cmp 98 Echo
929 224.042503300 192.168.10.13 192.168.10.2 DNS 81 Stan
930 224.042525600 192.168.10.13 192.168.10.2 DNS 81 Stan

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 6
Ethernet II, Src: Microsof_40:57:6¢c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (@
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

Internet Control Message Protocol
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eth: <live capture in progress> Packets: 930 - Displayed: 930 (100.0%) _ Profile: Default

| put the icmp filter that displays messages from external kali to ubuntu VM then | used the ftp
command to connect.
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Expression...
root@CS2APenTest: ~
File Edit View Search Terminal Help

ytes from
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= 9.0
ftp 192
onnected to 8.10.10

ype is UNIX
mode to tran

Attacker Kal

This is where | inputted the username and password
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Capturing from eth0
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Source Destination Protocol Length Info
192.168.217.3

2039 391.155761300 . 10.10 Request: USER cyse301
2041 391.160323600 217.3 Response: 331 Please specify the password
2105 400.371029800 10.16 Request: PASS password
2109 406.415931460 . 217.3 Response: 230 Login successful.
2111 400.675630000 3 2 10.10 2 Request: SYST
2116 400.678325200 ; .168.217.3 Response: 215 UNIX Type: L8
2217 416.109198900 : 10.10 Request: QUIT
2218 416.112613900 : 217.3 Response: 221 Goodbye.

Frame 1789: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 0

Ethernet II, Src: Microsof_40:57:08¢c (00:15:5d:40:57:0¢c), Dst: Microsof_46:57:1e (00:15:5d:40:57:1e)
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

Transmission Control Protocol, Src Port: 21, Dst Port: 40542, Seq: 1, Ack: 1, Len: 20

File Transfer Protocol (FTP)

[Current working directory: ]
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This shows the obtained packets where the password is displayed. | used the ftp filter to find it
easier. Then | did the ftp command with the new incorrect password.
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Source Destination Protocol Length Info
o 192.168 192.168.217.3 FTP 80 Response: Goodbye.
192.168 192.168.217.3 FTP 86 Response: (vsFTPd 3.0.3)
192.168. 192.168.10.10 FTP 81 Request: mlive002
192.168 192.168.217.3 FTP 160 Response: please specify the password
81 Request: 91236964
192.168.10.10 192.168.217.3 FTP 88 RRsponse: 530 Login incorrect
192.168.217.3 192.168.10.10 FTP 72 Request: SYST
192.168.16.10 192.168.217.3 FTP 104 Response: 530 Please login with USER and PASS.
192.168.217.3 192.168.10.10 FTP 72 Request: QUIT
192.168.10.18 192.168.217.3 FTP 80 Response: 221 Goodbye.

» Frame 8135: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0
» Ethernet II, Src: Microsof_40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_40:57:8c (00:15:5d:40:57:6c)
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
+ Transmission Control Protocol, Src Port: 40544, Dst Port: 21, Seq: 16, Ack: 55, Len: 15
» File Transfer Protocol (FTP)
[Current working directory: ]
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This shows the packet with the incorrect password.




