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UNITED STATES DISTRICT COURT
for the

__________ District of __________

In the Matter of the Search of )
)
)
)
)
)

(Briefly describe the property to be searched
 or identify the person by name and address) Case No.

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the District of
(identify the person or describe the property to be searched and give its location):

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or property
described above, and that such search will reveal (identify the person or describe the property to be seized):

YOU ARE COMMANDED to execute this warrant on or before (not to exceed 14 days)

’ in the daytime 6:00 a.m. to 10:00 p.m. ’ at any time in the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the
person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where the
property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an inventory
as required by law and promptly return this warrant and inventory to .

(United States Magistrate Judge)

’ Pursuant to 18 U.S.C. § 3103a(b), I find that immediate notification may have an adverse result listed in 18 U.S.C. 
§ 2705 (except for delay of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose
property, will be searched or seized (check the appropriate box)

’ for days (not to exceed 30) ’ until, the facts justifying, the later specific date of .

Date and time issued:
Judge’s signature

City and state:
Printed name and title
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Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant to the
designated judge.

Date:
Executing officer’s signature

Printed name and title


	Dist: 
	Info: [        Eastern District of Virginia]

	JudgeName: Hon. Indigo P. Horner, United States Magistrate Judge 
	Search: 6428 Tappahannock Drive, Norfolk Virginia, 23509 Single-story, single-family red-brick dwelling with grey roof. Home of Juan P. Erb, Primary Suspect
	Court_Namewhere: Eastern
	Court_Locationwhere: Virginia
	PropertyLocation: Suspected Persons include: 

Juan P. Erb (AKA: C0alMiner), White Male, DOB: April 17th, 2001, located at 6428 Tappahannock Drive, Norfolk Virginia, 23509

Locations Include: 6428 Tappahannock Drive, Norfolk Virginia, 23509, Single Story, Single family red-brick residential dwelling, with white-pained windows and a grey roof. Contains a black front door with leading Mobility Ramp. 
	Concealed: See attached affidavit by Agent Joshua A. Morton establishes probable cause to search or seize the following: 

Evidence related to violations of of 18 U.S.C. §§ 1030(a)(5)(A), 1030(b), 1343 , and 1028A including; 

Computers, servers, and networking devices used in the operation of a botnet or the execution of DDoS attacks, Login credentials, API keys, and command-and-control (C2) panel access for controlling botnet infrastructure,  Cloud storage accounts, VPN credentials, and encrypted messaging logs (Telegram, Discord, etc.) containing communications about cybercriminal activities, Bank statements, cryptocurrency exchange transaction logs and financial records demonstrating the flow of illicit funds.


	Search_Date: April 10, 2025
	JudgeMag: 
	Name: 
	Return: Indigo Horner


	Days_Searched: 
	Check Box2A: Off
	Text1: 
	1: 

	Issue_date_Time: 5:10 pm 04/03/2025
	JudgeSignature: Hon. Indigo P. Horner, United States Magistrate Judge
	CityState: Norfolk, Virginia
	Check Box2: Off
	Check Box1: Day or night
	Case_Num: 25-MJ-0413
	Button: 
	Reset: 
	Print1: 
	SaveAs: 

	Executed_DateTime: 04/07/25 7:02 pm
	CopyWith_Name: Nicholas Miller, Assistant to Judge Horner. 
	InventoryPresence_Name: Agent Joshua Morton, FBI
	Inventory_Property: Person(s) seized: 

Juan P. Erb (AKA "C0alMiner") - Primary Suspect



Elliot Vasquez (AKA "XenoByte") - Secondary Suspect



Property Taken:



Custom-Built desktop PC - Suspected Primary Workstation for DDos and Botnet Operations



Two Dell Servers - Suspected botnet Command and Control server



Two NetGear Nighthawk Router - Suspected for use in VPN tunneling



Three Cryptocurrency Cold Storage Wallets - Suspected Cryptocurrency storage for illicit transactions. 



One Custom Built Laptop - Suspected use for access to the dark web and encrypted conversations with customers. 
	Date2: 04/07/25
	OfficerExecuteSignature: Joshua A. Morton
	OfficerExecuteNameTitle: Joshua A. Morton


