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A secure client-server application that helps
users explore skincare and makeup
products for all skin types, tone, and acne
concerns.

Establishes an encrypted
communication between clients and a
server that stores all SkinSync Data.

User Authentication, encryption, and
personalized product
recommendations.



SkinSync Mission & Goals



Most Online platform programs do not prioritize data security, leading to customer data exploitation and potential
breaches. -

The urgency for a secure and intelligent program that helps users explore

skincare and makeup products customized to their needs while protecting Brands like Ulta and
Sephora have programs

their data through encrypted communication and authenticated access. : ' N
like this, but it is based

off marketing rather than
effectiveness.




General Function
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f generate_or_load_key():

Generate a new Fernet key if not present; otherwise load existing.

mr

os.path.exists(KEY_FILE):
key = Fernet.generate_key()
open(KEY_FILE, "wb") 55
f.write(key)
print("“Encryption key generated and saved to key.key (copy this to the client).")

open(KEY_FILE, "rb"™) e
key = f.read()
key

encrypt(cipher, message: str) -> bytes:
cipher.encrypt(message.encode())

decrypt(cipher, token: bytes) -> str:
cipher.decrypt(token).decode()

The same key is used to
encrypt and decrypt and
authenticated

encryption. Secure
communication and

protects sensitive data.
Prevents attackers from
intercepting login
success or failure.




Data and Storage

def load_users():
if not os.path.exists(USER_DB):
return {}
try:
with open(USER_DB, "“r") as f:
return json.load(f)
except json.JSONDecodeError:

return {}

def save_users(users):
with open(USER DB, "w") as f:
json.dump(users, f, indent=2)

SRR Skin types and recommendations ---------------- =

skin_ types definitions = {

"oily": "Excess sebum, shiny, and more likely to develop acne.",
"dry": "Tight, flaky, and low moisture; can feel rough or dull."”,
"combination”: "Oily T-zone (forehead, nose, chin) with dry or normal cheeks.",
"sensitive"”: "Easily irritated, redness or stinging with fragrances or actives."”,
"normal ”: "Balanced sebum and hydration; minimal visible concerns."”
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JSON

Users,json is simple and
automatically sees
usernames, passwords,
etc. server verifies
credentials. Supports
login and
personalization. | didn't
encrypt usersjson for
simplicity, but real-world
would use hash.




Formatting

e Formatting ---—---—-=--—-——- =
def banner():
return (
RO RO |
CEEX SkinSync **¥\n"

e s s s s s A

)

def build_skin_type_menu():

lines = []
lines.append(“Please select your skin type (1-5):")
lines.append(”1. Oily - " + skin_types definitions[“oily“])

"

+ skin_types definitions[ “dry"])
lines.append(“3. Combination - " + skin_types_definitions[ "combination"])
lines.append(“4. Sensitive - " + skin_types definitions[ “sensitive”])
lines.append("”5. Normal - " + skin_types _definitions[“"normal™])

return "\n".join(lines)

lines.append(“2. Dry -

def format_recommendations(skin_type_ key):

it skin_type key not in recommendations:
return "Invalid skin type selection.”
data = recommendations[skin_type key]

output = []



# - Skin types and recommendations ---------------- =

skin_types_definitions = {
"oily": "Excess sebum, shiny, and more Likely to develop acne.",
"dry": "Tight, flaky, and low moisture; can feel rough or dull.",
"combination": "Oily T-zone (forehead, nose, chin) with dry or normal cheeks.",
"sensitive": "Easily 1irritated, redness or stinging with fragrances or actives.",
"normal": "Balanced sebum and hydration; minimal visible concerns.”

}

recommendations = {
"oily": {

"general”: "0Oil free moisturizers/non-comedogenic and salicylic acid cleanser”,

"products”: {
"Cleansers": ["CeraVe foaming cleanser"”, "Skinmedica face cleanser", "CosRX gel cleanser"],
"Face wash": ["Neutrogena oil free acne face wash", "Cetaphil oil removing face wash"],
"Face mask": ["Paula's choice BHA liquid exfoliant"”, "La Roche Posay shine control face mask"],
"Serums": ["The Ordinary niacinamide oil control serum", "La Roche Posay hyaluronic acid”, "The Inkey List niacinamide serum"],
"Moisturizers": ["Tacha water cream", "Shani Darden hydration moisturizer"”, "Dr Jart ceramidin skin barrier moisturizer"],
"Sunscreen": ["Neutrogena oil free SPF 50", "Aveeno protect and hydrate"],
"Sunscreen for darker skin": ["Black Girl Sunscreen", "Supergoop unseen SPF 40")]

¥

"makeup”: ["Nars oily skin foundation/concealer"”, "IT Cosmetics", "Estee Lauder", "Bare Minerals"]




Authentication

def authenticate(users, username, password):

return username in users and users[username]["password"] == password Verification

 create_account(users, username, password): Verifying a users
A e . i ' identity. Matches it
1T username 1in users:

return False, "Username already exists." with the users.json file.

users[username] = {"password": password, "skin type": None, "last results”: None}
save_users(users)
return True, "Account created."

f set_user_profile(users, username, skin type key, results text):
users[username][ “skin type"] = skin_type key
users[username][ “last results"] = results text
save_users(users)




Looping

def handle_client(conn, cipher):
users = load_users()

# Send ¢ a hanner

conn.send(encrypt(cipher, banner()))

conn.send(encrypt(cipher, "Do you have an account? (yes/no): "))
account_status = decrypt(cipher, conn.recv(4096)).strip().lower()

if account_status == "yes":
conn.send(encrypt(cipher, "Username: "))
username = decrypt(cipher, conn.recv(4096)).strip()
conn.send(encrypt(cipher, "Password: "))

password = decrypt(cipher, conn.recv(4096)).strip()
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