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SkinSync 
A secure client-server application that helps 
users explore skincare and makeup 
products for all skin types, tone, and acne 
concerns. 

➔ Socket Programming
Establishes an encrypted 
communication between clients and a 
server that stores all SkinSync Data. 

➔ System supports 
User Authentication, encryption, and 
personalized product 
recommendations. 



SkinSync Mission & Goals 

Our mission and goals at SkinSync hope to foster an inclusive environment by creating a 
secure, educational, confident, and transparent skincare program that empowers women to 
make informed beauty and skincare choices. 

Educational: 
- Teaching users about ingredients, wash routines, and product management!

Security-driven:
- Promotes and achieves secure data transmission and user authentication!

Inclusive:
- Supporting all skin types, tones, and acne severity levels!



Why SkinSync 

Most Online platform programs do not prioritize data security, leading to customer data exploitation and potential 
breaches. 

The urgency for a secure and intelligent program that helps users explore 

skincare and makeup products customized to their needs while protecting

their data through encrypted communication and authenticated access. 

Example
Brands like Ulta and 
Sephora have programs 
like this, but it is based 
off marketing rather than 
effectiveness. 



General Function



Encryption 

Fernet
The same key is used to 
encrypt and decrypt and 
authenticated 
encryption. Secure 
communication and 
protects sensitive data. 
Prevents attackers from 
intercepting login 
success or failure. 



Data and Storage

JSON 
Users.json is simple and 
automatically sees 
usernames, passwords, 
etc. server verifies 
credentials. Supports 
login and 
personalization. I didn't 
encrypt users.json for 
simplicity, but real-world 
would use hash. 



Formatting Readability for users, 
clear section headers, 
consistency, technical 
simplicity, and 
professional appeal. 
It’s like plating food!



The SkinSync Data



Authentication

Verification 
Verifying a users 
identity. Matches it 
with the users.json file. 



Looping I used lists inside 
dictionaries, loop lets 
me display each item 
clearly. No constant 
print statements. 
Handling multiple 
users. Different menu 
options when 
showing the skin type 
options. 
Automatically 
formats the menu 
and easy to add new 
skin types. 
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