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On February 22, I started the process of disposing of multiple phones. Some of the phones were Blackberry, I also had some flip phones and iPhones. For the Blackberry and flip phones, I just need to take out the SIM cards and then grab their serial numbers to make and model to put in the scrap sheet. After that, I threw it in a bin full of scrap phones. For iPhones and smartphones made by Samsung, we must use an application named Phone Check. The application grabs their serial numbers, IMEI, model, and if the phone has been jailbroken. After that I factory reset the phone which takes up to 25 minutes. When it is done the application automatically down their app to test the phone. Then I must do one more factory reset so the phone can be thrown away in the scrap bin or to be sold on eBay. On February 23 I started on a new pallet which involved with taking out hard drives with different Pcs, laptops, Apple products, etc. The company wants to get rid of some pallets that have been in the building for almost 8 months. Most of the pallets had no hard drives but I had to check it with another person. We also had to separate Chromebook that automatically goes to scrap and put them in the scrap pallet. We also separate computers and laptops that have core 2 or less because they automatically go to scrap as well. Computers that are not scrap go to a separate pallet to go to Valley Tech. Phones, apple products, valuable computers, valuable switches or servers, and laptops that have onboard hard drives such as the Surface Pro have to go to a separate pallet to go to the Secure department. C2 management was doing this fast process in order to make space and to get ready for my manager that will leave to pursue his career in FEMA. When I heard about it, I volunteered so I could help the department out and show the owner of the company that I am serious about learning everything in this department to help me advance in my career. I also asked Rhett if I could get his information to add him as a professional reference. Rhett agreed and I am still in touch with him till this day. I continue this process till March 1 for 8:30 hours. During the weekend on February 26, I studied for 4 hours for CompTIA Security+. I learned about threat hunting, which is a cyber security technique designed to detect the presence of threats that have not been discovered by normal security monitoring. I also learned about the kill chain model that was created by Lockheed Martin. I also heard about the MITRE ATT&CK framework which is a knowledge base maintained by the MITRE Corporation for listing and explaining specific adversary tactics, techniques, and common knowledge or procedures. I also learned about different types of malwares which was a great refresher for me. I also had to learn about malware infections such as botnets and zombies.

