Old Dominion University
CYSE 450: Ethical Hacking and Penetration Testing Fall
2024

Assignment 1: Passive Reconnaissance
Handout Date: September 12, 2024

Due Date: September 20, 2024 11:59 pm
Total Points: 30

Question 1: Login to Shodan (https://www.shodan.io/) using your Gmail account or any other
account you have created with the portal. Search Web Camera or Web Cam in the search bar
and you will be shown a report where a number of accessible web cameras are listed.

Task 1: Go through each link with the tag WEB SERVICE until you find a device where
there is at least one open port and the domain name (URL) is displayed. If you find
multiple such devices, just choose one arbitrarily. Take a screenshot highlighting the
domain name and the open ports. Attach the screenshot in your submission. 4 points

® General Information 5% Open Ports

80 49152

// 80 /TCP
United States

Hikvision IP Camera

0]

Orlando

Charter Communications, Inc

Charter Communications, Inc

AS33363

// 49152 / TCP

* Task 2: Using WHOIS (https://who.is/) or Netcraft (_), find the IP address of the domain
name you found in Task 1. Take a screenshot highlighting the IP address and attach it in
your submission. Go through the complete report you retrieved from WHOIS or
Netcraft. Do some research online about the vulnerabilities or weakness the device has.
Briefly describe all the security weakness or vulnerabilities you found. 6 points



https://www.shodan.io/
https://who.is/
https://www.shodan.io/
https://sitereport.netcraft.com/
https://who.is/
https://who.is/
https://www.shodan.io/

res.spectrum.com

United States

Orlando

Charter Communications, Inc

Charter Communications, Inc

AS33363

A big vulnerability that could be exploited is that the device uses JavaScript. While JavaScript is
used by a variety of devices and companies it is also known for being vulnerable to multiple
attacks. Some being input validation and unintended script execution. For example, an attack
used against a JavaScript system took advantage of being able to embed malicious code on the
clients end of the website which would then steal and route data back to the hacker.

Question 2: Login to Shodan again, but this time search for port:502. Select a device that meets
the following criteria:

1. There is at least some information in the device identification field.

2. There is at least one CVE listed in the Vulnerabilities section.

* Task 1: Capture some screenshots showing the device id, open ports, and the CVE lists.
Attach the screenshots in your submission. 5 points
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* Task 2: Do some research about the device you chose and describe the device type and
found vulnerabilities in a paragraph. Try to keep the paragraph limited into 5-10
sentences. 5 points

After doing some research on the device | found that due to it being connected to so many
domains and different companies the device is most likely a server. This was further confirmed
by visiting one of the websites ran by the server known as Alibaba. While looking into some of
the common vulnerabilities this server could be affected by their seemed to be common trends.
This is due to OpenSSH that is used by the server. By exploiting how the server achieves
connection attackers can execute remote code. A simple vulnerability occurred that allowed
hackers to be able to inject into the OS command if their username had shell metacharacters.
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* Task 3: Select a CVE from the CVE list shown in the Vulnerabilities section and search for
that CVE in https://cve.mitre.org/. Identify the attack/vulnerability described in the CVE.
Go to https://attack.mitre.org/matrices/enterprise/network/ and find the attack from
the matrix. If the attack is not listed there, try to search in other attack matrices given in
the MITRE ATT&CK website. Once you find the attack listed as a technique, try to find
out one relevant detection and one mitigation methods. Take screenshots showing the
detection id and the mitigation id. Attach your screenshots in your submission and
briefly summarize the selected detection and mitigation methods. 10 points

An attacker could take advantage of OpenSSH and execute code remotely if an agent was sent
to a system that the attacker already had control of.

CVE-2023-38408 | rususte B View JSON | B User Guide

Collapse all

Required CVE Record Information

CNA: MITRE Corporation =

Published: 2023-07-20 Updated: 2024-04-04

Description

The PKCS#11 feature in ssh-agent in OpenSSH before 9 3p2 has an insufficiently trustworthy search path, leading to remote code execution if an
agent is forwarded to an attacker-controlled system. (Code in /usr/lib is not necessarily safe for loading into ssh-agent.} NOTE: this issue exists
because of an incomplete fix for CVE-2016-10009
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How to fix CVE-2023-38408

Although the vulnera
system may haw

able to avoid exploita

s such as C

“
[’
&
'
=
i
a
¢
p

T
C
Q
(e

3
@

-
m

9

(=]
)

\

[ss]
-

[e=]

3

o
T
T

[al

[e]

3

m

2

0

2

&

w

.

ki
3

SSH, and imp
n the potential risks ass

To mitigate this vulnerability, it is recommended to update OpenSSH and to configure SSH to
only allow specific providers to reduce the attack surface. While this vulnerability has no
reports of widespread use in a major case it can be detected by looking at traffic logs and a

good IPS programed to look for and flag random libraries being installed, loaded, and unloaded
in the system.
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