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FROM
SHADOWING TO
INDEPENDENT




PAGER DUTY

* NOTIFIED ON ALERT

* DETERMINE WHETHER IT'S MALICIOUS

PagerDuty

e NOTES AND ACT
e MICROSOFT DEFENDER

» DIFFERENCE BETWEEN UNWANTED ADD AND MALICIOUS
EMAIL




ENDPOINT DETECTIONS

* SEE DETECTION IN CROWDSTRIKE
e BEGIN NOTES AND INVESTIGATION
 SHA, FILE PATH, DISK OPERATIONS

* DETERMINE WHETHER IT'S MALICIOUS
« ACT




Qradar

RISKY USER

Malicious
activity/ IP

Look at
typical
history

Note and
Qct




FIREWALL REQUESTS

» DETERMINE SPECIFICALLY WHAT THEY ARE ASKING FOR

* RESOLVE DOMAINS AND |PS IF NEEDED

* MAKE SURE THERE IS A LEGITIMATE NEED FOR CONNECTION
« NOTE OBJECTS MODIFIED AND CREATED

 NOTE AND COMMIT CHANGES AND PUSH TO DEVICES

{0 PANORAMA




KNOWLEDGE GAINED

MANY BAD ACTORS TAKE ADDITIONAL STEPS TO HIDE
OR MASK ATTACKS

*  HUMAN ERROR SIGNIFICANTLY RESULTS TO MANY
COMPROMISES

e VPN'S/ PROXY SERVERS CAN MAKE DATA COMPLEX

*  OTHER COMPRISED USERS IN NETWORKS MAY TRY TO
COMPROMISE YOURS

*  WHILE CYBERSECURITY KNOWLEDGE IS GOOD YOU
MUST UNDERSTAND BUSINESS AS WELL



IMPROVED

- -




THANKYOU!

ONCE AGAIN, | WOULD LIKE TO THANK Y'ALL FOR YOUR TIME AND KNOWLEDGE PROVIDED
THROUGHOUT THIS INTERNSHIP. WHICH HAS BEEN EXTREMELY VALUABLE TO MY PROFESSIONAL
DEVELOPMENT AND GROWTH IN MY CAREER.
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