The principle of empiricism states that scientists must gain information from actual data that can be gained from the senses, rather than beliefs or feelings. In cybersecurity, this can be used in order to ensure that practices are actually effective in reducing or mitigating threats, practices and innovation are focused on the most risky or important threats, and practices are being used in the most effective ways for the goals they are trying to accomplish. Some actual data that can be collected surrounding this topic includes what threats are occurring on a system the most, when and how these are occurring, whether threats are being effectively managed, what actual breaches systems have experienced, and what new threats could begin to be used. These can all be collected and recorded by organizations and should be analyzed in order to develop a greater understanding of cybersecurity risks and solutions, both for the industry as a whole and for the organization itself.
