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Social Science Principles
The chosen article discusses how to utilize cybersecurity awareness, organizational culture, and relationship with management within workplaces to cultivate compliance with information security practices and therefore reduce cybercrime. The study analyzes how different psychological factors interact with each other form a full picture of how employees make decisions relating to cybersecurity and how they perceive and analyze risks. This study utilizes many principles of social sciences, particularly objectivity, empiricism, and determinism. Objectivity is used in order to show that each of the variables and the scale used to identify it is valid and has a standard definition through using previously validated studies for each of these individual measurements. Empiricism, similarly, is shown through using specific studies to support the use of the chosen scales, as well as to validate all of the separate relationships between cybersecurity behaviors and organizational relationships. The study’s aim to determine a relationship between each of these factors is also relevant to determinism, since it showcases the belief that each of these variables has a cause that can be found. For example, this study attempts to find the specific reasons that individuals may not understand or follow cybersecurity training within an organization (Ghaleb & Pardaev, 2025).
Hypothesis, Research Methods, Data, and Analysis
The study examined six hypotheses, which were “Organizational culture has a significant influence on information security compliance behavior,” “Cybersecurity awareness has a significant influence on information security compliance behavior,” “Employee engagement significantly moderates the relationship of cybersecurity awareness and information security compliance behavior,” “Employee engagement significantly moderates the relationship of organizational culture and information security compliance behavior,” “Trust in upper management significantly mediates the relationship between cybersecurity awareness and information security compliance behavior,” and “Trust in upper management significantly mediates the relationship between organizational culture and information security compliance behavior.” In summary, this study examined the relationship between organization culture and cybersecurity awareness on information security compliance, and how employee engagement and trust in upper management impacted these relationships. 
The independent variables being studied were organizational culture and cybersecurity awareness for the first two hypothesis, respectively, employee engagement for the third and fourth, and trust in upper management for the fifth and sixth. The dependent variables being studied were information security compliance, for the first two hypotheses, and the relationship between this and cybersecurity awareness or organizational culture for the last two, in order to determine the impact of the independent variables. The study used structured questionnaires distributed to employees in operations, IT, human resources, and quality assurance departments of different production companies. The different variables tested were measured using a different scale for each individual variable that had each been validated by previous studies. 
This study used qualitative data, since it utilized scales within its questionnaires for individuals to rank the different variables and analyzed these statistics against each other in the ways outlined above in order to determine the overall relationships. The first analysis done was to ensure the validity of all the different factors measured and that their testing methods were reliable, which is especially important for a study that involved variables that can be so difficult to identify and represent. Next, they created a model to visually identify how each of the independent variables impacted dependent ones for each of the hypothesized relationships. Specifically, this confirmed their hypotheses regarding the relationships between all variables, with notably high relationships between variables like Trust in Upper Management, Organizational Culture, Cybersecurity Awareness, and Information Security Compliance Behavior (Ghaleb & Pardaev, 2025). 
In-Class Concepts in relation to the Article
As noted in Module 4, understanding the intersection of social sciences, particularly psychology, and cybersecurity is integral to understanding how to effectively reduce cyber risk and improve unsafe behaviors. This is especially true when it comes to human factors and industrial psychology, which focus on how to make things as accessible and understandable for people as possible and how to improve how people carry out tasks and react to events in the workplace, respectively. Each of these is especially important to understanding and utilizing the results of this study, since it requires analyzing the culture and relationships within a workplace, as well as making materials and concepts more understandable and memorable for employees, especially those who aren’t trained in technology and cybersecurity (Ghaleb & Pardaev, 2025) (Yalpi, n.d.-a). 
One concept that was reviewed in the Module 5 PowerPoint presentations was the role of victims in cybersecurity incidents and victimization. A significant way that victims can increase their risk is through lack of cybersecurity knowledge and awareness, which is the main risk that this study is trying to reduce. By increasing cybersecurity awareness through consistent employee training and supplementing this with organizational trust, employees are more likely to follow proper cybersecurity practices and reduce their and the organization’s risk of victimization (Ghaleb & Pardaev, 2025) (Yalpi, n.d.-b). 
Another topic explored in this presentation was the difference in highly technical professionals’ psychological profiles and attitudes towards cybersecurity as compared to other professionals. This topic was also examined in the study, as the article mentions that professionals not specializing in technology-heavy industries are often overlooked when it comes to both training them in cybersecurity protocols and studying their awareness of proper practices, despite the fact that they can also be at risk of phishing, hacking, and other cyberattacks  (Ghaleb & Pardaev, 2025) (Yalpi, n.d.-b). 
The importance of cybersecurity professionals having skills in communication and teamwork in order to be effective is also discussed in the Module 5 presentation. The study places a large emphasis on the importance of clearly explaining cyber risks and policies to employees and building employee trust in the guidance of management and policies. If cybersecurity professionals working for organizations do not practice these skills and use them in all areas, including employee training, communication with employees, educating management, and explaining policies and the reasons for technical mitigations, then employees will lose interest in following these protocols and following guidance in general, which will have huge detriments to how they will actually follow proper security policies, as the article outlines  (Ghaleb & Pardaev, 2025) (Yalpi, n.d.-b). 
How Marginalized Groups are Impacted by this Study
This study particularly outlined the importance of developing a strong organizational culture that promotes following proper security practices and considers following the rules of upper management as a norm. However, in workplaces, marginalized groups are often outcasted and treated unfairly. This could cause these groups to form a disillusioned view of management and other members of the organization, which could cause them to lose trust in the norms and beliefs of the organization (Firfiray, 2021). Marginalized groups are also more at-risk of being targeted for cybercrimes. This can mean that they must be more cautious of potentially risky activities. If marginalized individuals have been victimized by cyber attacks in the past, they may also be more cautious of how secure cybersecurity policies are and how much they can trust them, meaning they could possibly benefit from more communication and training from an organization (Ghaleb & Pardaev, 2025) (Tisdale, 2024).
Conclusion
This article covers one of the most important topics within cybersecurity, which is how to make it and its principles actually usable for people and organizations. By examining the impact of psychology within organizations and how it impacts not only the way individuals process cybersecurity risks, but also the way they react to cybersecurity knowledge within training and policies. Understanding these factors is crucial to determining the best ways to implement improvements to cybersecurity protocols and determine weak-points in organizations’ cybersecurity (Ghaleb & Pardaev, 2025).
Article Link: https://cybercrimejournal.com/menuscript/index.php/cybercrimejournal/article/view/437/123 
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