This article researches the impact of vulnerability disclosure policies (VDPs), which protect hackers and security researches from being sued when submitting bugs to companies. This article looks at the possible costs and benefits of having such a policy and of supporting bug bounty programs, as well as determining the effectiveness of these programs. These programs have increased in popularity greatly over the years, and the research from this study shows that this may have empirical support. According to this research, a company’s resources, size, or profile do not impact the bug reports it receives or the value the program can give back to the company. Although companies received less reports over time, this could be related to how many bugs are able to be found, rather than the actual value being given decreasing. Overall, this shows that there is definitely some value to be considered in bug bounty programs and creating VDPs for many companies, even if they are smaller or from different industries.
