AI is very likely to be one of the biggest issues that our legal system will need to face in the coming years. In order to curb the use of AI in these kinds of crimes, or at least reduce its effectiveness, many questions would need to be raised. This includes how far the technology of AI should be able to progress, what restrictions AI producers should be required to place on their product, and what AI should be legally able to do and be used for. Of course lawmakers are probably not going to want to do anything that unnecessarily curbs innovation or that unnecessarily infringes on people’s rights to use technology for uses that could be protected by freedom of speech and expression. Laws will also likely have difficulty implementing specific requirements fast enough to have an impact on current crime due to how fast both the technology and criminals using it can evolve. Stricter requirements on how video footage can be obtained would also help alleviate some of the risk of AI footage, such as by verifying who or what camera allegedly took the footage, who had access to the footage, and more to ensure that footage came from an actual camera owned by a verified source. If footage appears that cannot be extensively verified, but is too good to be detected as AI by experts, those in the law and criminal systems may need to treat this footage as only as good as an eyewitness or even disregarded altogether, with the case being discussed how it may have been before cameras were so prevalent.
